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Preface

Are conventional wars or ‘war as we knew it’ over? A scan of recent
conflicts, which are characterised by blurring lines between war and peace,
state and non-state, regular and irregular, conventional and
unconventional, seems to suggest so. An attempt to answer this question
in binaries is fraught with complications. A positive proclamation would
render a nation vulnerable to conventional attacks while a negative
assertion would create the dilemma of resource allocation. How does one
develop additional capabilities required for modern conflicts without
reducing conventional capabilities with limited resources? The answers,
therefore, are not binary but in the gray zone. This book is an exploratory
work in that gray zone.

The armed forces the world over, and in India, are faced with a
quintessential dilemma in planning forces for the future. Should they be
designing their forces for classic conventional inter-state conflict with the
flexibility of fighting non-state actors and hybrid wars, or should they
primarily prepare for such hybrid conflicts while retaining some core
capabilities for conventional wars? The strategic narrative amongst the
armed forces has not progressed from the industrial age metrics of warfare
which resort to quantifying casualties both in men or material or capturing
valuable real estate. This is evident from the way the armed forces have
been structured; however, they seem to be preparing for a war they have
not been asked to fight while constantly adapting to a conflict which was
not mandated as their primary task.

These small wars, or niggling wars as some have called it, have also
been termed as hybrid, non-linear, gray zone, unrestricted and a plethora
of such names. The ontological and epistemological enquiry of these terms
is essential to understand if they allude to the same phenomenon through
different frames. Are they the convention or an aberration? This book tries
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to fill this crucial research gap in the strategic discourse in India related to
the changing character of conflicts. It is inspired by the moot question raised
by Brigadier Gurmeet Kanwal during the deliberations over this project
about the kind of wars/conflicts the nation will have to fight in the future.

The Military Affairs Centre at the Institute for Defence Studies and
Analyses (IDSA) has the right blend of serving/retired armed forces officers
and scholars, necessary to deal with the complexities of such an issue. The
book covers a wide array of subjects related to international relations and
theory of wars and conflicts as well as their contemporary prosecution.
The Centre, while conceptualising this project was confronted with two
approaches to hybrid warfare. The first was to study each component of
hybrid conflicts independently and analyse them for their relevance in the
Indian context. The second was to use the case studies model in order to
deconstruct modern conflicts. The latter was chosen as it was felt that
hybridity cannot be studied as isolated components. Each component gets
calibrated as per its own and other’s successes and hence, a comprehensive
approach to identify and contextualise various components used
throughout the world would be apt.

The authors have made an attempt to identify various components of
hybrid warfare at play in contemporary conflicts. The work does not intend
to be judgmental of the nation states involved in these conflicts or their
context and purpose. Instead, the contributors have viewed these conflicts
through the prism of the changing character of war, as students of defence
and strategic studies to draw relevant lessons.

This volume is divided into three parts. The first part dwells on
conceptual issues and contains two chapters. The first chapter by Gurmeet
Kanwal deals with the changing character of conflict, while the second
chapter by Vikrant Deshpande and Shibani Mehta explores hybrid warfare
and similar constructs to arrive at a common understanding.

The second part of the book has six case studies. The first case not
only resonates with the Indian reader but also with the scholars themselves.
Pakistan has been accused of waging a proxy war against India and
Afghanistan. In this study, Vivek Chadha closely examines the various
components at play in the South Asian context with Pakistan as a
perpetrator of hybrid warfare. Russia appears to have understood,
conceptualised and applied hybrid warfare before the rest of the world
and the second study by Aman Saberwal deals with Russia and its
application of non-linear methodologies in Crimea and Ukraine. West Asia
has been riddled with conflicts in the post-colonial era. It has also been a
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testing ground for power play by other nations post the Cold War. Hybridity
and complexity define conflicts in this region, with a host of state and non-
state actors acting in concert with external players with casus belli ranging
from ideological or religious differences to colonial legacies. The majority
of the case studies in this book try to deconstruct the complexities of these
conflicts in West Asia. Shruti Pandalai covers Syria and Iraq, Kishore Kumar
Khera draws a parallel between Yemen and Lebanon from a hybrid
perspective and Samuel Rajiv looks at Israel and its use of components of
hybrid warfare. The last case study by Abhay Singh is a detailed analysis
of China and its use of hybrid devices.

In the last part, the book concludes with two chapters. A chapter by
Alok Deb about the lessons learnt from hybrid conflicts in the Indian context
makes some recommendations on the way ahead both in terms of policy/
strategy as well as capability development and a concluding chapter by
Neha Kohli summarizes all issues discussed in the book.

A cursory literature review indicates that while a lot has been written
on contemporary conflicts and there are collected essays on hybrid warfare,
such an approach of scanning the geopolitical space to deconstruct modern
conflicts and draw out lessons learnt is unique. The authors hope to initiate
a discourse and a debate on the way India will have to fight its conflicts
in the future in order to shape its armed forces and be better prepared for
the next Trojan horse.

16 February 2018 Vikrant Deshpande
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1
The Changing Character and the

Taxonomy of Conflict

Gurmeet Kanwal

The categories of warfare are blurring and no longer fit into neat, tidy boxes.
One can expect to see more tools and tactics of destruction—from the
sophisticated to the simple—being employed simultaneously in hybrid and
more complex forms of warfare.

—Robert M. Gates, Former US Secretary of Defence1

Era of Strategic Uncertainty

The twentieth century was mired in conflict and was arguably the bloodiest
in history. The period of the Cold War due to the North Atlantic Treaty
Organization (NATO) and the Warsaw Pact, was one marked particularly
by strife and chaos. Numerous wars and small conflicts the world over
resulted in loss of life and property on a very large scale. One or the other
great power was invariably behind these conflicts, directly or indirectly.
The peace dividend that was expected to accrue at the end of the Cold
War failed to materialise. The unexpected and sudden break-up of the
Soviet Union created a power vacuum and further exacerbated the
prevailing uncertainties. Long-suppressed ethno-nationalist aspirations for
autonomy and self-governance came to the fore the world over. Fissiparous
tendencies surfaced where the existence of fissures in society could never
have even been imagined—for example, in former Yugoslavia. Movements
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for democracy came to the fore in many countries governed by dictatorial
and authoritarian regimes.

The break-up of the Soviet Union resulted in the United States (US)
becoming the sole superpower. However, it could exult in what Charles
Krauthammer called the ‘unipolar moment’2 for just about a decade. The
11 September 2001 terrorist attacks on the World Trade Center twin towers
and the Pentagon brought about a paradigm shift in the emerging world
order. For the first time in history, nation-states became vulnerable to
unpredictable threats and non-state actors suddenly became a force to
reckon with. In those stunning acts of international terrorism, the new
century, and indeed the new millennium, witnessed the dawn of an era of
strategic uncertainty. Samuel Huntington’s hypothesis about the ‘clash of
civilisations’,3 scoffed at by analysts as hyperbole only a decade earlier,
suddenly seemed ominously realistic.

Today, the global system is caught up in revolutionary upheaval. The
concept of the nation-state, the most basic building block of the global
system, is itself changing. Approximately one-third of all the present
members of the United Nations (UN) are threatened by ethnic disharmony,
rebel movements and insurgencies. National borders are becoming
increasingly porous; currency rates keep going out of control of the central
banks; imports and immigrants are moving freely across the world; and
terrorists, guns and drugs are threatening the sovereignty of nations. Out
of this chaos, a new kind of political entity, being described as the ‘post-
national’ state,4 is emerging. It is imperative that the intricate nuances of
the various aspects of the changes taking place in the international order,
and their repercussions on national security as well as on the political,
socio-economic, cultural and ideological components of society, are
understood in the correct perspective, so as to formulate meaningful
strategies for the future progress, development, well-being and survival
of mankind.

Changing Character of Conflict

The nature of conflict does not change; it endures over a long period of
time. However, the character of conflict evolves with the passage of time.
Particularly since the end of the Cold War, there has been immense change
in the character of conflict. A balance of power system, tentative and skewed
as it was, has ensured that the world has so far been spared the spectre of
the Third World War, which will inevitably see the use of nuclear weapons.
Perhaps history is now working in reverse: the possession of nuclear



The Changing Character and the Taxonomy of Conflict 3

weapons has ensured that the days of large-scale inter-state wars are almost
over and, in their place, the world is witnessing the rise of ‘crummy little
wars’5—fought by insurgents, terrorists, guerrillas, bandits, drug cartels
and criminal networks.

The prevailing security environment is radically different from what it
was even a decade ago. The probability of conventional conflict between
states or groups of states has been steadily declining while, at the same
time, sub-conventional conflict is gaining prominence. ‘Wars of interest’
were supplemented by ‘wars of conscience’ as the international community,
newly awakened to the horrors of the violation of human rights, moved
to relieve the suffering of those who had been long oppressed and those
who were being victimised for sectarian and ethnic differences. To these
two categories of ‘wars of interest’ and ‘wars of conscience’, a new category,
‘wars of intervention’, has been added and military intervention is being
justified on many grounds. Non-state actors with transnational presence
are emerging as important entities and are gaining prominence that is
(almost always) disproportionate to their size and status.

Dilution in the Concept of the Nation-State

The changing character of conflict is indirectly influencing the
conceptualisation of national security in the twenty-first century. The
concept of the Westphalian nation-state6 has begun to gradually fray at
the edges. In the post-Cold War world order, power blocs have been slowly
giving way to cooperative regional groupings like the European Union
(EU)—though Brexit has dented EU cohesion—and trade blocks like Asia-
Pacific Economic Cooperation (APEC) and the Trans-Pacific Partnership
(TPP). While regional groupings such as the South Asian Association for
Regional Cooperation (SAARC), the Association of Southeast Asian Nations
(ASEAN) and the Shanghai Cooperation Organisation (SCO) enjoy the
advantage of proximity and cultural understanding, these do not possess
suitable operational capability in the domain of stability and peace support
operations. Regional groupings have been better at issuing declarations
and identifying principles than at formulating concrete operational policies
for reasons of conflicting national priorities and domestic political
considerations. This is not unusual, given that most of them were founded
on the mandate of trade and development and have begun exploring
security cooperation only recently.

Along with West Asia, Southern Asia has gradually emerged as one of
the key epicentres of conflict and instability in the world. Being host to a



Hybrid Warfare: The Changing Character of Conflict4

mix of indigenous peoples and migrants, Southern Asia has witnessed the
movement of people for several centuries and many Southern Asian states
have rarely seen true political unity. Territorial disputes, religious
fundamentalism, radical extremism, ethnic tensions and socio-economic
disparities are the hallmarks of Southern Asia. The shadow of nuclear
weapons has also contributed to instability in Southern Asia, though no
political advantage has been gained by any of the countries possessing
these weapons in this conflict-ridden region. At present, it appears unlikely
that a genuinely cooperative security framework will eventually emerge
in the Indo-Pacific from the ashes of the ongoing conflicts.

Emerging Contours of Conflict

In the increasingly globalised world, the emerging security challenges are
no longer products merely of conventional inter-state rivalries but of
economic, demographic and societal tensions that are transnational in
nature. The incidence of conflict is on the rise due to multiple factors ranging
from weak and illegitimate state institutions, marginalisation of people in
border areas (generating sanctuaries for various insurgent groups), large-
scale population displacements to in effective regional security
arrangements. Modern conflict is more likely to be a consequence of
regional struggles involving a range of actors rather than inter-state
tensions. Instability is likely to arise as a consequence of the rise of
autonomous armed groups and non-state entities and the weakening of
governments and state institutions, coupled with population displacement,
trafficking—both human and material—and ethno-religious tensions. In
some cases, non-state actors act as proxies for inimical nation-states.

Given the rising importance of cities as political, economic and cultural
centres of gravity, the battlefields of armed conflict are increasingly shifting
towards urban settings. An emerging phenomenon that is gradually gaining
momentum is the use of the techniques of information warfare, organised
crime and acts of terrorism, fostered by cross-border linkages between
disparate terrorist organisations, involving military training, funding and
transfer of technology. Cybersecurity is posing new challenges and nation-
states are finding it difficult to cope with the increasingly sophisticated
hacking techniques being employed by non-state actors and rogue
individuals. Non-contact warfare, like economic measures designed to
harm a country’s economic stability—for example, through the circulation
of fake currency—will add to the challenges to be overcome by security
planners.
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The rising competition over limited energy resources is generating new
tensions in geopolitical relations. Its adverse impact is being felt increasingly
in the Southern Asian region as well. Future water wars are already being
spoken of in hushed tones as a distinct possibility. Though trade wars are
in the realm of speculation at present, with increasing economic competition
in future, these may not be far off. However, in the foreseeable future,
asymmetric, amorphous, cross-cultural conflict will continue to dominate
the strategic landscape. It is the rise of these and other non-traditional
security threats that will influence both domestic and international policy
in the years ahead. While these concerns have been part and parcel of
human existence for many years, never before have they had such a serious
impact on individual states or the international community as a whole.

These changes in the character of conflict are leading to the gradual
transformation of military forces. A nation’s armed forces were formerly
designed primarily for conventional state versus state conflict. These are
now being reoriented to be able to fight a conventional war as well to act
decisively against non-state adversaries. As future threats and challenges
are becoming increasingly more difficult to predict due to strategic
uncertainty, in areas that are devoid of territorial disputes, the force
transformation trendline will be to move from threat-based to capability-
based forces. Similarly, training regimes will need to be configured to train
for certainty and educate for uncertainty.

Conflict continues to be commonplace with no clear distinction between
war and peace. While the number of civil wars has been increasing since
the end of World War 2, there has been a marked decrease in the number
of inter-state wars (See Table 1.1). Even relatively minor conflicts that are
localised sometimes have major implications for world peace and stability
and often hamper trade and commerce. This makes it important for many
nations that are not directly engaged in a conflict to intercede so as to
monitor, manage and resolve actual or potential conflicts. Modern conflicts
are often marked by increasingly stark asymmetries between the
contenders. On one side is usually the state with well-equipped, modern
forces but limited public support and severe political and moral constraints.
On the other side are irregular combatants organised into small groups of
lightly armed forces, with utter disdain for international law, total
commitment to the cause, scant regard for life and property and often with
overwhelming public support.
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Table 1.1: Number of Wars, 1946–20027

Source: Department of Peace and Conflict Research at Uppsala University; and
International Peace Research Institute, Oslo.

The Taxonomy of Modern Conflict

Modern conflict goes by many names; the different categories are separated
by various shades of gray. Possibly the only element common to all types
of conflict is violence. ‘Violence’ has been defined by the World Health
Organization (WHO) as ‘the intentional use of physical force or power,
threatened or actual, against oneself, another person, or against a group
or community, which either results in or has a high likelihood of resulting
in injury, death, psychological harm, maldevelopment, or deprivation.’8

The term violence also connotes an aggressive tendency to act out
destructive behaviour. Violence falls into essentially two forms: random
violence, which includes unpremeditated or small-scale violence; and
coordinated violence, which includes actions carried out by sanctioned or
unsanctioned violent groups as in war (that is, inter-societal violence) and
terrorism.

The British Defence Doctrine defines ‘civil war’ as one that is ‘conducted
largely within the boundaries of a state in which a significant part of the
population is associated with opposing sides. The contest is for government
of the state or regional autonomy or secession. One or both sides may have
external help.’9 According to Colonel Gabriel Bonnet, ‘revolutionary
warfare’ ‘consists in the application of irregular warfare methods to the
propagation of an ideology or political system.’10 ‘Irregular warfare’ denotes
a form of conflict where one or more protagonists adopt irregular methods.
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Irregular troops are combatants who are not formally enlisted in the armed
forces of a nation-state or other legally constituted entity.

The two terms revolutionary and irregular warfare, often used
interchangeably, owe much to the theories of Mao Tse-tung, Vo Nguyen
Giap, Che Guevara and Carlos Marighela. Revolutionary or irregular
warfare usually relies on guerrilla tactics that are best summarised in Mao
Tse-tung’s celebrated remarks:

Divide our forces to arouse the masses, concentrate our forces to deal
with the enemy. The enemy advances, we retreat; the enemy camps,
we harass; the enemy tires, we attack; the enemy retreats, we
pursue...These tactics are just like casting a net; at any moment we
should be able to cast it or draw it in. We cast it wide to win over the
masses and draw it in to deal with the enemy...11

The word ‘militant’ has come to refer to any individual or party engaged
in aggressive physical or verbal combat, normally for a cause.12 Militant is
an often-used neutral term for soldiers who do not belong to an established
military. Typically, a militant engages in violence as part of a claimed
struggle for achievement of a political goal. Popular usage sometimes sees
‘militants’ as synonymous with terrorists. The term ‘militant state’
colloquially refers to a state that holds an aggressive posture in support of
an ideology or cause. The term militant also describes those who
aggressively and violently promote a political philosophy in the name of
a movement (and sometimes have an extreme solution for their goal). The
present phase of militancy in Jammu and Kashmir (J&K), which originated
in 1988–1989, had a clearly stated initial goal to gain azadi or independence
from India.

Frank Kitson has defined ‘insurgency’ as the ‘use of armed force by a
section of the people against the government to overthrow those governing
the country at the time or to force them to do things which they do not
want to do.’13 The British Army defines insurgency as an:

organised movement aimed at the overthrow of a constituted
government through the use of subversion and armed conflict...Some
insurgencies aim to seize power through revolution. Others attempt
to break away from state control and establish an autonomous state
within ethnic or religious boundaries...Generally an insurgent group
attempts to force political change by a mix of subversion, propaganda,
political and military pressure.14

Only well-organised insurgencies with a strong leadership and widespread
popular support are capable of posing a viable long-term threat to the state.
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Successful insurgencies tend to have external political, diplomatic and
military support, including for training and logistics, sanctuary in the
supporting nation, the ability to control some territory and, at the
culminating stage, the ability to raise well-trained and motivated battalions
that are almost at par with the opposing army.

‘Counter-insurgency’ is defined by the British Army as ‘Military,
paramilitary, political, economic, psychological and civic actions taken by
a government to defeat insurgency.’15 Counter-insurgency is characterised
by relatively infrequent combat at section, platoon and company levels
rather than formation level, with consequently a lower rate of logistics
consumption than in major combat. However, counter-insurgency
campaigns typically continue for several years.

Insurgencies often have transnational linkages and hence, a successful
counter-insurgency campaign must fight and break the links between
insurgencies across a wide region to prevent recurrence. The British Army
doctrine lists the following principles for fighting such a campaign:16

• Ensure political primacy and political aim.
• Build coordinated government machinery.
• Develop intelligence and information.
• Separate the insurgent from his support.
• Neutralise the insurgent.
• Plan for the long term.

The term ‘fourth generation’17 warfare (4GW) has come to characterise
post-modern conflict in which operations are conducted in a decentralised
manner and where the distinction between war and politics and that
between combatant and civilian is blurred. Also, the nation-state is losing
its so-far unchallenged monopoly on the use of military force. The term
4GW represents any war in which one of the opponents is a non-state actor
and not a duly constituted nation-state. Present-day conflict is thought to
be more akin to that than conflict in pre-modern times.

Gray Zone Conflict

This is another type of war, new in its intensity, ancient in its origin—
war by guerrillas, subversives, insurgents, assassins, war by ambush instead
of by combat; by infiltration, instead of aggression, seeking victory by
eroding and exhausting the enemy instead of engaging him.

—John F. Kennedy18

Another term that is gaining in currency is gray zone conflict. It refers to
a ‘gray zone’ between conventional and sub-conventional conflict.
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According to the US Special Forces Command white paper, gray zone
challenges are:

defined as competitive interactions among and within state and non-
state actors that fall between the traditional war and peace duality.
They are characterized by ambiguity about the nature of the conflict,
opacity of the parties involved, or uncertainty about the relevant
policy and legal frameworks.19

A US International Security Advisory Board (ISAB) report,
commissioned by the Bureau of Arms Control, Verification and Compliance
(AVC) at the Department of State, states, ‘What makes this concept
particularly relevant today is both the greater extent to which these tactics
are being utilised by our adversaries, and also the expanded technological
tool kit that can be brought to bear in these efforts.’20 The report makes six
major recommendations:21

• Taking a whole-of-government approach to countering gray zone
efforts, including engaging agencies whose primary focus is not
international security.

• Setting up an organisational structure for gray zone operations
that will facilitate coordination and management across the full
range of US government agencies engaged.

• A renewed focus on planning to face these challenges, including
a sober assessment of the US goals, objectives and interests in
different countries and regions around the world.

• Continuing the US efforts to address the fundamental underlying
sources of violence and the conditions that make gray zone tactics
potentially effective—by promoting economic opportunity,
justice, human rights, good governance, public health and the
rule of law.

• Developing, both at the Department of State and across the US
government, a better ‘after action/lessons learned’ system, as
well as an additional focus on training and ‘wargaming’ gray
zone scenarios with stakeholders across government.

The Special Operations Command white paper concludes:

We should seek to identify, understand, and highlight activities
running counter to US interests. This awareness can help attribute
nefarious activity, potentially increasing costs for that activity even
if the US does directly intervene...The US already has most of the
tools required to secure and advance its national security interests in
the gray zone. However, it must evolve its organizational, intellectual
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and institutional models to flourish in the middle ground between
war and peace and avoid the predictability and rigidity characterizing
its actions since the end of the Cold War.22

Age of ‘New Terrorism’

Terrorism, the latest scourge that has infested geopolitics with violence
organised by both state and non-state actors, has defied definition because
of its complexity. The UN Secretary-General’s High-level Panel on Threats,
Challenges and Change has described terrorism as:

any action, in addition to actions already specified by the existing
conventions on aspects of terrorism, the Geneva Conventions and
Security Council resolution 1566 (2004), that is intended to cause
death or serious bodily harm to civilians or non-combatants, when
the purpose of such an act, by its nature or context, is to intimidate a
population, or to compel a Government or an international
organisation to do or to abstain from doing any act.23

The High-level Panel’s definition is wide-ranging and short on specifics.
According to the British Defence Doctrine:

Terrorism may be defined as premeditated, politically motivated
violence perpetrated by groups or individuals and usually intended
to influence an audience wider than that of its immediate victims. In
one form, terrorism may be an element of insurgency. In another, it
may be employed for objectives short of the overthrow of the state.
It may also be used by one state against another.24

The advent of the Islamic State of Iraq and Syria (ISIS) and the brutal
brand of fundamentalist terrorism practised by the ISIS militia mark the
coming of age of the era of ‘new terrorism’. It hit India with the Mumbai
serial bomb attacks of March 1993. In the same year, a group of Islamist
extremists led by Ramzi Yousef launched the first attack on the World Trade
Center in New York. In 1995, Aum Shinrikyo attacked the Tokyo
underground with Sarin gas. Soon after that, a large truck bomb killed 168
people in Oklahoma City and visions of apocalypse through terrorism
began to haunt the world. The London and Madrid train bombings further
heightened the pervasive fear psychosis. Peter R. Neumann, a journalist,
academic and commentator on terrorism and political violence, quotes
Walter Laqueur, the well-known terrorism historian, as having

noted that a ‘revolution’ in the character of terrorism was taking place.
Rather than the vicious yet calculated application of violence that
everyone had become familiar with, the world was now confronted




