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Foreword

Terrorism has become, in this century, an issue of growing concern for many
States internationally. Although a common problem across regions, terrorism
manifests itself in specific ways in different social and national settings. The focus
of the 2016 edition of the Asian Strategic Review is, consequently, to seck a greater
comprehension of the nature and geographic spread of the present and future
threats from terrorism, and the possible ways of contending with and combating
it, effectively.

The availability of new information, communication, and military
technologies has enabled terrorist organisations to evolve into new forms. With
a few exceptions, the terrorist threat was largely contained within national
boundaries for much of the preceding century, and managed by individual States
as a law and order issue. The threat from terrorist organisations — now more
hybrid, complex and trans-national— is of a magnitude that it can subvert and
destroy existing State structures. These organisations source funding from one
country, arms and explosives from another, train in safe havens in areas within
the jurisdiction of contiguous States — where authorities have abdicated control
due to their incapacity or intent, having themselves turned ‘rogue’ — and select
their targets across oceans and continents, sometimes far from their sanctuaries.

Notwithstanding their mutation, they are not altogether dissimilar to the
ones that had appeared already in the 1990s in the Afghanistan-Pakistan region.
The common elements between the 1994 Islamic Emirate under Mullah
Mohammad Omar and the 2014 Caliphate under Abu Bakr al-Baghdadi are
striking. Both held territory and harboured foreign fighters. Both destroyed the
civilizational heritage of their peoples — the Taliban first broke all the Gandhara
idols they could find in the Kabul Museum before destroying the Buddha statues
in Bamiyan, and the Daesh demolished the Baalshamin Temple of Palmyra. Both
Taliban and Daesh have adopted barbaric methods of dispensing ‘justice’,
punishing their adversaries, and killed Shias and those accused of apostasy. Both
emerged as a consequence of complacency, permissiveness, and abetment on the
part of one or more of the regional and great powers.
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The convening in Kandahar, on February 23, 1998 of the International Islamic
Front for Jihad against the Jews and the Crusaders, marked the coming of age of
trans-national terrorist organisations. As its leader, Al Qaeda enlisted in this
Front the Egyptian Jihad Group (Jamaat-ul-Jihad), the Egyptian Armed Islamic
Group (Gama’a al-Islamiya), the Pakistan Ulema Society (Jamiat-ul-Ulema-e-
Pakistan), the Partisan’s Movement in Kashmir (Harkat-ul-Ansar), and the Jihad
Movement in Bangladesh. Signatories to the February statement, other than
Osama bin Laden, were Ayman al-Zawahiri, leader of Egypt’s Jihad group, Rifai
Taha, head of Egypt’s Gama’a al-Islamiya, Mir Hamza, Secretary General of
Pakistan’s Ulema Society, and Fazlul Rahman, head of the Jihad Movement in
Bangladesh.

Three months later, on May 28, 1998 Osama bin Laden announced the
creation of a larger organization, the International Islamic Front for Jihad against
America and Israel. Several Pakistan-based Islamist organisations joined this Front,
including the Markaz Dawa Al Irshad (Centre for Preaching), its armed wing,
the Lashkar-e-Toiba (LeT), the Harkat-ul-Mujahideen (HuM), and the Sipah-e-
Sahaba Pakistan (SSP) — as also its militant wing, the Lashkar-e-Jhangvi — became
its members. It was presumed that Harkat-ul-Ansar, later renamed as Harkat-ul-
Mujahideen, was also part of the Front, besides three organizations from Egypt,
two from Uzbekistan, one from Xinjiang, and the Abu Sayyaf group from Southern
Philippines. The consenting Taliban leadership, then ruling Afghanistan, allowed
Al Qaeda to set up training camps for terrorist strikes worldwide. When one
such camp, set up at Jawhar Khel, close to Khost, by the Pakistan Army to train
ISI recruits for Kashmir, was hit by Tomahawk missiles, it killed about two dozen
residents of the camp. President Bill Clinton wrote in his autobiography, My
Life, that many of those killed were Pakistani military officers, evidently there to
provide training to Kashmiri terrorists. The origins and resurgence of non-State
actors like the Taliban, Al Qaeda, Lashkar-e-Toiba, Jaish-e-Muhammad, and the
Daesh demonstrate how they were nurtured by their nexus with State security
structures.

Conventional wisdom was that after the fall of the Taliban regime in Kabul
on November 12, 2001 and the flight of the Taliban and Al Qaeda fighters to
Pakistan, terrorism was very nearly vanquished. This sentiment gathered some
momentum when Al Qaeda elements lost support from Sunni insurgents in Iraq,
military action and drone strikes increased in Afghanistan and Pakistan, and
Osama bin Laden was killed in Abbottabad, Pakistan. In retrospect, these turned
out to be episodic successes. The “forward strategy for freedom in the Middle
East,” which the then US Secretary of Defense, Donald Rumsfeld, spoke about
in 2004 in the context of the anticipated transformation of Iraq, soon turned
sour. The dismantling of Libya, and subjecting Syria to repeated assault have had
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their impact across Mashreq and Maghreb, engulfing in its wake both the Sahara
and the Sahel, taking Islamist terrorism across into Central and West Africa.
Expectations of a democratised Libya were consumed in the 9/11 blaze of 2012
that burnt down the US Consulate in Bengazi, suffocating Ambassador Chris
Stevens in his safe-room. The turmoil resulting from the unravelling of Iraq,
Libya, Syria, and Yemen has sharpened the divide within and among States in the
region by creating internecine ethnic and sectarian wars that have engendered
unrelenting violence and unprecedented internal and external refugee flows.

There is a continuum from the Taliban, Al Qaeda, and associated terrorist
groups to Daesh. All of them, with their embrace of the cult of suicide bombings,
are more dispersed, diverse and numerous than in 2001, when the international
campaign against terrorism began in the wake of 9/11. In some ways, Daesh is
an evolved manifestation of Al Qaeda. Even if they are militarily contained, their
institutional underpinnings undermined, and their leadership decimated, their
radicalised foot soldiers might rally under new banners, unless the world finds a
way to end the support, sustenance, and safe havens that made their rise possible
in the first place.

New Delhi Jayant Prasad
February 2016 Director General, IDSA
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Introduction

S.D. Muni

Under the US leadership, the international community has been fighting the
war on global terrorism for the past decade and a half. Strategies and targets
have undergone several changes in this war, but terrorism continues to show no
signs of decline. It continues to pose a major security challenge to world order
and stability. Concrete and chilling evidence for this was provided by the recent
attacks in Paris, Egypt, Indonesia, Nigeria, Kunduz, Kabul, Peshawar and
Pathankot. The list is indeed long and extensive to be fully recorded here. During
the first 15 days of 2016, one website records 17 terrorist attacks in different
parts of the world.

War on Terrorism

People in the US claim that they have been free from any major terrorist attack
since 9/11. This is no doubt correct. However, there is no sign of a let-up in fear
of such attacks in America. Recall the Republican presidential candidate Donald
Trumps’ plea for throwing all Muslims out of the United States. Such slogans
may be laughed out but cannot be ignored as Trump claims to enjoy the support
of 34 per cent of primary US voters. The US has recently also tightened
immigration and visa rules for the passengers travelling from or through the
troubled West Asian region. The only major achievement that the US and its
allies may claim in the war on global terrorism is the head of Osama bin Laden,
the al Qaeda founder-leader. But his death has in no way dismantled, defeated
or eliminated al Qaeda. On the contrary, the US has decided to withdraw from
Afghanistan. There are the likes of al-Zawahiri to carry the flag of al Qaeda and
his former leader. Thomas Sanderson of Centre for Strategic and International
Studies (CSIS) Washington DC rightly commented that “turning the page on al

Qaeda and its formidable team of associated movements is however, premature”.

Why has this been so? There are many factors to look into for answering this
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question. To begin with, the war against terrorism has been fought largely with
the ruthless use of force without proper understanding and assessment of the
place and the people on which such force is used. Recall the study by Carlotta
Gall, “The Wrong Enemy: America in Afghanistan 2001-2014”. The use of
ruthless and excessive force has generated in reaction more recruits and greater
commitment on the part of terrorist forces. Force only eliminates bodies and
fighters from the scene, not their spirit and self-assumed cause. Very little has
been done to factors and forces that carry forward this spirit and sustain it. Hardly
any concerted attention has been paid to the ideology and grievances that reinforce
the spirit of terrorism. Even the UN Resolutions on blocking funds for terror
organisations and creating proper economic and social climate for deterring terror
have not been effectively and sincerely implemented by many countries.

The global war on terror has also lacked consistency and consensus of the
coalition partners. In the aftermath of 9/11, following the first range of bombing
in Afghanistan, attention was soon shifted to Iraq. Later, while the international
community was still densely engaged against the al Qaeda and Taliban in
Afghanistan, the US announced in 2011-12, its strategic shift to the Asia-Pacific
for ‘rebalancing’. But the deteriorating security conditions in Afghanistan have
not allowed smooth implementation of the process of withdrawal and draw down
of forces. The subsequent challenges in Libya and Syria have kept the international
community bogged down in the Arab world. Most of the allies in Afghanistan
were fighting a half-hearted war with the US, and so are they doing now against
the newly emerged Islamic State (IS) in Iraq and Syria. The agenda of war against
the IS lacks comprehensive consensus. It ranges from “degrading” to “eliminating”
the IS forces, from the destruction of Ragqa and Mosul to the liberation of Iraq
and Syria. The newly formed Saudi-led coalition of forces announced in January
2016, to fight the IS is also not free from strategic deviations and individual
priorities of the partners. Pakistan has refused to contribute troops on the ground
under this alliance, though it has accepted to join the alliance. Under the pretext
of mediating differences between Iran and Saudi Arabia, Pakistan has promised
only to share intelligence. There are unmistakable indications that the stomach
for fight is simply not there among many members of both the alliances led by
the US and Saudi Arabia. Russia is also fighting the IS with the support of countries
like Iran.

Spectrum of Rising Terrorism

Failure of the global war on terrorism did not mean that terrorism has not been
affected at all. Many of the terrorist leaders have been killed and their resources
depleted. There have been extensive organisational deconstruction, ideological
shifts and regrouping among the terrorist groups.! There has also been weakening
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of, and erosion in, the strength of many of them. This is evident clearly in the
case of al Qaeda and the Afghan Taliban in the Af-Pak region. These groups
have been inflicted with internal struggles for power and leadership. The Afghan
Taliban for instance could not announce the death of its chief Mullah Omer for
nearly two years, and when it was done, another struggle for the control of the
group came to the fore. Factions of Taliban have left their mother organisation
and sought to acquire new identity and affiliation. The Tehrik-e-Taliban of
Pakistan (TTP), for instance, has emerged to challenge Pakistani State which
otherwise continues to patronise the Afghan Taliban. TTP is now reported to be
working in league with the IS. Other terror groups, like Lashkar-e-Tayyaba (LeT)
of Pakistan, have changed their identities and acquired new names. Banned by
Pakistan in 2002, the LeT started operating under the garb of a charitable Non-
Governmental Organisation (NGO) named Jammat Ul Dawa which was also
proscribed as a terror group by the UN Security Council in 2008. The terror
scene in China has also become more worrisome, particularly in Xinjiang.

The rise of the IS as a new and most powerful terror group may be seen as
a part of this regrouping and reconstruction within the global spectrum of
terrorism.? There have been various factors contributing to the rise of the IS.
This rise is a unique and unprecedented development in the evolution of global
terrorism. For the first time, a terror group holds territory and is functioning as
a state with its administrative and governance structures. While this makes the IS
an easily identifiable target, which terror groups generally avoid by getting up
mixed with society, the hold of territory also gives them access to resources. The
IS control of captured oil wells in Iraq and Syria enables them to sell oil in black
market to collect funds for their operations. Hold over territory and people also
enables them to raise taxes and collect regular contributions.

IS also stands out from other terror groups in having a large number of foreign
recruits. The presence of foreign fighters in various terror groups is not a new
phenomenon. But the large size and wider spread of the foreign recruits give IS
a distinct character. A UN report in 2015 indicated that IS represents nationalities
from more than 100 countries and the foreigners account for more than 50 per
cent of its fighting force in various categories, ranging from suicide bombers to
cyber technologists. A large number of these recruits are from Western countries.
They are recent converts to Islam, but do not understand the ideological
foundations and nuances of the cause they are fighting for. They have been driven
to this unknown life of adventure and risk out of personal frustrations and cultural
alienation within their own respective societies. The foot soldiers of the IS would
hardly be able to understand and explain as to why their organisation is fighting
mostly against the Islamic states like Iraq, Saudi Arabia, Syria and Pakistan.

In ideological appeal also, the IS has done much better than other Jihadi
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terror groups. It has built on subtle and nuanced spins of Koranic tenets and
sharia precepts to package its ideological projections. These packages have been
propagated through deft and effective use of information technology (IT), various
platforms of social media like Twitter, Facebook, WhatsApp, etc. and multiple,
diversified network of religious and civil society organisations. Specific institutional
structures and mechanisms have been put in place to carry out and monitor its
ideological propaganda and attract recruits, followers and sympathisers.
Sophisticated online tools of raising and transferring funds have also been
employed through IT.

The IS Caliphate has a much wider outreach and impact. Its political and
operational presence though rooted in Iraq and Syria, is not confined only to its
seat of power but is also evident in Central, South and Southeast Asia. It claims
to have already established provinces (“wilayats”) in Indonesia, Afghanistan,
Pakistan and even India and promises to bring large parts of Asia, Europe and
rest of the world under its sway. The multi-language periodical of the IS, Dabig,
states:

The flag of Khalifa will rise over Makkah and al-Madinah ... over Baytul-
Magqdis (Jerusalem) and Rome.... The shades of the blessed flag will expand
until it covers all eastern and western extents of the earth, filling the world
with truth and justice of Islam and putting an end to the falsehood and tyranny
of jahiliyyah (ignorance), even if America and its coalition despise such.?

In this strategy of territorial and ideological expansion, the IS has obviously
been depending upon the already spreading radicalisation in countries of Central
Asia, Afghanistan, Pakistan, Bangladesh, Maldives, Malaysia and Indonesia. It
will also cash on religious conflicts like in Myanmar between the Buddhists and
Muslims as well as prospects of communal polarisation involving Muslims in
India or even Sri Lanka. Some of the European governments like in France and
the United Kingdom also fear that sizable population of Muslims in their countries
may be radicalised and attracted by the IS propaganda. We have already noted
the evidence of such fears even in the US, reflected in the prevailing presidential
campaign.

The regional and international rivalries in the Arab world are also fuelling
the IS monster. Two of such rivalries deserve careful attention, namely between
Iran and Saudi Arabia and the US and Russia. There may be an Islamic sectarian
dimension — of Shia/Sunny conflict — in relation to Iran and Saudi Arabia.
However, the core of this rivalry is for regional power and influence, not for
sectorial supremacy. Saudi Arabia is guarding its primacy as the seat of Islamic
religious authority which the Irag-based IS has challenged. Saudi Arabia is also
concerned that gradually softening relations between Iran and the US, and its
European allies, may prop up Iran as a major regional player. It is however clear
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that in terms of Islamic ideology, both Iran and Saudi Arabia have to confront
the spread of the IS. For this, Saudi Arabia has even launched a 14-power coalition
to militarily challenge the IS. But such military moves may not yield desired
results until Saudi Arabia and Iran join their efforts together in meeting the
common threat. It is anybody’s guess if such an understanding between the two
major Gulf powers would materialise in near future.

The US and its European allies, on the one hand, and Russia, on the other,
face a dilemma of choosing between the challenge of terror posed by the IS and
geostrategic presence in the region. They are all bombing the IS-held oil
installations to cripple its sources of funding but have divergent perspectives on
the transformation of Syrian regime led by President Assad. Unless this divergence
is bridged in the interest of common challenge posed to all, the IS may not be
defeated. It may also be kept in mind that the IS challenge is not simply a military
challenge; surely not limited to destruction of oil fields and structures by aerial
bombing. Nothing seems to have been done, or being done, to challenge its
ideological front which is the real driver of the IS success so far. The region is
littered with rich oil and gas resources but it is debatable if the Russian-US rivalry
is for the control of these resources. Some European commentators do not see
this rivalry in term of the hydrocarbon resources alone. They look at the region
for its geostrategic value and lucrative potential as an ‘arms bazar’. There are huge
question marks hanging on the dynamics of this region in view of the declining
oil prices, uncertain political contours and intense social turbulence. The ensuing
confusion and chaos may be harnessed by the IS to create shields and cushions
to blunt and diffuse all the regional and global powers’ ire against its vision and
aspirations of a ‘purist’ Islamic hegemony.

The Volume

Various facets of the IS challenge and the unfolding contours of terrorism in
Asia, as identified in the above paragraphs, have been analysed and written upon.
Most of the perspectives have, however been Western, with the sprinkling of
isolated Asian views. The present Volume is a modest attempt to join the discourse
on Asian terrorism from Indian perspective. The essays included in this Volume
have neither been inspired by any official views of the Government of India, nor
do they represent a collective position of the Institute for Defence Studies and
Analyses. They should be taken as individual contributions of the authors,
representing their objective assessment of the issues concerned. Their purpose is
to neither shape opinions nor advocate any specific policy line. It is hoped that
these essays will enliven and enrich the debate on the challenge of terrorism in
Asia that is increasingly threatening our peace and stability, our values and ideals.

The Volume has been organised in four sections. The first deals with the
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ideological, technological, funding, communication and weapons aspects of the
IS and other terror groupings. The remaining three sections focus on geographical
regions of Asia, namely West and Central Asia; South Asia; and, China and
Southeast Asia. In view of the constraints of available expertise, space and time,
not every country has been covered; nor every aspect of the changes taking place
in Asian terrorism been explored and scrutinised. Yet we feel that the volume will
cover an existing gap in the literature and provide a perspective that is relevant
to the discourse.
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The Rise of the Islamic State:
A New Chapter in Militant Islam

Yaqoob ul Hassan

“We do not understand the movement [i.e., the Islamic State], and until
we do, we are not going to defeat it. We have not defeated the idea. We do
not even understand the idea.”

—~Major General Michael K. Nagata

Since its inception as an entity the Islamic State' still remains a mystery. The
world community is still perplexed trying to understand the very idea of the
Islamic State. Analysts give much stress on socio-political factors and least touch
the theological facet, the reason behind the rapid rise of the Islamic State. There
is no doubt that the other factors — including the Sunni-Shia schism that has
unfolded recently in bloody conflicts in Iraq and Syria — have equally played an
important role. The insidious sense of confusion in understanding the Islamic
State phenomenon can also be attributed to the conventional wisdom in the West
that it is another offshoot of the al-Qaeda. The Islamic State has become a buzz
word in academic as well as diplomatic circles. So many writings are coming up
on a regular basis. However, less ink has been used to analyse the ideology of the
group. The Islamic State justifies its every act through the Quranic verses, Hadiths
(teachings and sayings of Prophet) and the fatwas (decrees) of the various religious
scholars. Therefore, in this background, an attempt is made in this paper to
critically analyse the ideological underpinnings of the Islamic State.

The threat Islamic State poses to the West Asian region can be better
understood not only by focusing on the external military threats to the West
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Asian states, rather by understanding the crisis of ideational security dilemma
created by the Islamic State in its neighbourhood and beyond. It would be this
crisis created by the “ideological power, not military power, [that] would be the
primary trigger of threat perception and policy”,? and would continue to destabilise
the region in the foreseeable future. This article will examine the group’s ideological
religious and political beliefs in detail.

Takfiri School of Thought

The theological doctrines most militant groups adhere fall far outside the
normative Islamic teachings and do not comply with the mainstream Islamic
thought. The emergence of the jihadi school of thought is not a recent
phenomenon. It has a long history in the Islamic tradition. It goes back to the
writings and teachings of Ibn Taymiyyah during the medieval period. However,
the 20 century also witnessed the significant rise in militant scholarship. The
common denominator within this school of thought revolves around three
concepts: 1) Jahiliyyah (ignorance), 2) Takfir (excommunication), and 3) Jfibad
(armed struggle). Jahiliyyah is used very vaguely in Islamic jurisprudence. It has
been derived from the Arabic term, Jahil, meaning ignorance. The term is often
used as an antithesis to //im (knowledge). In Islamic history, it refers to the pre-
Islamic Arab pagans. The term, Jahiliyyah, was used during Prophets time to
distinguish and separate the community of believers from their J#hil counterparts.
Sayyid Qutb has made this term a basic argument in his book, Milestones®. For
Qutb, anything that goes against Hakimiyyah (sovereignty) of God is jahiliyyah.
According to Qutb, “All sovereignty belongs to God alone.” Islam, he maintained,
“cannot accept any compromise with Jahiliyyah, either in its concept or in its
modes of living derived from this concept”.4 Takfir, as mentioned earlier, means
excommunicating the others. It means declaring incumbent ruler or an individual
apostate. The literal meaning of jihad is to strive or to exert oneself fully in an
endeavour. But in the context of the jihadi school of thought, the term is generally
referred to as warfare often seen in military significance.

It would be pertinent to critically examine these three concepts espoused by
Ibn Taymiyyah and Sayyid Qutub that over the decades have become the base of
the Jihadi school of thought. All the jihadi outfits, particularly the Islamic State,

have extensively relied on the above-mentioned ideologues.

Ibn Taymiyyah

Ibn Taymiyyah was born in 1263 at Harran (modern-day Syria). It was the time
when the whole Muslim world, politically speaking, was in turmoil. The Islamic
civilisation was under threat from many quarters. Not only Tartars who were
close to Harran but also the crusaders, who were regularly attacking Palestine,
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further exacerbated the fear within Islamic world. It was the time when Ibn
Taymiyyah took it on himself to mobilise Muslims for jihad. For Taymiyyah,
Muslim societies had become demoralised, superstitious and indolent. To revitalise
Muslim Ummah, Taymiyyah not only addressed the rulers of the time but also
the common masses in his speeches, writings and fatwas. In one of his letters of
jihad that was addressed to the public, Taymiyyah classified Kuffars (infidels)
into a number of categories.

The first group according to Taymiyyah consists of the original Kujffars who
right from the very beginning did not embrace the new religion, like the Christians,
and Armenians. For Taymiyyah, there is no harm in having good relations with
them, and it is permissible to hold peace agreements with them.

The second group consists of Murtaddoon (apostates) who after accepting
Islam returned to their infidel ways, like some Arab tribes, Persians and Romans.
According to Taymiyyah, “These Murtaddoons are worse than the original Kuffar.
Therefore, fighting them is obligatory if they do not return to Islam and neither
peace agreement nor covenant of security can be given to them.” It is forbidden
to have any sort of relationship with them; they must be fought against and
killed.

The third group includes those who belong to Islam but do not perform
Islamic duties and practices. They do not perform obligatory prayers, nor do
they carry out jihad. They do not believe in Jiziyah (religiously required per capita
tax levied by a Muslim state on non-Muslim subjects), nor do they cease from
killing Muslims and taking their money. This group, according to Taymiyyah, is
worse than Kuffars, and there is no disagreement among the scholars in fighting
against them.

The fourth group includes those who rejected Islam in practice but still claim
to belong to it. These are the people who reverted from Islam because they did
not follow the Sharia. In Taymiyyah’s view, they should be fought until they again
return to Islam, and to prevent Fitna (sedition or civil strife) so that the religion
will be for only Allah.

In one of his famous fatwas on jihad known as Majmoo al-Fataawa, Ibn
Taymiyyah talks about legislated jihad and the objectives of jihad:

Since the foundation of the legislated combat is al-Jihad, and the objective of
al-Jihad is to make all the religion [purely] for Allah, [1] and to make the
Kalimab of Allah [ Tawheed (Oneness of Allah)] uppermost [2], then whoever
prevents that should be fought by the unanimous agreement of the Muslims.
As for those [disbelievers] who are not preventing, or fighting [against the
Muslims] such as women, children, monks, the elderly, the blind, the infirm,
and others [similar] to them, the majority of Scholars agree they are not to be
fought, unless they fight us in their speech [such as propaganda or incitement
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against the Muslims] or in their actions [such as assisting those who fight or
prevent the Muslims], [whereas] some of the scholars hold the opinion they
can all be fought except women and children, because they [become] the
property of the Muslims [i.e., Ganeemah; war booty].°

Taymiyyah by cherry-picking the Quranic verses justifies killing. In his
interpretation, he does not differentiate between jihad and warfare. In another
fatwa, Taymiyyah maintained that “Allah has permitted the killing of people if it
is necessary for the welfare of the creation”.” Taymiyyah's take on those who do
not prescribe and depart from the sharia must be fought against, “even though
they may say the two declarations of faith” (i.e., claiming oneness of Allah and
believing on the final Prophethood).® In Taymiyyah’s view, jihad can be initiated,
“Initiating [jihad] is a communal obligation [fardhul-Kifayyah).” Ergo, he does
not make any distinction between offensive jihad and defensive jihad. The
normative thought prescribes defensive jihad in rare times.

The obligatory jihad in Taymiyyah’s view does include fight against other
sects of Islam. His definition of being Muslim is very conservative; it’s not enough
in to believe in one God and in the final Prophethood of Mohammad. He treated
the Sufis also in the same vein. According to Taymiyyah:

Likewise, [it is an obligation to fight] those who openly promote innovation
which oppose the Book and the Sunnah, and the way of the Salf of the Ummah
and its Imams, like those who distort the divinely revealed Names of Allah
and His verses of the Qur‘aan, or those who deny His Qadr [divine decree]
and Qadaar [preordainment], or those who deny [anything from] that which
the Muslims have agreed upon in the time of Khulafaair-Raashideen [the rightly
guided Khaleefahs], or those who speak in a bad way [#zzan] about the first
and foremost of the Muhaajireen [Meccan Immigrants] and the Ansaar
[Medinian Converts] and those who follow them in a/-Ihsaan [righteousness],
or those who fight against the Muslims until they obey them in their opposition
to the Islamic Shari’ah and other similar affairs."

Ibn Taymiyyah not only portrayed Islam as a political ideology but also laid the
foundation of ideological precepts that treat any sort of deviation from the literal
teachings of Quran and the Hadith as blasphemy, and it must be eradicated by
force. It was the beginning of ‘political’ Islam which adheres to the idea that
Islam already entails political implications and aspirations, and politics must be
seen as an extension of faith. These ideological precepts later became the
underpinnings of the takfiri school of thought.

Sayyid Qutb
Theorising more about the ideological precepts about jihad and establishing a
“just” society, Sayyid Qutb (1906-1966), an Egyptian ideologue whose ideas
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inspired the various militant organisations, has meticulously choreographed the
ways and means of establishing a caliphate in the Muslim world. Qutb while
following the footsteps of Ibn Taymiyyah has gone further into detail in his
writings and provided the par excellence extremist theological thought that is
often cited as the Weltanschauung of jihad in political Islam. Qutb’s
transformation from mainstream Islamist to radical militant ideologue was because
of specific context and circumstances.!' The etymology of takfir goes back to
the period when members of the Muslim Brotherhood were imprisoned by then
president of Egypt, Gamal Abdul Nasser. The atrocities of Naseer’s regime towards
Muslim Brotherhood led to the development of a radical thought. According to
Ibrahim Badawi:

The suffering and humiliation endured by the imprisoned Brothers produced
an intense rage and an overwhelming need for retribution. It was in theological
terms that the prisoners deliberated their humiliation and rage, and justifies
their need for revenge. The result of this process was the creation of the
radicalised theological doctrine of Takfir, a fundamental precept of militant

thought and theology."

The whole process of cogitation within prisoners about their ordeal made them
to deliberate on experiences they had in prison. They started questioning: Why
was their religion maligned by the people of the same faith? What about apostasy?
Would not those people fall in the category of the Kuffars by insulting God?
What about the rulers who do not govern according to the Sharia?'® According
to Ibrahim Badawi:

By deliberating their grievances, and the perceived solution to these grievances
within the epistemological framework of Islamic theological thought, the
imprisoned militants developed the doctrine of Takfir, a theological instrument
which could be used to justify revenge against their oppressors.'

Subsequently, the Muslim Brotherhood members reached a conclusion that those
who submit to and obey these laws are also Kuffars. Sayyid Qutb codified this
idea under the new theme of Jahiliyyah (“the state of ignorance of the guidance
from God”). According to him, everything outside the circle of Islam is
Jabiliyyah."> The time of Jahiliyyah has not ended, rather it is still prevailing and

is deeper than ever:

Our whole environment, people’s beliefs and ideas, habits and art, rules and
laws — is Jahiliyyah, even to the extent that what we consider to be Islamic
culture, Islamic sources, Islamic philosophy and Islamic thought are also
constructs of Jahiliyyah!'®

Qutb perceived the world in the prism of two concepts, first is what he called
Dar-ul-Harb and second, Dar-ul-Islam. Dar-ul-Islam is a society where sharia
prevails, and Dar-ul-Harb is a land of Jahiliyyah. The primary purpose according
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to Qutb is not only to free the community from the Jahili concepts, traditions
and leadership but also not to compromise and show obedience to Jahili leaders.!”
After delegitimising the hitherto considered un-Islamic ruler — many Islamic jurists
are of the view that it is forbidden in Islam to revolt against the ruler even if he
is oppressive — Qutb propounded an Islamic movement that reformed ideas and
used “physical power and Jihad for abolishing the organisations and authorities
of Jahili system”.'® In Qutbian Jahiliyyah theory, according to Ibrahim Badawi,
“rulers who claimed to be Muslims but did not implement the Sharia law could
be deemed apostates, evil-doers, and transgressors”!”. Therefore, by
excommunicating such rulers and system, Qutb validated the concept of takfir,
which became a theological weapon for radical Islam.

Normative interpretation of jihad found no place in Sayyid Qutb’s Milestones.
For him, Jibad bi al-sayf (striving through fighting) makes the way for striving
through preaching for the application of sharia.?’

Islam is not a defensive movement in the narrow sense which today is
technically called a defensive war. This narrow meaning is ascribed to it by
those who are under the pressure of circumstances and are defeated by the
wily attacks of the orientalists, who distort the concept of Islamic Jihad.”!

The term jihad is highly misinterpreted in political Islam. Everyone defines it
according to one’s ease and much depends on a person’s ideological leanings. It
is very often misunderstood as warfare. The literal meaning of jihad denotes
“exertion, striving, effort, exhaustion”. At various places in the Quran, it stands
for “to swear” or “to take strong oath”. In interpreting the verses of the Quran
on jihad, “struggling” is also misunderstood as “fighting”. Out of the 36 Quranic
verses on jihad, there are only 10 places where it implies “warfare”. Even in those,
one finds a lot of inconsistency. At some places, the verses, often known as “Sword
Verses”, contradict each other. In order to address this dichotomy, religious
scholars solved the problem by “asserting that the equivocal concepts and
injunctions depicted in the Quran were revealed in response to specific occasions
within the religious mission of the Prophet Muhammad”.?

Another issue that needs to be dealt with is: Who has the divine authority to
sanction and encourage fighting? In Islamic tradition, no individual or group of
people are allowed to take a decision to wage jihad on their behalf, as one Hadith
denotes in which the Prophet is reported to have said, “A Muslim ruler is shield;
war can only be waged under him.”*® According to Islamic scholars of repute, no
human being is allowed to wage a jihad on the basis of polytheism, disbelief and
apostasy but God alone has the right to punish for these crimes.?

Hijacked by fanatic ideologues, the interpretation of the Quranic verses on
jihad has found no place for normative construal. The radical scholars back their
views by selective use of Quranic verses. The commentators believe that most of
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the verses on jihad are naskh (abrogated) so that the contradiction within these
verses can be addressed.”

Therefore, it is no surprise that an entity like the Islamic State adheres literally
to the fatwas and writings of Ibn Taymiyyah and Sayyid Qutb. One can gauge it
from their periodic publication, Dabig. In its inaugural issue, the Islamic State
laid stress on Aijra (immigration). Taking recourse to Sayyid Qutb’s thought on
Dar-ul-Harb and Dar-ul-Islam, the Islamic State maintains that it is obligatory to
make hijra to Dar-ul-Islam: “ Hijra has been a pillar inherent to Jihad, particularly
in eras void of Dar-ul-Islam.”*® Quoting Hadiths of Prophet on 4ijra when Prophet
and his companions were forced to leave Mecca, “Hijra will not cease as long as
there is Jihad” and “Hijra will not cease as long as the Kuffar are fought”,” the
Islamic State calls upon all Muslims to migrate to the Islamic State. In the second
issue of its propaganda magazine, the Islamic State sought the following:

The first priority is to perform hijrah from wherever you are to the Islamic
State, from dirul-kufr to darul-Iskim... Rush to the shade of the Islamic State
with your parents, siblings, spouses, and children. There are homes here for
you and your families. You can be a major contributor towards the liberation
of Makkah, Madinah, and al-Quds. Would you not like to reach Judgment
Day with these grand deeds in your scales??®

The notion of Ajjra is helping the Islamic State in two ways. Firstly, it provides
easy recruits to support its fighting industry. Secondly, once Islamic State
announced a full-fledged state, the running of state machinery was a daunting
task; therefore, it succinctly used the Aijra card to get the educated workforce
especially from the West, who with the technological background is helping it
run the captured territories.

The Sunni-Shia Divide

The Sunni-Shia schism is not a recent phenomenon in the Muslim world. It has
been simmering since the death of the Prophet. Seeing the rupture only in one
prism — political, economic and geo-strategic — is fallacious. The ideological factor
plays an equal role in the Sunni-Shia conflict. Although initially it was politically
driven, but later it became an ideological-cum-identity issue.

Shid’ism as a new sect emerged when Abu Baker in 632 AD was appointed
the first caliph soon after the death of the Prophet. People who opposed it on the
ground that Ali ibn Talib, Prophet’s cousin and son-in-law, should have been
appointed the caliph called themselves Shi'aru Ali (the partisans of Ali). However,
this division turned bloody in 680 AD, when Hussain and his companions were
killed by the Umayyad Caliph at Karbala. Therefore, Karbala not only became a
moral issue for the Shias, but they also used this tragic episode to capture the
public imagination.”” Shias as compared to Sunnis were apolitical, and through
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most of their history they have looked at theology — Imams and Ayatollahs — for
political and religious legitimacy and emancipation. However, this changed after
the 1979 Iranian Revolution. The Sunni world looked at this revolution with
suspicion. This suspicion got aggravated with the growing Iranian interference in
various Muslim countries, especially after the Arab Spring.*°

The recent tide of sectarian wars has divided the Muslim world into two
camps, one led by Saudi Arabia and the other by Iran. Guarding their own geo-
strategic interests, both use proxy battles by infusing militant organisations’
infatuation for purifying the faith or “preparing the way for the return of the
messiah”.>! There is no denying the fact that both Sunnis and Shias lived together
peacefully for centuries. Both sects are not monolithic in nature. Sectarian identity
was never allowed to overcome national or tribal structure of the society.?> But
this trend has now changed abruptly in West Asia. The “confessional identity”*?
has transcended the national identity. After the fall of Saddam Hussain in 2003,
the political power shifted in favour of the Shias. The government of Nuri al-
Maliki marginalised the Sunni provinces politically and economically. From 2003
onwards, a well-crafted strategy was launched against the Sunnis.** As Tirana
Hassan states:

There is mounting evidence that Iraq’s Shite militias are using the fight against
the Islamic State as cover for a campaign of sectarian violence targeting Sunni
Arab communities. The Baghdad authorities have turned a blind eye to these
militias’ crimes, while foreign governments have ignored the militias’ use of
their military aid to pursue their campaign against Sunni Arabs. If the central
Iraqi government doesn’t rein in Shite militias and hold them and their
commanders to account for their crimes-including war crimes-Iraq may enter
even more terrible times.*

Sunnis in Iraq were not allowed to be represented in politics, and security services.
The process of marginalisation forced the Sunnis to join the ranks of al Qaeda
in the beginning and later the Islamic State.*® This was the time when Iraq saw
the never ending sectarian strife. Both Sunnis and Shias were forced to pick sides.
The Shias joined the Iran-led Shia crescent,?” and Sunnis got political, financial
and military support from various Sunni states.?® This polarisation got exacerbated
with the outbreak of the civil war in Syria. The whole Muslim world implicitly
or explicitly chose sides. The Lebanese Shia outfit Hezbollah, Yemen’s Shia
Houthis, Asaib Ahlal-Hagq, Kat2ib Hezbollah and Mahdi Army supported Assad’s
regime and also fought against Sunni fighters in Iraq. Even Shia Afghan refugees
mostly Hazzars in Iran were also recruited by Iran’s elite Revolutionary Guards
Corps to fight in Syria and Iraq.*® On the other hand, Sunnis joined the Islamic
State to stem the expansion of the Iran-led Shia crescent. Thousands of foreign
fighters mostly from Europe found Islamic State’s objective of cleansing and
wiping out Shias from the holy cities of Najaf and Karbala very attractive.
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According to one recent survey, over 42 million Muslims support the Islamic
State: “More than 8.5 million people view Islamic State positively, and around
42 million view them somewhat positively.”’ Grand Ali al-Sistani, a Shia spiritual
leader based in Najaf gave a fatwa for jihad against the Sunnis. A pro-Iranian
militia, the Badr Organisation, went rampant against the Arab Sunnis. According
to Nicolas Pelham,

With fresh supply of arms and training from Iran, Darraji [Abu Jaafar Darraji,
a senior commander of the Badr Organisation] claimed that his Badr militia
could outgun the official Iraqi army and set up an alternative system of
government. Pointing at Khamenei’s portrait he said, He’s the waliamr al
muslimeen, the legal ruler in all the Muslim lands.™!

This Sunni-Shia conundrum has been aptly exploited by the Islamic State. Calling
Shias derogatory names such as Safawi (a term derived from the Safavid Shia
Empire), Rafida (meaning rejecters of faith) and Murtadd (meaning apostles),
the Islamic State seeks to lure foreign fighters by infusing historical sectarian
clashes within political Islam. Partisan statements by state premiers only aggravate
the situation. For example, the Iranian President Hassan Rouhani on June 18,
2014 at Khoramabad near the Iraq border, said, “Dear Karbala, dear Najaf, dear
Kadhimiyah, and dear Samarra, we warn the great powers and their lackeys and
the terrorists, the great Iranian people will do everything to protect them.”#
Former Vice President of Iraq, Tariq al-Hashimi, on June 14, 2014, in the same
vein stated, “Sunnis had no other option but to defend themselves and use arms.
We reached a point of to be or not to be.”*?

Excommunicating the other belief is not confined to the Islamic State or
takfiri school of thought. A survey conducted by the Pew Research Centre in
2012 candidly portrait that highest number of people who believe that Shias are
not Muslim are from the West Asia. According to the report, at least 40 per cent
of Sunnis do not accept Shias as fellow Muslims.* Therefore, it was not that
difficult for the Islamic State to further exploit sectarian divide, or even denounce
the other sect. The already available ideological scholarship on takfir®® was
meticulously used by the Islamic State to accomplish this objective.

Excommunicating the “Other”

The threat Islamic State posed to the region is both territorial and ideational in
nature. It poses a threat on cultural, historical and civilisational elements of the
modern states. What makes Islamic State different from the other militant
organisations is that the other outfits work under the existing state structures.
Their objectives are territorial in nature, too. But they do not want to eradicate
the existing borders of the state in which they are fighting, rather just want to
overthrow the regimes which they consider to be stooges of the West. The other
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difference is that the former is vehemently against organisations who are fighting
either for separatism or whose objectives are political in nature — Hamas in case
of Palestine and Muslim Brotherhood in Egypt are prime examples. According
to the Islamic State, “Nationalism, patriotism, tribalism, and revolutionism were
never the driving forces inside the heart of the muwahhidmujahid. For him to
lose his tongue would be more beloved than to voluntarily utter slogans of
nationalist Jahiliypah.”4® Islamic State even considers organisations like Hamas
as apostates. The Muslim Brotherhood who laid the ideological foundation of
contemporary militant Islam is also considered Z¢ghiir (evil). The Islamic State
referred to the renowned leader of the Muslim Brotherhood and the former
president of Egypt, Dr Mohmmad Morsi, as Zéighiiz. In the seventh issue of Dabig,
adh-Dhawahir takes on Morsi by addressing him as 7éghiit,"” the same
deprecating terms are used against Hamas, al-Qaeda and its affiliates in the region.

The Islamic State divides the other groups who are fighting in Iraq and Syria
into four types:

1) Islamic factions with an international agenda

2) Islamic factions with a nationalist agenda

3) Nationalist factions with an Islamic agenda

4) Secularist factions with a democratic agenda
According to the Islamic State, the first two groups possess Islamic agenda, but
have “mixed it with elements and different degrees of nationalism”. The third
group is nationalistic, but uses Islamic language and culture to propagate its
agenda. The fourth one stands for apostasy. It has nothing to do with Islam. It
states:

Above all this, most of these factions were internally infected by bid'ah (some
of which was kufri) but their bida’were never their ‘official’ creeds. The Tslamic
factions were infected with Suririyyah, Jamiyyah [pro-Saudi ‘Salafiyyah’], and
Irjid’. The nationalist factions were infected with Jahmiyyah [extreme Irji’ and
negation of Allah’s attributes], Zkhwiniyyah [the ‘Muslim’ Brotherhood
methodology], Sufism, and Québiiriyyah [grave-worship].*®

The other Islamist factions according to the Islamic State may claim to be
independent in their agenda, but they do get financial and military support from
nationalist groups and apostate regimes in the region. Apart from the military
strategy, the other important difference between the Islamic State and other jihadi
organisations in the region is implementation of the sharia. Islamic State accuses
other jihadi organisations for not implementing Hudud when they were in
power.” It terms those allying with the Tighiizs and Kuffars as hypocrites. Quoting
Ibn Taymiyyah, “The hypocrites who said, “We believe in Allah and the Last
Day’ [Al-Bagarah: 8] but who are not believers are those who are externally
believers. They pray with the people. They perform hajj and participate in
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offensive battles. The Muslims and the hypocrites marry from each other (sic)
and inherit from each other’ [Majmi’ al-Fatawa)”.>® The Islamic State follows
the simple dictum; every other group is apostle except them.

New Trend in Salafism

The Islamic State leaders identify themselves with Salaf or Salaf as Saliheen (the
pious predecessors). Initially Salafism emerged as an intellectual movement in
Egypt’s al-Azhar University, but later its main aim was to eliminate idolatry, purify
the faith infected with innovation and adhere to the concept of Tawhid (oneness
or unity of God). Salafis consider associating others with God as Shirk
(polytheism). The practice of Tassawuf (religious figures as intercessors with God)
is strictly prohibited in Salafism. The crux of Salafi creed is Zawhid and its
protection. Muslims must strictly follow the Quran and Sunna (teachings and
practices of Prophet), and any deviation is idolatry.>!

Over a period of time, a new trend has emerged within the Salafi school of
thought regarding the application of religion to new problems and issues Muslims
are confronted with. On the basis of contextual application of religion on political
issues and conditions, the Salafis are divided into three major factions.

The first faction is of the purists, also known as quietist Salafis,’* who believe
in Dawa (preaching). This group lays stress on promoting the Salafi creed of
Tawhid. It maintains a distance from politics. It believes that “until the religion
is purified, any political action will likely lead to corruption and injustice because
society does not yet understand the tenets of faith”.%® This subset within the Salafi
thought considers politics and issues related to politics and power as Biddah
(innovation).’* The second one faction belongs to the politicos, who believe that
joining politics will enable them to legislate and implement God’s rule on earth
is akin to the Muslim Brotherhood’s thought™.

This shift within quietist Salafis from apolitical to political came after the
1991 Gulf war. A debate on whether to allow non-Muslims into Saudi Kingdom
among Salafi scholars start deliberating on matters which were political in nature.
According to Kamran Bokhari, “prominent scholars began publically calling for
reform, which led to Salfists in general engaging in political discourse and,
eventually, to the concept of Salafism as an Islamist philosophy”*¢. This trend
got further emboldened with the dawn of Arab Spring particularly in Egypt and
Tunisia. Al Nour and al-Asala, the two Salafist political parties of Egypt contested
elections and latter also supported the military move to topple President Morsi.
The transformation of embracing secular military dictator has much to do with
political expediency rather than a paradigm shift in Salafist ideological evolution.

The third group is the jihadi Salafists. They are also known as a/-Salafiyya al-
Jihadiyya, a term the leaders of the Islamic State prefer.’” Jihadi Salafism is also
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seen as the rejection of purists or quietist Salafis because of their failure to “rectify
the ‘un-Islamic’ state of affairs in the Saudi Kingdom and the wider Arab and
Muslim world”.>® This faction is the recent development within the Salafi
movement. Its emergence can be traced to the time of the Afghan War. Jihadi
Salafists after returning to the Kingdom did not get the support from the purists
for establishing a caliphate. Jihadi Salafists found purists hand-in-glove with the
ruling regime in the marginalisation of the jihadis.>® Jihadis consider purists as
“al-ulama al-sulta (the scholars of power)”.%* The main issue that created fissures
within the Salifi School is the debate on takfir, excommunicating others on the
basis of faith, belief and sin. The Islamic State differed with purist scholars and
politicos on issues related to Zzwhid or faith, criteria for determining takfir. Relying
on Qutb’s thought of God’s sovereignty alone and his mixing of governance and
rule, it declared all rulers, sects and individuals who do not prescribe to their
ideology as apostates.

Excommunicating others however limited organisations like al-Qaeda in the
past, and that seems to have affected its strategy. Its September 2003 statement
regarding an attack in Saudi Arabia makes this clear:

No sound mind will accept this, not to mention the Muslims who know God’s
law and the precepts of the Quran and Sunnah. We are not people of error
and deviation, that we should turn our weapons against any Muslim. If anyone
alleges that we declare the generality of Muslims to be unbelievers and
countenance killing them, we take refuge in God from this error. If we held
the generality of Muslims to be unbelievers, why did we go to defend our
brothers in Bosnia or Chechnya, who know nothing of Islam except the
profession of faith (shahadh)? If we are defending with our blood those who
know of Islam only the shahadah, judging them to be Muslims and considering
it our duty to ransom them with our blood, does it make sense that we would
sacrifice our blood for those we consider to be unbelievers? — and then that
we would kill a Muslim who lives in a society that follows all the principles of
religion? We declare no one who prays towards Mecca to be an unbeliever for
any sin, as long as he does not consider it licit.*!

South Asia

The Islamic State officially recognised a wilayah of Khurasan (a region
encompassing Afghanistan, Pakistan’s tribal areas and parts of Iran) on January
26, 2014. Shahidullah Shahid, former spokesperson of Tehreek-i-Taliban Pakistan
(TTP) has expressed his allegiance to the Islamic State leader, Abu Bakar al-
Baghdadi, “Oh our brothers of (ISIS), we are proud of you.”®? There are already
many terrorist organisations operating in the region, few vary in their objectives
and tactics but most of them share the common Salafist orientation. The common
denominator between these organisations is takfir.
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In South Asian context, takfir or “puritarian” Islam as an exclusionary trend
was a foreign component, absorbed in the 18% century by South Asian Islam.
However, the Ahl-i-Hadis emerged in its fullest only in mid-19" century®. Salafi/
Waahabi movement had a tangible influence on South Asian Muslims, as did the
influence of Najaf and Qum had on the subcontinent Shias.* It was during the
British rule that the sectarian lines were drawn and fatwas against divergent sects
were issued. During the same time, Ahmed Raza Khan Barelwi issued a fatwa
known as Fatwa Rizvia in which he denounced everyone Kafir except his own.®
The most ardent supporters of takfir in the subcontinent were Shaikh Ahmad
Sirhindi, Shah Waliullah and Sayid Ahmad Shahid.

Shaikh Ahmad Sirhindi, popularly known as Mujaddid Alf Thani, is a
renowned Islamic figure from the subcontinent, but at the same time, he is the
most controversial among the Ulamas. Sirhindi, a follower of Sufism, was a staunch
supporter of sharia. In his writings, he not only condemned bida (innovation)
but also denounced the followers of Shia faith. In his famous booklet, Radd-i-
Rawafiz (“Refutation of the Shias”),% he issued a fatwa against the Shias, declaring
them infidels. He wrote:

It is disbelief to curse the Shaikhayn [Sayyiduna Abu Bakr and Sayyiduna
Umar] — radi Allahu Taalaanhuma ... cursing the Shaikhayan means enmity
towards them. And enmity towards them, in turn, is disbelief ... Enmity
towards them is Kufr [disbelief] ... in the light of the fact that a person who
denies their Caliphates will become a disbeliever, one should imagine the
destiny awaiting those people who vilify and curse them .-

In his writings, Sirhindi approved a legal opinion issued by group of
Transoxianianulamas who ruled:

Since the Shia permit cursing Abu Bakr, ‘Umr and Uthman and one of the
chaste wives [of Prophet], which in itself constitutes infidelity, it is incumbent
upon the Muslim ruler, and upon all people, in compliance with the command
of the Omniscient king, to kill them and to oppress them in order to elevate
the true religion. It is permissible to destroy their buildings and to seize their
property and belongings.®®

In Sirhindi’s theological thought, sharia had an important place. He divided sharia
into two parts, at micro and macro levels. According to Sirhindi:

Shari’ah not only means belief in transcendental realities but also defines what
religious life truly is (haqigah), what are its constituents and what they really
mean. Shari’ah is not just a code of rules and regulations that govern external
action. It also explains what faith, 7zwhid, trust, gratitude, patience worship,
dhikr, jihad, tagwa and ihsan are, and shows how to realise these realities.”

However, the condemnation of Shias in his writings has to be seen in the historical
context. The denunciation of Shias and other sects lessened towards the later
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part of Sirhinid’s writings. But his theological thought, particularly the Radd-e-
Rawaafiz, is still considered the vanguard of takfiri school of thought in the
subcontinent.

Shah Waliallah’s theological thought played an important role in the
radicalisation of Sunni Muslims in the subcontinent. He is known as the founder
of Waahabi movement in India. Shah Waliullah was influenced by Ibn
Taymiyyah.”® Waliullah attributed the downfall of the Muslims to the failure of
literal adherence of Quran and sharia. His rejection of combined unity and stress
on only religious identity for Muslims created permanent cracks in Hindu-Muslim
relations in the subcontinent. Waliuallh believed in Arabised Islam: both in culture
and norms. In his famous fatwa, Shah Waliullah declared India as a Dar-ul-Harb.
For him jihad was the only way against the infidels. While commenting on the
impact of Waliullah on South Asia, Ayesha Jalal elucidated that:

The writings of the redoubtable Delhi-based scholar Shah Waliullah (1703-
1762), known for his enunciation of the most systematic theory of jihad in
South Asia, must be read in this historical context ... Hailed as being at once
a Muslim modernist and the architect of Sunni orthodoxy, Waliullah left an
intellectual legacy that casts a long shadow over all subsequent explications of
jihad in theory and attempts to translate into practice.””

Shah Waliullah’s writings had a huge impact on the writings and the ideologies
of radical school in the subcontinent. According to him the fate of Muslims can’t
be changed until “Muslims won victories on the battlefield-otherwise they would
be swamped by the infields in every way. He urged soldiers to abandon their
unislamic habits and develop the spirit of crusade, and the character of soldiers
fighting for Islam”.”?

Shah Waliullah’s writings were further interpreted and also executed by the
Sayid Ahmad Shahid, also known as Sayid Ahmad Barelvi. More a soldier than
a scholar, Sayid Ahmad Barelvi was greatly influenced by the Shah Waliullah.
After his visit to Hijaz, a western part of Saudi Arabia, where he got influenced
by the Wahabi ideology, Sayid Ahmad Barelvi declared war against the Sikhs. He
declared:

The Sikh nation has long held sway in Lahore and other places. Their
oppressions have exceeded all bounds. Thousands of Mohmmadans have they
unjustly killed, and on thousands have they heaped disgrace. No longer do
they allow the Call to Prayer from the mosques, and the killing of cows they
have entirely prohibited ... Praise to be God, some thousands of believers
became ready at his call to tread the path of God’s service; and on the 21+ of
December, 1862, the Jihad against the infidel Sikhs begins.”

He started a campaign to recruit volunteers for the jihad against Sikhs. Initially,
he got support from the Pashtuns and was able to secure a small area, which
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“became the hub of fanaticism and a miniature Wahabi-styled Saudi Arabia’4.

It was the first time sharia was implemented. Though it lived a short life, the
memory of a caliphate created by Barelvi remained in the minds of his followers,
and he is greatly revered as India’s first jihadist. Centuries later Taliban and other
outfits followed his ideas in the region, and became the corner stone of jihadists
in the region. His legacy of jihad and puritanical rule became an ideal state for
the radical Islamists.

Now a new brand of Jihadism is on display in the region in the shape of
Islamic State. Highly sectarian in its outlook, Islamic State will garner support
from various sectarian outfits in the region. The region, particularly Afghanistan
and Pakistan, will see more sectarian conflicts, and again become a turf ground
for the sectarian proxies. Other external factors will interfere to support their
own proxies. In order to stem the Islamic State, Iran would likely support Shia
and anti-Islamic State outfits. That will take us back to the 1980s of sectarian
proxies between Iran and Saudi Arabia. India, which until recently was not affected
by the developments in the Muslim world — be it war in Afghanistan or Iraq —
but now the repercussions of sectarian wars in the Muslim world is going to
affect it too. On June 27, 2014, 30, 000 Indian Shia Muslims have expressed
willingness to join anti-Sunni forces in Iraq and Syria.” At the same time, many
Sunni Indians were reported to have joined the Islamic State.”® The non-
institutional presence of the Islamic State is enough to draw the whole region
into a conflagration by invoking the already existing Sunni-Shia schism ideology,
takfiri and puritarian zeal among the radical elements, particularly in areas
controlled by like-minded outfits.

Conclusion

The rise and success of the Islamic State in providing an ideal state has energised
the jihadists. The ideology of rigid interpretation of the holy texts is very popular
today than it ever was. It is in this interpretation that the Islamists are losing to
the jihadists. Defeating the Islamic State needs a prolonged strategy. Defeating it
militarily can only be a short-term goal, as the legacy it leaves is going to haunt
the region for a long time. Therefore, it needs to be tackled meticulously. The
Ideology of the Islamic State can only be defeated by an alternative ideology.
Thus, there is a need for bridging the gap between modernity and political-social
manifestation of Islam. Arab spring saw Islamists coming into power through a
ballot box, resulting in the polarisation within these societies. It was seen as the
triumph of Islamists over modernity as well as a security threat to the states. The
emergence of mainstream Islamists convinced the secular elites and the monarchs
in the region that the Islamists had a nefarious divisive agenda. Therefore,
defeating the Islamists was considered an important mission by the security
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establishments of the West Asian states. This in turn resulted in any Islamist
organisation who hitherto was working in the same structure being forced to
retreat from “its ambition of promoting its progressive views about how Islam
can be a frame of reference for a modernising society, and became concerned
with defending its ideology and differentiating it, to any listener, from the militant
Islamism”.”” Today, the Islamic world is in the midst of a clash of ideas between
Islamists, who have mainstreamed and perceive religion more in terms of identity,
and Jihadists, who with the success of the Islamic State in the Mediterranean
region have become more shariatised. In the meanwhile, the Islamic State’s
ideology has infiltrated into the minds of the common people, and the Muslim
world in particular is undergoing a rather bloody transformation.
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Triggers to Tabs: ISIS and the

Information Age

Munish Sharma

Introduction

Technology plays a pivotal role in enabling various societal functions varying
from communications to the delivery of essential services. Technology, if put to
the right use can do wonders, and the present-day services such as email
communication, mobile telephony and banking work for the benefit and growth
of the society. Unfortunately, the same technology can facilitate the terror activities
of non-state actors as well; free-of-cost email services, social networking platforms,
mobile telephone services are extensively leveraged by terrorists. In certain
instances, technology works for the detriment of society.

The Mumbai terrorist attacks of 2008 were an eye opener for the law
enforcement agencies across the world. The terrorists possessed technologically
advanced apparatus, Global Positioning System (GPS)-enabled hand-held devices,
satellite phones, Voice over Internet Protocol (VoIP) phone services,' to
communicate with their planners back in Pakistan. They used the online mapping
tool, Google Earth to retrieve satellite imagery of the intended targets as well.
The overall planning and execution of the attacks marked a significant shift in
traditional modus operandi of terrorist operations. The modern-day terrorists
are not just well versed with the use of technically savvy products for planning
and execution, they happen to be graduates or post-graduates in electronics,
communications and computer science. These recruits can develop websites, run
media campaigns, handle social media platforms, and write software programmes
which can perform exceptionally difficult tasks such as encryption.
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It is quite fascinating that terrorist organisations have kept themselves abreast
with the technological changes, and they swiftly adapt modern technology to
their advantage. While governments in developing nations are still toiling to
harness cyberspace for e-government or other necessary services, terrorist
organisations already have dedicated cyber operations teams, overlooking their
propaganda, social media, outreach and recruitment. The terrorist organisation,
Islamic State in Iraq and Syria (ISIS) is a splendid case study to understand how
critical technology has become for them. ISIS has tremendous presence on social
media platforms (e.g., Facebook, Twitter, YouTube, WhatsApp, Tumblr and
Instagram), leveraging them substantially for fundraising and recruitment of
fighters to its ranks. This research paper explores the changing landscape of
technology in the 21 century with respect to the growing menace of terrorism.
It attempts to examine the operational aspects of terrorist organisations influenced
by technology and establish rationale behind such organisations being adept at
using it, too.

Organisational Objectives in the Information Age

In the information era, merits of technology have opened ample opportunities
for individuals and organisations of varied interests to communicate seamlessly
across the world. Communication is the oxygen for any organisation, both within
and with the outer world. The advancement of communication technology has
not only reduced the cost of communication to fractions within a decade but
also enhanced ease of access and availability. With the advent of social media,
new generation terrorist organisations need not depend upon conventional media
to reach out to their sympathisers or audience. A YouTube channel or Facebook
page can generate the same impact at a negligible cost, within seconds.

The Internet as a technology has evolved over the years, but its applications
for the end users have undergone quantum change. Earlier, the engagement of a
user on the Internet was a passive process, more towards seeking information;
fundamentally users operated in silos. Today, the Internet is not just a network
of computers, it is a socially active network of users where they can interact,
exchange information, create content, express thoughts and share activities in
real time.

The Internet as a platform or communication medium has low threshold of
entry; continuous improvement in usability has further lowered the barriers. Web
browsers or social media applications are readily available on smartphones, tablets
or computers, at very low installation costs and access charges. The above factors
have made Internet an enticing option for terror groups to use as a medium as
well as a target. Moreover, the reach of the Internet, beyond geographical and
political borders, allows information to be circulated widely. It is relatively easy
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to target the information and exploit weaknesses in online accounts or email
systems over the Internet.

Information and communicating technologies have influenced various
organisational objectives of a terrorist organisation, be the way it communicates
with its sympathisers, its recruitment strategy or the way it delivers the message
of violence, hatred or terror.

ISIS: Technocrat Terrorists

ISIS has a fundamentally different operating environment as compared to other
terrorist groups such as the Al-Qaeda. While Al-Qaeda is geographically dispersed
and comprised of a network of independent cells, ISIS draws its legitimacy from
the vast territory it occupies and claims authority over — the Caliphate. To
efficiently administer territory and the essential functions of a state, ISIS requires
a well-commanded top-down or hierarchical structure. The bureaucracy of ISIS
is comprised of civil and military wings, and the controlled territory is further
divided into provinces.? In order to stay relevant within the context of Caliphate,
ISIS needs a strong hold and administrative authority over the occupied territory.?
For territorial gains and administration, it needs human resources who can join
its cadres as fighters and civil servants. Its extremist ideology and propaganda
should appeal to all the age groups, especially youth. It needs high visibility to
mobilise people from all parts of the world to the parts of Syria and Iraq under
its control. ISIS needs to run massive online campaigns for recruitment,
fundraising, propaganda dissemination and to facilitate people with information
who are willing to join its Caliphate. In the short history of ISIS, it has, caught
the attention of the global audience; been at the epicentre of debates and
discussion on terrorism; altered the perception of terrorism altogether; established
itself as a brand and demonstrated that how information technology could be
exploited to accomplish all of these.

Propaganda

Dissemination of propaganda is an organisational imperative to maintain visibility
and legitimacy for terrorist organisations. The Internet emerged as an alternate
platform to the traditional media such as television, radio or print. In traditional
media, the producer has substantial control over language and content, and
reserves the discretionary powers to edit or omit. Using social media platforms,
propagandists can publish the desired content in the form of text, videos, audio,
presentations, poems, lectures, acts of violence, etc. Content sharing has become
easy through peer-to-peer file sharing applications and websites. The propaganda
covers a wide spectrum of objectives and audiences. It targets the existing
supporter base, the potential ones, victims or sections of society they belong to,
governments of nation states or the international community at large. Propaganda
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over the Internet attains the objective of effective communication to pass on the
direct message, raise support, gain popularity or attention, heighten the sense of
fear or terror and create panic among the population or subset of the population.

ISIS: Internet and Propaganda

The Internet, as a free publishing platform has given ISIS complete and direct
control on its content. ISIS uploads execution visuals of hostages on YouTube,
the unedited content of brutal execution instils fear, influencing the psychology
of the audience. Internet has become the mainstream medium for ISIS to impact
the psychology of the wider populace. ISIS intends to exploit Internet to: a)
increase the reach of ISIS and its ideology to the global masses, which gives it
tremendous advantage in recruiting people in its cadres; b) use it as a medium to
instil “terror” among the populace, without carrying out terror strikes in their
home territory; and ¢) conduct offensive cyber operations, which may not lead
to any direct loss or serious damage, rather disruption of services or defacements
and small scale hacks into email or social media accounts.*

ISIS has dedicated arms which oversee and execute its propaganda, called the
Al-Itisam Establishment for Media Production and a newly established, Al Hayat
Media Centre.’ These divisions are responsible for rolling out multimedia in CD
or DVD formats and web-based interface to target audience in 23 different
languages® including English, French and German (see Figure 1). This has been
extremely productive for ISIS, as 3,700 of the total 5,000+ foreign fighters from
the European Union come from just four countries, namely France, UK, Germany
and Belgium; according to the Mackenzie Institute estimates. ” The group
leverages its dexterity in digital media and diverse linguistic skills to get the
maximum reach of its propaganda and allure potential recruits hovering in the
cyberspace.

Radicalisation, Recruitment and Training
In addition to a propaganda dissemination channel, terrorist groups leverage the
Internet to establish direct contact with youths in various parts of the world,
where the physical reach of the organisations is limited or non-existent. The
processes such as indoctrination, recruitment, and training previously relied
completely on physical interactions between recruits and recruiters, a time
consuming process in addition to travelling costs and physical distance as barriers.
Traditionally, the operatives of terrorist organisations used to get in touch with
the potential recruits at meetings and social gatherings. The Internet enables
interactions which are swift, user friendly, anonymous and cost effective.
Eventually, the recruitment strategy has shifted towards social networks like
Facebook and Twitter to attract members across the borders.® Some groups have
websites designed specifically overlooking youth as their perspective audience,
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using cartoons and games to disseminate propaganda,’ as more than half of the
Internet users are between 15-34 years of age.'” Terrorist groups maintain websites
and actively monitor visitors who have browsed their websites. This information
is used to identify, profile and select the visitors in anticipation of potential
candidates for recruitment through direct communication over the Internet or
face-to-face interaction.!

The Internet serves as a repository of massive content required to radicalise
or indoctrinate individuals. It gives ample opportunities to the individuals to
communicate with each other, share published material, online interaction which
culminates into physical meetings and extended connections with like-minded
people, hence augmenting the process of radicalisation.'?

The Internet is a platform to inculcate relationships, and propaganda plays
a pivotal role in enticing individuals or influencing them with the ideology of the
terrorist organisation. It becomes the recruitment ground, where different skill
sets are available, who get motivated by the propaganda and are willing to
contribute towards the organisational goals. Through direct emails, chat rooms,
texting applications, etc., terrorist organisations get access to the global pool of
human resources for potential recruits. Terrorist groups adopt creative means to
design their content specifically to attract youngsters, which is broadcasted on
the platforms they frequent. These Internet platforms also provide detailed
instructions, often in easily accessible multimedia format and multiple languages,
on topics such as how to join terrorist organisations; how to construct explosives,
firearms or other weapons or hazardous materials; and how to plan and execute
terrorist attacks.

ISIS: Online Recruitment, Mobilisation and Communication

According to Dr. Lorenzo Vidino, director of the Program on Extremism at the
George Washington University Centre for Cyber and Homeland Security, ISIS
stands apart from other terror outfits on the aspect of social media in recruitment,
broadly because:

a) Their videos are much more “packaged”, professionally directed, more
entertaining and meticulously designed to appeal to western kids with
shorter attention spans.

b) There is “a diversity of messages” targeting different audiences, in forms
of video games, religious message or appeal to humanitarian instincts
invoking the idea of fair society based on divine law.

¢) Incredible speed of social media, where information is pushed towards
the followers rather than someone seeking out a website or a chat room
to get information."

An information exchange platform, ask.fm (with 180 million users, and many
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are teenagers) is extensively used to further simplify interaction with the potential
recruits, where queries are answered by members of ISIS who have migrated to
the ISIS-controlled regions in Syria and Iraq.!* Perhaps, the same platforms are
used to exchange contact numbers or usernames of smartphone messaging apps
such as Kik and WhatsApp. Being tech-savvy, recruiters are adept at using
messaging to communicate and advise people on their travel plans, how to cross
into Syria and extend any possible help. The information is also readily available
in the form of brochures.

Figure 2: The Twitter profile page of British ISIS operative, Junaid Hussein,
sharing contact information for surespot, kik and telegram

(source: http://www.memrijttm.org/)
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ISIS operatives have adopted encryption to secure their online
communication, and that makes it an uphill task for law enforcement agencies
to track the conversations. Once potential recruits get in touch with the operatives,
their communication is moved to encrypted mobile messaging applications
available on smartphones such as surespot, kik and telegram (see Figure 2)."

ISIS has been incredibly successful at using the Internet to recruit fighters
and call Muslims to join the Caliphate, mobilising substantial number of people
across the world.!® Social media platforms have made it much easier for radicalised
Westerners to get in touch with a recruiter, who assists them with vetting and
travel process. The barriers of entry to the Caliphate are much lower, the procedures
are simplified, and information assistance for travel planning and crossing the
Syrian border is readily available.

Fundraising

Financing of terrorist organisations is critical to their sustainability. They need
seamless flow of finance to cover the expenses incurred towards the salaries of
recruits, arms procurement, logistics and other organisational requirements.
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Terrorist financing has attracted a lot of academic research and attention of global
counter-terrorism agencies and financial institutions. There are numerous ways
a terrorist organisation raises funds: direct solicitation of donations, charitable
organisations, illicit trade, extortion, online frauds, taxes or control over resources
such as mines, oil fields, factories and forests. Additionally, online payment tools
are exploited through fraudulent means of identity thefts, credit card information
theft and cybercrimes. Cybercrime has now surpassed international drug
trafficking as a terrorist financing enterprise.'” Illicit trade is one of the prominent
sources of money, and it includes a spectrum of activities varying from trade of
counterfeit products to drug trafficking. Moreover, legitimate businesses and front
companies are set up and the profits are diverted.'®

In the aftermath of the attack on World Trade Centre on September 11,
2001, rigorous vigilance and regulatory controls have been levied on international
banking systems or global financial system to crack down on terror financing.
Therefore, money laundering and hawala networks emerged as preferred channels
for money transfers. With the advancement of technology, the ways and means
of transferring money from various sources to the recipient have undergone a sea
change. Moving on from traditional banking and money laundering techniques,
the recent rise of crypto or digital currencies such as e-gold, Bitcoin, Peercoin,
and Dodgecoin have brought in a drastic change. Some websites affiliated to
terrorist groups have already begun accepting Bitcoin'® donations; however, the
known instances are very limited. %°

ISIS: Exploiting Virtual Currency

The group has diverse sources of raising finance. In addition to income from
control of oil fields and refineries, ransom or donations, ISIS runs fundraising
programmes through communication networks.?! Criminals and terrorists always
find innovative means to exploit the existing systems and technologies to work
for their advantage. Bitcoin, being an encrypted and untraceable digital currency
exchange medium is an obvious choice for nefarious activities. The supporters
and donors of ISIS around the world have allegedly used such digital currencies
to transfer money to the wallets or accounts held by ISIS militants and operatives,
reducing the risk of detection.??

In a blog post entitled, “Bitcoin and the Charity of Violent Physical
Struggle”®, ISIS had proposed using bitcoins to raise funds. The blog post
denounced the stringent banking regulations which prevent easy flow of money
to terrorist organisation. It noted that decentralised Bitcoin system is not owned
by individuals or groups and it is hack proof. It called upon the wealthy Muslims
to donate to the cause of ISIS, and proposed the use of Darkwallet?, a Bitcoin
wallet designed to provide online anonymity. Riding on innovation, the activities
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of ISIS in information sphere are not just restricted to meet organisational goals;
offensive cyber capabilities make it a disruptive non-state actor as well.

ISIS: Cyber Attacks

In January 2015, Cyber Caliphate — a group claiming its allegiance to ISIS* —
came into limelight when it managed to hack into the Twitter handle of the US
Central Command, USCENTCOM. In February, the same group sneaked into
the Twitter handle of Newsweek and the website of International Business Times.
A couple of months later, in April, the group orchestrated a three-hour blackout
of the French channel, T7V5Monde, taking off 11 TV stations off air, and hijacked
its website and Facebook page.?° Since early 2015, the group with Twitter hashtag,
“#CyberCalipHATE”, has been making into the news for a series of website hacks
and using them to post extremist propaganda.”” The hacking enterprise was
allegedly run by some of the profound hackers, hailing from Western countries.
Junaid Hussain, a British computer hacker was instrumental in hacking operations
targeting the US, UK and other European countries. He was a key member of
Cyber Caliphate and gained notoriety following the US Central Command’s
Twitter incident.”® He was killed in a drone strike in August 2015.

The US Department of State, in a report released in July 2015, determined
that the hacker group, Cyber Caliphate, does not have any ties with ISIS, despite
its backing of the ISIS terror activities.” The cyberattacks on media and defence
establishments had drawn global attention. Irrespective of any linkage between
the two entities, ISIS seized what it craves for. From the present instances of
cyberattacks, it could be drawn that as of now ISIS might not be a prominent
threat in the cyberspace, but its growing ability to disrupt or hack into accounts
is an indicator of its burgeoning expertise in this domain. At the same time, they
appear to be wary of their communication in cyberspace, which is subject to
interception and surveillance.

Technology and the Future of ISIS

Apparently, ISIS is very conscientious about security of communication. In a
published advisory, “Several Cyber Security to Protect Your Account in the Social
Networking”®°, an ISIS affiliate group sensitizes operatives and followers about
the safe usage of Twitter; installation from genuine sources, password
strengthening, password management, enabling security features, and foiling
phishing attacks. The advisory instructs to disable “location services” of the
smartphone camera to secure information related to geographical location of the
camera image. It explains the weak encryption of Global System for Mobile
communications (GSM)?! networks, and recommends the use of encrypted
phones such as CryptoPhone (http://www.cryptophone.de/) for secure voice
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communication over GSM networks. The advisory document illustrates almost
every security measure, such as creating private wireless network in case of a GSM
network blackout, antivirus installation, using Tor browser to hide identity and
share information confidentially, hard drive or flash drive encryption (using
VeraCrypt, TrueCrypt, Hardskat), email alternatives (such as Hushmail and
ProtonMail), cyber security in voice communication (using Linphone, Silent
Circle or RedPhone), and security of information or data stored on Cloud (using
MEGA or SpiderOak).

ISIS has also operationalised a round-the-clock “Jihadi Help Desk” to disburse
information about secure communications.*? These two specific instances denote
that ISIS understands the threat of surveillance and interception from law
enforcement agencies; therefore, it advises its operatives to adopt freely available
best in-suite applications to hide their identity and secure communications. The
planning, coordination and execution of Paris attacks in November 2015 went
undetected by intelligence agencies of both France and Belgium; a high probability
of ISIS operatives communicating over the Darknet® or using open source
encryption tools. It has been venturing out to exploit innovative solutions to
secure the flow of funds from international donors, and simultaneously been
innovative with development of applications for mobile platforms.

A Twitter app, “Fajr al-Bashaer” (“The Dawn of Glad Tidings”), developed
by ISIS provides the registered users regular updates on the activities of ISIS in
Iraq and Syria.** The app allows mass sharing of images and links by deceiving
spam-detection algorithms of Twitter.”> ISIS has developed a smartphone app,
compatible with Android devices, basically a news feeder application which
includes videos and text content about life in the Islamic State. The fascinating
part is that the link to the app was being distributed through Telegram — a Russian
app ISIS deems to be safe for communication.*

The Internet hosts plethora of information, about address, transportation
facility, location on maps, access routes and relevant information about strategic
facilities, including airports, urban transportation systems or railway networks.
In the information age, terrorists use technology as a strategic tool to gather
intelligence, communicate, co-ordinate and later upon claim responsibility or
gain wider attention. Technology is a mission enabler and terrorist operations are
not an exception. But, the way ISIS has harnessed technology; it has overshadowed
its peers and astonished the strategic community and policymakers. There are
certain aspects on which ISIS has fared far above as compared to Al-Qaeda.

Comparative Analysis: ISIS and Al-Qaeda

Al-Qaeda was raised in the aftermath of the Soviet invasion of Afghanistan in
1979 and the subsequent occupation, as guerrilla militants, and later emerged as
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a global terrorist network, staging high visibility attacks against the US and its
allies. ISIS traces its history to the US invasion of Iraq in 2003 to oust Saddam
Hussain. As a Sunni extremist group, it fought the US forces and attacked Shiites,
under the name “Al-Qaeda in Iraq”, pledging allegiance to Al-Qaeda of Osama
Bin Laden. It was defeated when Sunni tribes partnered with the US forces to
confront the jihadists, but it reincarnated as a network of captives and operatives
at the US prisons in Iraq.

The group capitalised on the Syrian Civil War, a revolt against the Assad
regime since 2011: seized territory in northeast Syria, established its base, and
rebranded itself as ISIS. Just across the border, after the US withdrew its forces,
ISIS leveraged a weak state government and boiling sectarian strife arising out of
pro-Shiite agenda of the Iraqi Prime Minister, Nouri al-Maliki.

Since the origin and organisational goals of both ISIS and Al-Qaeda are
distinctive from each other, their tactics, strategy and modus operandi are
fundamentally different. Al-Qaeda was run in a centralised manner, where Osama
Bin Laden and his close aides were central to the decision-making. ISIS differs
fundamentally from Al-Qaeda in terms of leadership style, ISIS follows the
collective leadership model. Al-Qaeda staged spectacular attacks to attract eyeballs,
gaining notoriety by bombing the US embassies in Tanzania and Kenya and
attacking the World Trade Centre in New York. ISIS, however, has resorted to
social media, using images and videos to intimidate the Western populace; it has
also launched terror attacks on the French soil and elsewhere, although not as
massive as Al-Qaeda’s.

Al-Qaeda chose television as the medium to connect with the world, while
ISIS is completely focused on new media avenues. Al-Qaeda survives on donations
and contributions from personal wealth, while ISIS has a functional financial
system in place to generate money for its day-to-day operations. Al-Qaeda also
let Western journalists interview Bin Laden, well within its safe heavens,” as TV
was the sole medium to connect with the audience.

In terms of portrayal, through publications and video or audio messaging,
Al-Qaeda is primarily a militant group, a tightly knit organisation comprised of
fighters and commanders who want to subdue the state. Al-Qaeda had been a
well-established terrorist network, but it is devoid of territorial controls and
incapable of direct military confrontation. ISIS is based on a different narrative,
it is involved in state-building exercise; it governs has a vision of a utopian state.
Although some of its activities could be termed as acts of terrorism, but some of
them align with the directives of a state.

Al-Qaeda’s English language magazine, Inspire was started in 2010, and it
has focused on providing instructions on how to carry out armed attacks. Its
presence on the Internet is restricted to very simple form of propaganda, which
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includes websites for jihadist content and discussion forums.*® ISIS began
producing its English language magazine, Dabiq in July 2014, as a platform to
promote ideology and showcase its success back in its home territory as well as
across the globe.?” The 12th issue of Dabiq has a cover story on the Paris attacks
of November 13, boasting the success and religious justification of its act of
terrorism. Despite operational or ideological differences, ISIS and Al-Qaeda share
common narratives of Islam: jihad as an obligation for the Muslims, as portrayed
in their publications, Dabiq and Inspire.** Both espouse extremist narratives and
oppose Western ideology.*!

A stark difference is that the Al-Qaeda has never recruited online, perhaps
because its recruitment is very selective and works on referrals, or it has never had
any technological foresight to do so. Unlike ISIS, Al-Qaeda, in its heyday, did
not have a young-Twitter-generation virtual army to make its online content go
viral. Therefore, both Al-Qaeda and ISIS have completely different outlooks
towards technology. The former, more of a terrorist organisation, uses it to
supplement its functioning, communicate with members or at the most spread
its propaganda. For the latter, a de facto state, technology is key to its existence,
its own governance. Technology enables its communication with the outer world,
spreading the message of hatred and terror, recruitment of fighters, and most
important, expansion of its population towards the establishment of the Caliphate.

The content in the form of texts, Twitter messages, periodicals or videos
disseminating from ISIS and its affiliate groups or supporters might originate
from diverse sources, but the underlying messaging is coherent. Its communication
with its supporters, residents and the populace across the globe is pertinent to its
existence, which implies that a communications strategy is in place.

ISIS Communications: Arbitrary or Strategic?

A communication strategy has to align with the overall organizational goals and
plans. It helps organisations in identifying key messages they want to convey to
the targeted audience, and in effect contribute towards the fulfilment of
organisational objectives. Communication strategy is a multi-stage process, which
begins with identification of audience or stakeholders, message, key
communication methods and execution (see Figure 3).%?

Figure 3: Communication Strategy Design Process
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Fundamentally, the communication strategy of ISIS exists in two forms, one
is institutionalised and channelled through its media arms and other is informal,
which rests on the numerous sympathisers or supporters spread across the globe.
It targets six kinds of audiences, namely Residents of Islamic State or the fighters,
Muslims abroad, Non-Muslims abroad, Adversaries, Supporters, Informed and
Competent Individuals and the Youth.

At a macro level, ISIS is fighting wars in two spheres, one in physical and
other psychological.*® The physical war employs military strength, which ISIS is
fighting in its territorial vicinity to expand its base. The psychological war employs
the use of images, photographs, videos, pamphlets, hoardings, message on vehicles
and online magazines, to bring the strife in Iraq and Syria on the international
discussion tables.* The psychological war warrants the use of communication
strategy.

The success of ISIS rests upon altering the “public opinion”, which is the
centre of gravity of its entire propaganda machinery and communication strategy.
An enemy is quintessential to wage a war. ISIS has constructed the image of the
adversary as an existential threat, which is necessary to engage and motivate the
fighters at the battlefield.* The group exploits this strife to radicalise youth, recruit
them as fighters and consolidate radical Islam as a fighting force against the
adversaries as its mission. The portrayal of enemy as a threat to the religious
beliefs of the group is the foundation on which military and communication
strategy of ISIS rests.

The narrative of the Caliphate is a utopian alternative to the democratic and
secular social construct of the West, directly engaging the individuals who are
aloof, devoid of a purpose in life and who perceive their lives to be worthless
because of a lack of sense of identity.** The French authorities found the ISIS
volunteers from France to be disaffected, aimless and having a lack of sense of
identity or belonging.*’ The messaging exploits their weak emotional intelligence,
the ideological void*, and active engagement gives them a feeling of belongingness,
which they generally do not find in their own societal settings. Therefore, a quest
for a purpose in life or a sense of belonging to a cause or secking friendship, are
the main reasons people look up to the idea of Islamic State, which surprisingly
remain to be the least addresses issues in the international efforts against the
terrorism of ISIS.%

A pragmatic communication strategy has short-, medium- and long-term
outlook, where different media is used to achieve the desired outcomes (see Table
1). Text messages, micro blogs and image sharing has short-term impact, and
they are primarily accessed through smartphones, therefore, ISIS keeps them short
and stunning to catch the attention and lets the users share them instantly. ISIS
uses periodicals to provide regular updates with selective content to shape the
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“public-opinion”, and this falls in its medium-term outlook. Its e-book
publications, meticulously placed religious narratives in periodicals, video
productions and active engagement on social media fall under its long-term
communication strategy.

Table 1: Different aspects of Communication Strategy

Communication Strategy

Short Term Medium Term Long Term

Medium  Text messages Newsletters Publications
Twitter News Releases Videos
Facebook Handouts/Pamphlets Blogs
Instagram (Image sharing) ~ Websites/Forums

Outcome Instant sharing Regular updates Engagement on Social Media
Stunning/Eye catching Direct, Simple Quality Publications
Smartphones Content Selection Quality Video Productions

Source: Elaine Edwards, Kansas State University.

Dabiq in the Communications Strategy
The communication strategy of ISIS resonates in its impeccably packaged
magazine, Dabigq, which does an extensive coverage on latest updates from the
Islamic State at domestic and military fronts, lauding its acts of terror, such as
on Paris, articles on execution videos, write ups on historical context of Islam
(e.g., Islam is the religion of the sword not pacifism®), scholarly articles with
elaborations in footnotes, success stories of military operations, philanthropic
activities (caring for orphans and distributing meat to needy during Ramadan),
photo stories on demolition of sculptures or temples (Blowing up the
“Husayniyyatul-Qubbah” temple in Mosul, demolishing the “Grave of the Girl”
in Mosul, demolishing the shrine and tomb of Ahmad Ar-Rifa’7 in the district
of Al-Mahlabiyyah, Shirk temple of Baalshamin®'), stories on captives and feature
interviews with the fighters.

The very first issue of Dabiq describes the strife between believers and non-
believers, the magazine states:

The world has divided into two camps; the camp of Islam and faith, and the
camp of kufr (disbelief) and hypocrisy — the camp of the Muslims and the
mujahidin everywhere, and the camp of the Jews, the crusaders, their allies,
and with them the rest of the nations and religions of kufr, all being led by
America and Russia, and being mobilised by the Jews.”

In essence, the magazine conveys that ISIS as state is under constant territorial
expansion, the lives of the residents under the Sharia law are enriched, the Muslims
abroad must migrate to the Islamic State and offer their services for both
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administrative or philanthropic activities and armed fight, and most important,
it judiciously represents the adversary as humiliated and defeated.

Social Media in Communications Strategy

In the last one decade, social media has brought in the entire process of an
individual’s radicalisation to the recruitment as fighter and subsequent martyrdom,
which used to happen under shadows earlier, on the Internet and practically
accessible to everyone. Fighters in the ISIS ranks and their potential recruits
communicate over the Internet: they share videos of military operations, their
lifestyle in the Islamic State, etc., which is all very critical to the communication
strategy of ISIS.

ISIS leverages the massive tech-savvy supporter base to execute its
communication strategy. A Brookings Institution investigation found that ISIS
had released 845 audio-visual campaigns between January 2014 and September
16, 2015%. ISIS supporters hold around 90,000 Twitter accounts’, which can
make a video snippet or a message go viral in a jiffy. The messaging themes are
inspired by movies, such as The Matrix, American Sniper, and V for Vendetta, and
video games like Call of Duty and Grand Theft Auto, which are quite popular
among youngsters. Their video, “7his is our Call of Duty, and we respond in Jannah”
is based upon the famous shooter video game, “Call of Duty”.>® ISIS has a vast
and discrete network of supporters and sympathisers, who disseminate the online
propaganda of ISIS, and motivated through ennoblement of titles such as “knights
of the uploading”.>

The social media-based communication strategy campaign serves two
purposes: first is to recruit or emigrate as many as people, and second is very
meticulously placed to meet its military objectives. The video or graphic content
of execution instils fear, which psychologically “softens up” the future opponents
or subdues the adversaries in the geographical vicinity from fighting against the
ISIS.”” In accordance with the Koranic teachings, Islamic state allows people from
other faiths to live under its administration, if they do not resist, accept subjugation
and pay the special taxes, known as Jizya or the Non-Muslim Tax.*®

Video-grapy in Communications Strategy
ISIS has a network of agencies which fetch content for the audience, primarily
Al Furqan, Al Ittissam, and Al Hayat for global audience and another 26 agencies
for explicit content for each region across Syria, Iraq, Egypt, Libya, Yemen, West
Africa and Afghanistan.> ISIS forbids journalists from entering the territory under
its control, therefore short videos and images are the most effective ways of
communicating and disseminating information.®

The content of videos released by the media arms of ISIS is clearly aligned
with the objective of expansion of the Caliphate. The narratives of video messages
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are targeted to challenge the existing systems, norms and borders. The video
entitled, “The End of Sykes-Picot” delegitimises the agreement between the UK
and France in 1916, which divided up the Arab territories of the former Ottoman
Empire into spheres of influence of the signatories.®! It features a young Chilean-
Norwegian as a reporter crossing over from Sham to Iraq, challenging the physical
borders inflicted upon the region. The fighter cautions that ISIS forces will break
the borders and barriers to Iraq, Jordan and Lebanon and challenges the US to
send its soldiers to fight the ISIS forces in Iraq and Syria.

Fighters from Western countries are handpicked as protagonists to establish
connection with the audience back in the countries these fighters belong to. An
exemplary recruitment video, “There is No Life Without Jihad”, features a self-
identified British national as protagonist who calls upon the Muslims to be part
of Jihad and “feel the honour” or “feel the happiness”, claiming that “Brothers”
from all over the world, namely Bangladesh, Iraq, Cambodia, Australia and UK
are part of the ISIS movement.

The institutional architecture resonates in its communication strategy as well.
Decentralisation is the fundamental institutional principle of ISIS. Its leadership
is decentralised, and so is its governance structure. The communication strategy
also shows signs of decentralisation. Despite known as tech-savvy, the group does
not have a website. Moreover, it does not depend on a single medium, it blends
in videos produced from its own production arms (al-Furqan, al-Hayat), thousands
of Twitter accounts, and well-edited literature in the form of e-books and
periodicals available online for swift distribution. The messages might originate
from diverse sources or traverse through disparate media, but the overall strategy
ISIS apparently aims to reinforce the messages on multiple platforms to captivate
diversified audience for a unified mission of strengthening its own version of
jihad.

The Global Coalition of 65 partners to counter the growing threat of ISIS
vows to impede the flow of foreign fighters; curb its financing and funding; and
address the address humanitarian crises in the region.®” Whether the use of force
by coalition degrades or eventually defeats the ISIS remains a matter of debate
and analysis, but ISIS is a unique adversary.

Armed Response: Is Force Futile?

ISIS is generally considered to be a terrorist organisation, and hence the strategy
of the coalition circumvents around counter-terrorism. Fundamentally, ISIS
performs the functions of a state; it administers territory in Iraq and Syria, has
its own military capability and personnel, sources of income, and uses terrorism
as a tactic to meet its organisational objectives. Although, ISIS evolved as a
guerrilla movement or a terrorist organisation, today it is rather a de facto state.
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Therefore, the counter-terrorism strategy that worked against Al-Qaeda may be
ineffective against ISIS.

For instance, in the aftermath of Al-Qaeda-led terror strikes in September
2001, the US invested trillions of dollars to build a robust counter-terrorism
infrastructure of intelligence, law enforcement and financial regulations to contain
and destroy the Al-Qaeda network.®® Tracking flow of money over hawala and
other financial networks has cut-off Al-Qaeda’s sources of funds. In contrast,
ISIS has devised a self-sustaining model to secure the financial supply chain.
Although, it raises finance through charity and donations which flow through
international monetary system, it is not dependent on these sources for its survival.
The financial intelligence works round the clock to detect any diversion of money
towards ISIS, but ISIS has its own sources of raising finance. It ventures out into
innovative solutions, in form of bitcoins and the Darknet. The economy of ISIS
is dependent upon black market trade®, which makes it immune to the restrictions
implemented through international financial systems to cripple its economy.

The military response to contain the spreading tentacles of ISIS, under the
aegis of a US-led coalition is focused on airstrikes and arming the paramilitary
of Kurdish Regional Government in Iraq. In the short term, it might contain the
ISIS, but it is insufficient to address the wider governance problems prevalent in
the region where ISIS is flourishing.®®

The US State Department had founded its Centre for Strategic
Counterterrorism Communications (CSCC) in 2011 to counter online jihadist
propaganda. It has Digital Outreach Teams in Arabic, Urdu, Somali, Punjabi
and English for communications activities targeted against terrorism. In July 2015,
the governments of the US and UAE established the Mideast Digital
Communications Centre to counter the propaganda of ISIS on social media.®
As a counter to the plethora of digital content released by ISIS, the US Department
of State has published around 300 videos on YouTube since mid-2014. It is
executed through six Twitter accounts, putting hashtags used by ISIS in their
communications.” The Department of State has further adopted online de-
radicalisation strategies®®, one of them is “Think Again, Turn Away” social media
campaign in English and Arabic languages to showcase the atrocities of ISIS on
its citizens and women.® The strategy is executed by professionals working with
governments, but ISIS executes its strategy through innumerable volunteers, and
governments have not been able to match those numbers. The propaganda
machinery of ISIS is unstoppable, which has developed a very firm narrative of
jihad and religious obligation for Muslims to participate in it. To develop counter-
narratives, the messengers have to possess religious authority in the community
for whom the message is targeted, and generally Islamic scholars, imams and
community-based religious leaders hold such authority.”® The inabilities of the
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coalition to reach out to those sections of society which are vulnerable to
radicalisation, dearth of religious authority are major impediments in countering
the spread of ISIS in physical, virtual and psychological spaces.

The present response falls short in controlling the expansion of Islamic State,
curbing its financial resources and most important, controlling the movement of
people to ISIS-controlled parts of Syria and Iraq. According to the United Nations
estimates, there was 70 per cent increase in Foreign Terrorist Fighters in the cadre
of ISIS between mid-2014 and March 20157". The first release of Soufan Group’s
report, “Foreign Fighters in Syria”, estimated 12,000 foreign fighters from around
81 countries.”? The latest estimates, in December 2015, suggest that the numbers
have surged to 27,000-31,000 from 86 countries.”> Eventually, the number of
foreign fighters hailing from Western Europe has more than doubled since the
last report of June 2014.74

As a counter to the communications strategy of the ISIS, there is no clear
evidence of a strategy in place. The Twitter accounts of ISIS operatives are brought
down, but it just takes a few seconds to open a new account. Any strategic initiative
to counter the growing radicalisation has to engage with the populace vulnerable
to radicalisation and thereupon recruitment. Understanding that ISIS feeds its
recruits and emigrants from its colossal online campaign, a counter to it has
received miniscule attention.

Conclusion

Traditionally, terrorist organisations emerged out of political issues which garnered
enough ground support and finance to conduct operations against the established
political authority. Gradually, political aims have apparently been replaced by
new motivations, which tend to alter the society at a fundamental level. ISIS is
one such phenomenon, which envisions the idea of an Islamic State and Caliphate,
aspiring to instil Islamic values as means of statehood or restore them. ISIS has
very distinct characteristics, as it is an administration authority as well as a terrorist
organisation. It claims and maintains authority over a vast territory, administers
the resources and law and order, adopts an extremist interpretation of Islam and
promotes religious violence.

At present, the approach of ISIS reflects a strategy focused on publicity, which
serves the dual purpose to gain attention of the world and spread the terror through
visuals (video and images) of its outrageous activities and atrocities. The hacking
attempts on social media accounts or website defacements are more of a nuisance,
which do not amount to any serious damage. The operational strategy of ISIS is
limited to the use of social media as an effective platform to propagate its message
of hate, terror and extremism, primarily driven by its fascination with publicity.
It has gained dexterity to harness social media to terrorize populace through videos
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of imprisoned journalists, soldiers and aid workers being beheaded, shot or
incinerated or drowned in cages.

There are numerous reports on the alleged use of digital currencies by terrorist
groups and its growing acceptance, but the instances are limited. The Financial
Action Task Force (FATF)” in its report, “Emerging Terrorist Financing Risks”,
notes that law enforcement agencies have identified Internet discussions among
extremists regarding the use of virtual currencies to purchase arms and educate
their peers on use of virtual currencies. The National Terrorist Financing Risk
Assessment of the US Department of Treasury reported that bitcoin could possibly
be used to fund terrorism, but the actual risk posed remains uncertain.”® The
case of Silk Road, a commercial online market for illicit merchandise such as
drugs and small arms, drew the attention of law enforcement and counter-terrorism
agencies where digital currencies were used for transactions. Although these
procedures are complex to understand and execute, but given the rise in number
of recruits with technical education, these are effective mechanisms for funds
transfer, giving the much needed anonymity as compared to conventional banking
transactions, which operate under stringent regulatory norms and frameworks.
ISIS is quite likely to embrace digital currencies, and tracking flow of money
would be strenuous for international financial system and law enforcement
agencies.

As ISIS operatives shift their communication in public space over encrypted
channels, law enforcement agencies seek access to encrypted communications
from mobile software and application developers. Given the state of privacy and
civil liberties debate, it would be a tightrope walk for the governments to strike
a balance between its national security imperatives, the business interests of mobile
market and voices of civil liberty advocacy groups.

The threat from ISIS has become acute because it is well versed in the use of
modern technology; it understands the nuances of technology. The group has
learnt the art of crafting video messages and targeting the vulnerable audience
through online propaganda. The audience includes people residing in Western
countries, speaking different languages, having computer skills — some of them
experts who can write software programs or hack.

ISIS has redefined the approach of terrorist organisations towards technology.
It understands the power of social media, which reflects its exorbitant presence
on almost every social media and networking platform. It employs online tools
to connect with sympathisers, radicalise vulnerable individuals and recruit them
to spread its Caliphate. Its propaganda is well documented, directed and packaged,
winning the minds of youth, who form half of the global Internet population.
According to the 2014 report of Soufan Group, “Foreign Fighters in Syria”, the
age of fighters range between 18 and 29.”7 ISIS has mobilised youngsters from
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every corner of the world and every walk of life. The cyber operations are not just
restricted to propaganda or recruitment; it seeks to exploit digital currencies for
fundraising and aspires to develop offensive cyber capabilities.

The content originating from the media arms, residents of the Islamic State,
and its fighters in form of messages on social media and micro-blogging websites,
periodicals, e-books or videos, might be discrete if viewed in isolation, but if put
together, it has coherent underlying message. The message is to construct the
narrative of a utopian state — the Caliphate — increase the population of Islamic
State through migration, dissuade the weaker adversaries in the geographical
proximity and humiliate the bigger forces fighting against the ISIS. Every aspect
of communication is pertinent to its existence, implying a communications strategy
is in place.

ISIS could be deemed a de facto state. Therefore, the counter-terrorism strategy
that worked against Al-Qaeda might be rendered ineffective against ISIS. An
armed counter-terrorism strategy, inability to strangulate the financial supply
chain, and lack of religious authority are major impediments in countering the
spread of ISIS in physical, virtual and psychological spaces.
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Armed with a Tweet: The Islamic State’s Virtual
Propaganda Wars, Its Appeal and
Looming Threat to India

Shruti Pandalai

Introduction

If 9/11 woke the world up to the horror of al-Qaeda, the spectacle of the Paris
attacks in November 2015 has brought the threat of the Islamic State of Iraq
and Syria (ISIS; also called Islamic State [IS] or Daesh) the new poster child of
global jihad to every country’s doorstep. Central to the ISIS cause is the Shia-
Sunni rift, which the group has exploited, fanning animosity between the two
sects and exploiting their insecurities. The sectarian wars so far were not of
immediate concern to India. But now that’s no longer the case. With global terror
strikes by ISIS rising by the day, and its oft-repeated call targeting Indian Muslims
to join the cause, the Indian Government too is on guard. No longer is the ISIS’
ability to attract recruits from beyond the Middle East questioned.

The ISIS’ ideological moorings are often questioned — yet there are clear
political and theological underpinnings in its messages apart from the vengeance
towards the West’s interference in the politics of the Middle East, which it seeks
to propagate. First, there is clear enunciation of the rejection of the concept of
nation states in the Middle East, and an aim to replace them with the “founding
of a state in Iraq — a proto-caliphate — that would ultimately expand across the
region, proclaim itself the full-fledged caliphate, and go on to conquer the rest
of the world”.! Second, the ISIS identifies with a movement in Islamic political
thought known as Jihadi-Salafism, a distinct movement of Sunni Islam. It is
primarily concerned with purifying the faith as a theological project, with a vision
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and interpretation of Islam which is premodern, extremist and anti-Shia.? While
the theological project encompasses a global propaganda network of scholars,
websites, media outlets, and social media forums, ISIS has captured global
imagination through its virtual propaganda of “military victories” via social media
branding.

ISIS, rightly summed up by an analyst, has “achieved its resurgence through
two single-minded means: control of territory and, by design, unspeakable cruelty.
Its emblems are the black flag and the severed head”.? Here lies the biggest success
of the ISIS, it has captured the imagination of a whole generation of youth, angry
and disillusioned and wanting to avenge their grievances by making brutality
appealing. Gone are the old days of tapes surfacing with the late al Qaeda Chief
Osama Bin Laden and his hour-long sermons. In the age of instant terror — ISIS
sells ideology instantly via social media. A propaganda tool so powerful and
untamed that counter narratives just can’t seem to keep up.

They have introduced a new concept in the lexicon of terror — lone wolfs,
who fight for the caliphate armed with a tweet. Adept in its use of social-media
platforms, the ISIS runs a sophisticated propaganda campaign to broadcast its
gruesome “successes” and recruits beyond the Middle East. From high-quality
videos edited in fancy Hollywood-styled sequences posted on YouTube, to its use
of trending hashtags coupled with gruesome slaughter videos shared via Twitter,
ISIS has exploited the medium and introduced a new theatre for warfare. A battle
for ideas which it, at least in perception, seems to be winning.

The spate of arrests in India over the last two years, starting with the detention
of a Bengaluru executive in 2014, who ran the Twitter handle, @shamiwitness,
to recruit supporters in India, has put authorities on alert. In fact the Home
Ministry has put out an advisory post the Paris attacks on a possible such attack
in India.* There has been a dramatic shift in the stance of the Indian Government
over the last year, with consultations to draft plans in order to deal with the
growing threat of the Islamic State. The idea is to strengthen internal surveillance
and counter-measures. While Indian agencies are aware of the looming challenge,
we need to buff up capacities to match the scale of the challenge. It requires not
just active policing but a well thought out effort to build convincing counter-
narratives.

In an age where social media are the “command and control networks” of
jihad, this paper will aim to understand: how ISIS has exploited the medium for
propaganda, ideology and outreach, the tools and methods for manufacturing
and selling this new age jihad, the extent of ideology penetration and target
audience and whether the peer-to-peer radicalisation ability is facilitated by the
medium and why governments around the world have failed to put together
effective counter-narratives. It will also assess the threat to India and stress on the
need for counter-narratives to supplement intelligence efforts, with an overview
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of the lessons for India. This paper will draw primarily on interviews from experts
on the subject and authorities actively involved in countering the ISIS threat to
India. Since research on the ISIS has been heavily invested in by Western
governments, especially the US Government records and analyses have been
sourced. Reports on the threat to India have been sourced from government
sources, experts and the news media.

ISIS and Its Social Media Strategy

The Message and Its Appeal

It is baffling to societies with liberal and secular democracies, especially in the
West, why ISIS seems to be attracting recruits across the globe. It has been
reasoned by experts that “the rise of ISIS is only the most extreme example of
the way in which liberal determinism — the notion that history moves with intent
toward a more reasonable, secular future — has failed to explain the realities of
the Middle East”.> Simply put, it has been argued that:

ISIS draws on, and draws strength from, ideas that have broad resonance”
among many populations where Islam is the centre of life. (...) They may not
agree with ISIS’s interpretation of the caliphate, but the notion of a caliphate
— the historical political entity governed by Islamic law and tradition — is a
powerful one.®

The caliphate which declined in 1924, is a reminder of “an organic legal and
political order that succeeded for centuries before its slow but decisive
dismantling” (by the West), and is interpreted as the driver of enduring political
violence in the Middle East, where an appropriate post-caliphate political model
has never really been able to successfully evolve.” Add to this the powerful narrative
of the corruption of the golden age of Islam by the West and the need to purify
the faith — now toxic in a globalised yet unequal world. This discourse then appeals
to a globalised generation, where technology takes a leap every day and disruptive
ideas seem to grab headlines. You thus have your cause to fight — both for identity
and the nobility that comes with waging a crusade.

Since this article is part of a special series of essays on the rise of the ISIS and
its consequences, it will not delve further into the ideological appeal, but rather
focus on how this idea is marketed and justified to the global audience. ISIS has
mastered propaganda by playing on the emotions of shock and fear and packages
brutality via social media. The message it is selling is clear — it calls upon all
Muslims to join its cause and enjoy the ISIS patronage or else suffer the
consequences of defiance.

While it may be oversimplifying to state that terrorist strikes like the Paris
attacks are directly linked to ISIS propaganda, there is room to speculate some
causal linkages. Russia and France both received maximum threats in the time



56 Asian Strategic Review 2016

frame of the last two years. An analysis of ISIS social media broadcasts has revealed
that 14 days before the attacks in Paris, ISIS released a video encouraging young
people in France to join the terrorist group.® Something similar happened on
June 26, when a terrorist inspired by ISIS committed a terrorist attack in Lyon,
exactly a month after ISIS had released a video asking French youth to stand up
for the cause.” Again, one month before the January 7, 2015, attack on the offices
of Charlie Hebdo, ISIS released a video where a group of young French citizens
asked their peers to enlist in the ranks of terrorist group.'® Given these inferences,
the impact and influence of Islamic State’s social media propaganda in the
radicalisation and recruitment of youth requires more understanding to find a
way to counter it.

Manufacturing Propaganda

In a study focused just on Twitter, by the Brookings Institute, it was found that
the Islamic State puts out 18 media releases a day and has 90,000 twitter handles
dedicated to it, which have helped it recruit over 20,000 foreign fighters —
including 3,000 teenagers and over 200 women.!' These numbers may have shot
up since the study was released in March 2015. Most of these followers are largely
lured by powerful messages projected through social media, highlighting the great
“military victories” of ISIS and the idea of a global caliphate. The fall of Mosul
— with ISIS erasing the border between Iraq and Syria and controlling large
swathes of territory, well publicised by its propaganda wing on social media
channels — made the idea of this caliphate tangible and no longer esoteric.

In the West particularly, ISIS has tried to package its messages on social media
around the spirit of adventure than jihad. These videos use gaming language,
graphics and effects. They depict Western jihadis in the field in everyday situations
from jogging or discussing sport and simultaneously posing with the decapitated
heads of victims — civilians and soldiers alike. These videos, a commentator says,
capture both “the nobility and urgency of joining the fight, juxtaposed with pulse-
pounding images of adventure in battle”.!> Simply put, ISIS then becomes the
realisation of the fantasies of these virtual games, so popular with youth across
the globe — the everyday underdog fighting for a cause.

An interesting article on the brand-building of ISIS compares its social media
marketing strategy with corporate marketing techniques and makes a very
argumentative case. It argues that the diabolical marketing strategy of the ISIS —
like many “brands” in the market place — seeks to disrupt; the ISIS ‘product’ (i.e.,
declaration of an Islamic caliphate in Iraq) was sneered by most of the world
‘establishment’, saying: “ISIS is just another terror group, and there is nothing to
fear.” But, the ‘establishment’ was never the target audience; ISIS leaders are using
social media marketing to recruit young potential extremists — ISIS is a
revolutionary ideology and devout fighting force that is looking to massively
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disrupt the old social order (the ‘establishment’).!? This also puts into perspective
why ISIS has been promoting the profiles of its teenage recruits, encouraging
them to publicise the outfit’s brand through their Facebook accounts and other
social media — the ‘young force’ being used in order to ‘disrupt’ the old order.!4

This ideological pull beyond the Middle East — is further explained by some
of the numbers that the Brookings’ ISIS study came up with:'*> 1) Almost one in
five ISIS supporters selected English as their primary language when using Twitter
while three-quarters selected Arabic. 2) ISIS-supporting accounts are among the
most active and on an average had about 1,000 followers each, considerably higher
than an ordinary Twitter user. Much of ISIS’s social media success can be attributed
to a relatively small group of hyperactive users, numbering between 500 and
2,000 accounts, which tweet in concentrated bursts of high volume. 3) And finally
perhaps the most important finding — suspension of accounts by Twitter didn’t
result in a drop in the frequency of messages, in fact new users cropped up in no
time. This highlights the need for not just monitoring and surveillance of social
media platforms by security agencies, but also the creation of comprehensive
content to build effective counter narratives — both by civil societies and
governments across the globe.

The Tools

While Twitter remains its most powerful weapon, the Islamic State’s online

diaspora spans several major sites according to an investigation by 7he Washington
Post (see Table 1).16

Table 1: The ISIS Arsenal

Twitter: The microblogging site has likely been the most successful platform for
the group.
Facebook: The social network allows the selective sharing of graphic content if the

user posting the content is condemning it, but not if the content is being
celebrated or glorified. This makes it difficult for militants to post there.

YouTube: The video-sharing website allows the group to upload professionally
produced propaganda videos of executions, captured territory, and
promotional pieces about life in the Islamic State.

Kik and other The recruiters prefer such apps to speak with would-be members. They
messaging apps: often ask newcomers they find on other services to move their
conversations to Kik.

Ask.fm: A Q-and-A site, where militants and other Islamic State members answer
questions about their motivations and religion.

Source:  Scott Higham and Ellen Nakashima, “Why the Islamic State Leaves Tech Companies Torn
between Free Speech and Security”, The Washington Post, July 16, 2015.
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New Media Phenomenon: Helping ISIS Get a Global Audience

Giving the global audience to this social media strategy is the 24x7 media and
multimedia convergence. In my work on social media and national security,'”
have articulated in great detail the new media phenomenon, i.c. the convergence
of various forms of media — television, social, and online networks which, when
combined together, become a potent weapon. ISIS has understood this. It
generates the content of shock and brutality, playing on the emotions of
disenchantment and fear, which then get amplified by both organised groups on
social media and consequently reporting by the traditional media. The US
Department of Homeland Security in its analysis sums up:

ISIL [ISIS] leverages social media to propagate its message and benefits from
thousands of organised supporters globally online, primarily on Twitter, who
seek to legitimise its actions while burnishing an image of strength and power...
The influence is underscored by the large number of reports stemming from
social media postings.'s

The interviews done by the Western media of recruits who have defected from
the ISIS reveal the emphasis put on generating content for social media
propaganda and 24x7 news cycles. They hold chilling insights for governments
and counter-terror propaganda campaigns around the world." The following is
an excerpt:

What they described resembles a medieval reality show. Camera crews fan
out across the caliphate every day, their ubiquitous presence distorting the
events they purportedly document. Battle scenes and public beheadings are
so scripted and staged that fighters and executioners often perform multiple
takes and read their lines from cue cards. Cameras, computers and other video
equipment arrive in regular shipments from Turkey. They are delivered to a
media division dominated by foreigners — including at least one American,
according to those interviewed — whose production skills often stem from
previous jobs they held at news channels or technology companies.

Senior media operatives are treated as ‘emirs’ of equal rank to their military
counterparts. They are directly involved in decisions on strategy and territory.
They preside over hundreds of videographers, producers and editors who form
a privileged, professional class with status, salaries and living arrangements
that are the envy of ordinary fighters. ‘It is a whole army of media personnel,’
said Abu Abdullah al-Maghribi, a second defector who served in the Islamic
State’s security ranks but had extensive involvement with its propaganda teams.
‘The media people are more important than the soldiers,” he said. “Their
monthly income is higher. They have better cars. They have the power to
encourage those inside to fight and the power to bring more recruits to the
Islamic State.”®
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The investigation further reveals that the messages ISIS tries to convey in its
propaganda have dual undertones to influence “a divided audience™

The beheadings, immolations and other spectacles are employed both to
menace Western adversaries and to appeal to disenfranchised Muslim males
weighing a leap into the Islamist fray. (....) A separate collection depicts the
Islamic State as a liveable destination, a benevolent state committed to public
works. Videos show the construction of public markets, smiling religious police
on neighbourhood patrols and residents leisurely fishing on the banks of the
Euphrates.!

So while territory gives it the military power, a lot of energy is also devoted to
creating an idealised version of “how that virtual empire is perceived”.??

Lack of a Comprehensive Counter-Propaganda Campaign to ISIS

It would be natural to assume that the powerful anti-ISIS coalition of Western
countries led by the US with large financial resources and communication
specialists at their disposal would be able to counter ISIS propaganda effectively.
However, this has not been the case.

US Centre for strategic counterterrorism quote: there is a fantasy in
Washington which is: (that if you somehow put magic social media or public
diplomacy pixie dust on a problem, it will go away. It’s not that ISIS is so great.
It is that the response against ISIS is both limited, and weak.”” He reiterated
that dismantling Twitter feed is a temporary solution, the challenge remains the
wide range of audiences to target with counter propaganda. There is also the
intelligence angle, where agencies monitoring social media don’t want to
completely dismantle accounts, so that they can get valuable insights to aid military
operations. He further elaborates:

You've got very hard-core members, so it’s going to be very hard to pull them
back or to convince them that ISIS is not the group to follow. But then you've
got fence sitters that are looking to figure out what they want to do with their
lives and how they define themselves. I think our messaging has to try to address
all of that. The challenge has been we haven’t done it very well, we haven't
figured out how to amplify the credible voices that are out there, particularly
in Muslim communities.?

It has been trial and error even for the US State Department, otherwise known
as the best in the business handling public diplomacy campaigns. In a break
from its traditional approach, it put out a video online using ISIS’s language to
defeat its very message.”> The video became a viral phenomenon — viewed more
than 844,000 times on YouTube — and did reportedly ractle ISIS. Titled,
“Welcome to ISIS Land”, its script opened with the line, “Run, do not walk, to
ISIS Land”, and promised new arrivals would learn “useful new skills” such as
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“crucifying and executing Muslims”. The script was juxtaposed with images of
the terrorist group’s atrocities: kneeling prisoners shot point-blank, brutal
beheadings, etc. However, the minute-long recording also became a flashpoint
in a much broader debate over how far the United States should go in engaging
with a barbaric adversary online.?¢

The lines are even more difficult and blurry for tech companies who host
these social-media platforms. (W)hile Facebook has instituted a no-tolerance-
for-terrorism policy, the sheer volume of terrorist propaganda that needs to be
sifted through and analysed poses the real challenge. The dilemma then stems
from how these companies can strike a balance between enabling people to discuss
and access information about ISIS, without being a distribution channel for its
propaganda.”’

This paper has so far tried to paint the larger canvas of the multi-layered
threat ISIS presents to global anti-terrorism efforts and the scale of the challenges
ranging from ideological pull to technical complications amplified by the
exploitation of such a powerful medium. This effort has been made to put into
perspective the magnitude of the threat that India faces from ISIS, and the ground
work the government and the agencies have to put in to combat it. The next
section will elaborate on the specific ISIS threat to India.

The Threat to India

While it has been repeatedly argued that hardly any Indian Muslims have joined
the ISIS, the writing is pretty clear on the wall. Youth in India are exposed to
ISIS propaganda on social media every day and are ripe for the picking. Those
caught peddling the ISIS cause in India include the neighbourhood techies
equipped with a foreign education, desperate for a new identity and a new destiny.
These developments have long-term implications, which now after the Paris
attacks, the government is taking very seriously.

Slew of Arrests of ISIS Social Media Recruiters

The arrest of the Bengaluru executive in November 2014, accused of allegedly
running a pro-ISIS Twitter handle, threw open the Pandora’s Box on the use of
social media by extremist groups for radicalisation of youth and recruitment.
The 24-year-old Bengaluru-based engineer, Mehdi Masroor Biswas, “confessed”
that he was handling the pro-jihad tweeter handle, “@ShamiWitness”, and became
“a source of incitement and information” for new ISIS recruits.?®

It was then that the repercussions of the news of four Mumbai youths, who
had gone to Irag-Syria in May 2014 to join ISIS were beginning to be felt. While
one of them returned, his confession to the National Investigative Agency (NIA)
was shocking. The youth claimed he had come back home succumbing to parental
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pressure and if given a chance would rejoin the ISIS and fight for the cause.
“This despite the fact that ISIS leadership made him clean toilets, indulge in
construction work and provide water to those on the battlefield, instead of being
pushed into the war zone.””

Then in January 2015, a US-educated Indian techie, was apprehended in
Hyderabad by security agencies after it was found that he was joining his partner
in the UK and then travelling to Syria, ostensibly to join ISIS.* Local police said
that in one of the three Facebook accounts opened by the techie, all peddling the
ISIS cause, over 180 messages were posted by ‘followers’ from India, as the
engineering post-graduate had taken on the task of recruiting local youth from
Hyderabad.?!

Most recently, an Indian woman allegedly involved in recruiting people for
the Islamic State was deported by the UAE, and subsequently arrested in
Hyderabad. The 37-year-old, Afsha Jabeen, alias ‘Nicky Joseph’, had been
portraying herself as a British national while luring youth for ISIS through social
media.*? This was followed by news of the arrest of Muhammed Abdul Ahad, a
US-educated computer professional from Bengaluru, who was intercepted by
Turkish authorities on the Syrian border and deported to India.>* Most
interestingly, he had barred his wife from contacting authorities about his
disappearance or from locating him. There have also been reports of agencies
monitoring over 150 youths from south India, who the agencies seem to be
monitoring.** Those apprehended included a brother and sister who received
over X 50,000 from a mysterious benefactor to prepare their travel documents,
an MBA holder and his wife, a Google employee, brother of a SIMI activist
killed by the police, and several engineering students.® Financial motivation
combined with the ideological pull seems to be attracting these sympathisers.

However, Indian intelligence agencies have reportedly said that “the ISIS did
not consider South Asian Muslims, including Indians and Pakistanis, good enough
to fight in the conflict zone of Iraq and Syria, and they were treated inferior to
Arab fighters, often being tricked into suicide attacks”.® It has been reported
that officials claimed Arab fighters with better battle experience are mostly
positioned behind South Asians, and hence their casualties are proportionally
less.?” Officers have continued to rule out any widespread sympathies for the
ISIS in India. But they admit that there is always a possibility of lone-wolf attacks,
given the fact that they have found at least a few active modules.*®

ISIS Propaganda Fuelling Competition between Terror Groups on Social
Media

In addition, Indian security agencies are also worried that the brazen use of social

media by the ISIS to establish itself as the global face of ‘jihad” has made other
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transnational terror groups like al Qaeda more competitive and resorting to more
sensationalist and ruthless styles of propaganda.’® Over the last two years, we
have seen many propaganda messages on social media directed towards ‘the Indian

Muslim’ by both these groups.

Bandwagoning by Ierror Groups in India

Perhaps the biggest threat that the success of ISIS poses to India is, the bandwagon
effect that it seems to have inspired in local terror outfits. Irrespective of whether
they agree with the ISIS ideology, groups like the Indian Mujahideen® and other
extremist outfits have been seen as eager to latch on to brand ISIS, in a bid to
garner attention. Media reports quoted intelligence agencies saying that “Instead
of forming its sleeper cells, the Internet and social media has become another
platform for the terror outfit to scout for vulnerable youth belonging to the
minority community. All agencies are keeping a close tab on the suspect areas
where the IM was most active”.4! The outfit had also uploaded a video of the
ISIS Chief, Abu Bakr al-Baghdadi, with Hindi, Urdu and Tamil subtitles.4?

Inspiring ‘Overt War of Ideas’ and Recruitment by Indian Insurgent Groups
One of the spin-offs of the blatant use of social media propaganda by the ISIS
is that insurgent groups in India are catching on to the potential of social media
to attract recruits. Intelligence officials shared with media a set of photographs
and a video that went viral in Kashmir, showing “eleven Hizbul Mujahideen
(HM) militants posing in army-style combat fatigues”.** This photograph emerged
just a few days after similar photographs were uploaded by militants in the North
East, of armed cadres posing in the forests with assault rifles.* This group
NSCN-K was responsible for an ambush on the Indian Army that had killed 18
soldiers in Manipur. The message was clearly signalling that the “war of ideas
against the establishment” is no longer covert, but aims to ‘inspire’ recruits overtly.

India’s Attempts to Push Back ISIS Radicalisation

Indian Government agencies have been working on plans to counter social-media
radicalisation in India. While experiments like “Social Media Labs” by the
Mumbeai police, scouring social-media content to isolate influencers and prevent
mishaps have been emulated across India, emphasis has been made to institute a
de-radicalisation programme. The programme according to a government official
quoted by the media, has tried to address the issue at three levels: At the first,
macro level, through preventive arrests, at the second level, counter-narratives to
discourage youths and give incentives to renounce violence and at the third, to
work at the micro level with individuals.*> However, this is no easy task. A
government secretary was quoted saying, “It is hard to gauge the success of these
programmes. But with this programme, disengagement from extremist groups
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has been managed but re-radicalisation is proving to be difficult. Many jihadis
go back to the vortex of terror.”4

Attempts have already been made to reach out to the Imams of various Muslim
communities in India, to use their Friday sermons to address the youth on why
rejecting the ISIS-ideology should be their call of duty. In fact over 1,050 Indian
Islamic scholars and clerics have issued fatwa against the ISIS, describing its acts
and actions as against the basic tenets of Islam.* In cities like Bengaluru, the
Imam of the Jamia Masjid, has started an initiative to counter propaganda of the
kind unleashed by Islamic State by organising outreach programmes in colleges
and using social media platforms, such as WhatsApp. A WhatsApp group of
around 150 maulanas has been created to devise a communication strategy to
prevent radicalisation of youths.® All these are great building blocks to a
comprehensive effort to counter the ISIS ideology in India. The impetus has to
remain in sustaining these efforts over time and to look beyond instant solutions.

Conclusion

It has been argued that “if ISIS and what will surely be a growing number of
imitators are to be defeated, then statehood — and, more importantly, states that
are inclusive and accountable to their own people — are essential”.#’ This holds
true for both the global and local fight against ISIS. The world has seen decades
of terrorism and insurgency to understand that escalation of violence is linked
to failed politics, governance, and economic development. Reports from Iraq
and Syria have shown that the civil causes of violence are so deep that no defeat
of extremist movements alone can hope to bring any lasting form of security
and stability.

For India, indifference is no longer an option. The ISIS has brought the
fight to our doorstep. In the previous sections, this paper has tried to elucidate
that the appeal of ISIS works at multiple levels for its many followers across the
globe. So targeting social media propaganda with monitoring and surveillance
alone will not help, unless one is looking at it purely to assist intelligence gathering
efforts. The approach of the Indian Government so far, as discussed above, has
been moving in the right direction, but it needs to be sustained. While Indian
agencies are aware of the looming challenge, they need to buff up capacities to
match the scale of the challenge. Counter-narratives need to address the roots of
the feelings of disillusionment, alienation and economic and social insecurity felt
by the youth. This requires a comprehensive assessment of why particular sections
of the population are being targeted from specific areas, and will not be successful
if the approach is ad hoc. The fact that the Prime Minister is leading the effort
with security agencies to discuss security threats, especially those rising from the
influence of the ISIS, the role of social media in violent crimes and left-wing
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extremism, signals the emphasis being laid on India’s efforts to preserve its national
security.”’
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Islamic State and the Threat of
Chemical Weapons

Reshmi Kazi

The United Nations (UN) Mission to Investigate Allegations of the Use of Chemical
Weapons in the Syrian Arab Republic presented a fact-finding report to the UN
Secretary-General, Ban Ki-moon, in September 2013. The “Report on the Alleged
Use of Chemical Weapons in the Ghouta Area of Damascus on 21 August 2013”
suggests that ‘chemical weapons were used on a relatively large scale, resulting in
numerous casualties, particularly among civilians and including many children”.!
Investigations revealed that in the ongoing conflict between the Assad regime and
rebels in Syria, surface-to-surface rockets containing sarin were fired
indiscriminately against innocent civilians at suburbs of Damascus on August
21, 2015 killing hundreds of people. While it yet remains to be established
whether the regime or the rebels used chemical weapons, compelling evidence
corroborates their use. These incidents raise new questions about the evolving
threat posed by weapons of mass destruction (WMD), including chemical
weapons, and sub-national militant groups like the Islamic State. It also focuses
on the evolving nature of warfare involving the use of chemical weapons. Further,
it draws attention on the ability of the international community to combat the
threat of chemical terrorism.

The recent chemical weapons attacks in Syria and Iraq are not unprecedented.
Since the twin nuclear bombings of Hiroshima and Nagasaki in 1945 by the US,
chemical weapons are the only WMD that have been used for both strategic and
tactical purposes alike. The March 1988 Halabja chemical attack killed between
3,200 and 5,000 people and injured more than 7,000 to 10,000 civilians. Iraq
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is believed to have dropped bombs containing the blister agent mustard gas on
the Kurdish population during the end of the Iran-Iraq War in the 1980s. Chemical
agents are reported to have been used by terrorist-based cult organisations like
the Aum Shinrikyo. In recent times, growing evidence indicates that the Islamic
State of Iraq and the Levant (ISIL; also called the Islamic State) is likely to have
obtained mustard agent from Syria or Iraq.? They are also suspected to have used
mustard agent against Kurdish forces in Iraq in August 2015.% In the past several
months, several sources have claimed that ISIL could pose a potential WMD
threat. Mainstream media reports have raised the alarm about ISIL seizing chemical
weapons and materials for their nefarious activities. That the alarm was not just
a figment of imagination or merely hypothetical was clear when the British Home
Secretary, Theresa May, warned that ISIL “will acquire chemical, biological, or
even nuclear weapons to attack us”.* With more and more territory coming under
the control of the ISIL terrorists, its potential as a WMD threat is becoming less
hypothetical and more real. In this context, this paper attempts to analyse the
evolving threat of chemical terrorism and its consequent proliferation concerns.
It also seeks to explore whether the Islamic State is seeking to acquire any WMD,
and the likelihood of ISIL resorting to the use of chemical weapons. The paper
concludes by making some suggestions for strengthening the defences against
any chemical weapons threat.

The Chemical Weapons Threat

Historical documentations have confirmed that chemical weapons constitute the
most commonly used and proliferated form of WMD. According to the Chemical
Weapons Convention,

Chemical weapons means toxic chemicals and their precursors, prohibited
under the Convention, toxic munitions and devices, specifically designed to
cause death or other harm and any equipment specifically designed for use
directly in connection with the employment of munitions and devices as
specified above.

The toxic chemical properties of these weapons cause varying levels of physical
harm ranging from burns, blisters, respiratory problems to death. Some chemical
agents like mustard gas are gruesome, which hideously disfigures skin, sears lungs
and mucus membranes and blinds. Since mustard gas has no antidote, it raises
the fatality rate exponentially. Besides physical incapacities, the psychological
effects of chemical weapons can inflict devastating impact causing mass panic
and chaos. Chemical weapons agents can be classified into three major categories,
as follows:

* Nerve agents like sarin, tabun, soman and cyclosarin.
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* Blistering agents like mustard gas, also called sulphur mustard, lewite
and nitrogen mustard.
* Choking agents like chlorine, phosgene and diphosgene.

Chemical weapons are sometimes described as poor man’s nuclear weapons.
Chemical weapons have the potential to cause mass casualties by using small
amounts of poison gas. Unlike nuclear explosives, which are difficult and
expensive to procure, chemical weapons can be manufactured from cheap and
readily available raw materials. Interestingly, many of the components of toxic
chemicals have dual-use applications and are essential for peaceful purposes. For
example, the ingredients and manufacturing process for making parathion, a
pesticide, can be readily used to develop deadly nerve gases like sarin, soman
and tabun. Similarly, pesticide, petrochemical or detergent plants can be adapted
as potential facilities to manufacture the virulent mustard gas. Water treatment
plants that use chlorine for purification purposes is a potential source that can
be used for developing poisonous chemical substances. The dual-use element
and relatively easy availability makes toxic chemical substances considerably
appealing to non-state actors.

History of Chemical Weapons Use

The use of chemical weapons has roots in ancient human civilisations. Historically,
the Sumerians, Egyptians, Hebrews, Romans, Greeks and Asians have recorded
the use of chemical poisoning for maiming and injuring their enemies. Despite
efforts to ban chemical weapons at the Hague Convention of 1899 that prohibited
the use of “poisonous arms” and “asphyxiating gases”, states have not stopped
using chemical weapons in conflicts large and small to the present day. In modern
times, chemical weapons were employed on a large scale during World War I
when clouds of chlorine and phosgene gases filled in pressurised canisters were
dispersed into the air by Germany that killed hundreds of French troops in Ypres,
Belgium. This incident shocked the long-held understanding that civilised armies
must refrain from using deadly weapons and boosted the indiscriminate use of
lethal weapons in later years. The 1925 Geneva Protocol prohibiting the battlefield
use of chemical weapons has been unable to prevent the development of toxic
chemicals, both as strategic and tactical tools of terror. Egypt used phosgene and
mustard agents during the 1963-67 Yemen Civil War. In March 1988, during
the Iran-Iraq War, Saddam Hussein ordered raining of mustard gas on the pro-
Iranian Kurdish commanders in Halabja in 1988, killing up to 5,000 men,
women, and children in what is known as the world’s most deadly use of chemical
weapons against civilians. During the Cold War, the United States and the Soviet
Union both maintained thousands of tonnes of chemical weapons stockpiles,
enough to have catastrophic effects on human and animal life.
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Other than states, deadly chemical warfare agents are known to be used by
terrorist groups. The Japanese cult, Aum Shinrikyo’s interest in chemical terrorism
can be traced back to 1990. Between 1993 and 1995, Aum launched 10 known
chemical weapons attacks, with intentions ranging from assassination to mass
murder. In the Tokyo subway sarin attack of March 1995, the Aum cult members
released sarin gas on several lines of the Tokyo subway, killing 12 and injuring
5,500 others to varying degrees.® The grotesque chemical weapons attacks by
Aum Shinrikyo had drawn international attention on the dangers posed by
chemical weapons and their potential tactical use by terrorists. Between October
2006 and June 2007, Al Qaeda targeted the Sunni population in the Iraqi cities
of Ramadi, Baghdad and Falluja with chlorine gas, leaving 115 killed and 854
injured (including 85 children).” Between April 2012 to June 2013, 23 poison
attacks on girls’ schools in Afghanistan, allegedly by the Taliban militants, were
recorded.® Some of these incidents involved cases of water poisoning leaving 1,924
children and many more severely injured.” In recent times, there has been an
increase in the use of chemical weapons in the conflicts zones of the Middle East.
For example, since March 2013, deadly chemical weapons have been continually
used in the conflict zones in Syria. Poisonous chemical gases like chlorine, nerve
gas and mustard gas are reported to have been used in several barrel bomb attacks
in Hama, Aleppo and Idlib suburbs of Syria. The chemical attacks have killed
thousands of innocent civilians including women and children, with the official
death toll having reached 1,400 people already, and rising further with hundreds
more critically wounded in the surrounding districts.

ISIL and Chemical Weapons

Of late, compelling evidence is mounting that the ISIL militants are likely to
have used mustard agent against Kurdish forces in Iraq in August 2015.'° Reports
indicate that ISILs use of chemical weapons is no longer unprecedented. In
October 2014, Iraqi officials investigated claims that ISIL used chlorine as a
weapon in Dhuluiya, Iraq. In March 2015, Kurdish authorities claimed that ISIL
had used chemical weapons against Peshmerga fighters outside the Iraqi city of
Mosul. These reports raise questions about the intentions, motivations and
capabilities of the Islamist militants. Are the ISIL militants seeking to acquire
WMD like chemical weapons for accomplishing their objective of establishing
the Islamic State? Are they seeking the return of the Caliphate with the aid of
the worst possible means of terror? How can the acquisition of virulent chemical
weapons help them to achieve their objectives? Do they have the requisite
competence to acquire and weaponise chemical substances for terror activities?
In order to address these questions, it is important to undertake a reality check
to consider the threat of chemical terrorism from the ISIL militants. The issues
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must be adequately preceded with some basic questions and their logical answers
to assess if there is any emerging correlation between the ISIL terrorists and
chemical weapons that heeds serious attention.

Is ISIL looking for chemical weapons?

ISIL militants are suspected to have used mustard agent against Kurdish forces
in Iraq, which is the first indication that the militant group has obtained banned
chemicals.!! According to the US intelligence assessment, the Islamic State could
have obtained mustard agent from Syria, probably left behind in some hidden
cache when the Assad government agreed to give up its chemical weapons arsenal
and facilitated the destruction of large quantities of chemical weapons in 2013.
The US intelligence sources view that the militants were unlikely to have seized
the chemical agent from the Syrian regime before the regime was forced to hand
over its stockpile under the threat of the US airstrikes in 2013.12. Alternatively,
ISIL militants could have also acquired weapons left over in Iraq from their old
WMD programme. However, it is believed that the possibility of ISIL militants
obtaining chemical agents from Iraq is low. This is because the US military would
have probably discovered it during the military campaigns it waged in Iraq over
the past decade. Though logically the possibility appears feasible yet unanswered
ambiguities remain a worrisome issue. There is further speculation that chemical
weapons stockpiles of former President Gaddafi in Libya had fallen into rebel
hands during the Libyan crisis and are actually circulating among select jihadi
groups, including ISIL, and could make their way into crisis spots all over the
world.”? The present Libyan regime considers the discovered chemical weapons
as part of Gaddafi’s “undeclared stockpiles” that were not completely destroyed,
nor was there any material accountancy of the same.'* It can be further speculated
that even if all the chemical weapons were destroyed, the absence of any data on
the original hoards leaves critical gaps about the entire stockpiles. This also creates
challenges in calculating whether and how much of chemical weapons have fallen
into wrong hands.

While conclusive evidence still remains elusive about ISIL using chemical
weapons in Syria, certain significant inputs provide critical pointers towards this
dastardly act by the Islamic militants. Fragments from mortars fired by Islamic
State militants at Kurdish fighters in northern Iraq earlier this month tested positive
in a US military field test for the chemical agent sulphur mustard.” Kurdish
fighters in both Iraq and Syria have blamed ISIL for its alleged use of chemical
weapons. The Peshmerga General Command stated:

The terrorist Daesh [ISIL] launched 45 120mm mortar shells tipped with
chemical heads on Peshmerga positions, which led to the injury of a number
of Peshmerga forces with burns on different parts of their bodies.'
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The US intelligence agency believes that ISIL had at least a small supply of
mustard agent much before it attacked the Kurdish forces. While more
authoritative reports await confirmation of ISIL using WMD existential evidence
continues to point towards this possibility.

It is clear that the ISIL terrorists are trying to develop rudimentary forms of
chemical weapons for unconventional terror tactics. The ISIL has already
challenged the leadership of Al Qaeda, the only known group, other than Aum
Shinrikyo, with declared intention to acquire nuclear weapons. Perhaps, ISIL
would consider it a challenge to acquire some sort of WMD to establish their
status as the only leader of the “jihadi terrorism movement”. It is too early to
conclude that the ISIL militants will be successful in acquiring WMD. However,
it is important to make a threat assessment of the intentions, willingness, financial
capability, available technical expertise and past record of brutal groups like ISIL
to evaluate whether they constitute a WMD threat.

Can the ISIL militants gain access to poisonous chemical substances and
technology?

ISIL has over the past year extended its influence across the Middle East. Since
June 2014, it has taken control of large territories from Raqqa, Syria, to Mosul,
Iraq. They have also formally declared a caliphate in Yemen in early 2015. ISIS
supporters are also operating in central, south and east Yemen, specifically Tarim
in Hadramawt, where they have raided several military sites. The capture of large
territories serves two-fold purposes. First, amassing of more and more territories
facilitates their objective of establishing the Islamic State. Large swathes of land
under a single authority and ISIL-established government mechanisms confer
upon them the legitimacy that the Islamist terrorists are seeking. Second, with
large territories under their fold, the Islamic militants can utilise them as suitable
safe havens for laboratories and other facilities to manufacture deadly chemicals
weapons.

With the IS making steady advances into Syrian territory after declaring its
intention to establish an Islamic Caliphate, the alarming prospect of WMD,
including chemical weapons, falling into its hands could become a reality.'” Syria
is believed to be in possession of huge stockpiles of chemical weapons. In 2014,
the Syrian President, Bashar al-Assad, let international inspectors supervise the
removal and destruction of all chemical weapons. The Organisation for the
Prohibition of Chemical Weapons (OPCW), the international body responsible
for implementing the Chemical Weapons Convention (CWC), announced in
October 2014 that almost all of Syria’s declared chemical agents and precursor
chemicals had been safely and irreversibly destroyed.’® However concerns still
persist over the status of Syria’s chemical weapons stockpiles. It is believed that
the Assad regime did not give up all of the chemical weapons."” The supervision
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of the destruction of Syria’s chemical stockpiles by the international inspectors
was controlled to a large extent by the Assad regime.? This leaves room for enough
suspicion that Assad might still retain stocks of chemical weapons and could use
them in an attempt to prevent his removal. It is suspected that the weapons-
research facilities run by the Syrian Scientific Studies and Research Centre in
Damascus are being used to develop and deploy a new type of chemical bomb
filled with chlorine.?! Intelligence officials also suspect the regime may have
squirrelled away at least a small reserve of the chemical precursors needed to
make nerve agents, sarin and VX.?? It is feared that the Islamic State militants
might seek to get these chemical weapons under their possession. Given the
prevailing domestic turmoil in Syria, it is apprehended that country’s critical
military bases, supply lines and research facilities are becoming increasingly
vulnerable to terrorist groups like ISIL. This is because the ISIL militants will
simply follow the Willie Sutton principle while seeking materials for making
chemical weapons and will target those vulnerable facilities where toxic chemical
substances and materials are housed, poorly safeguarded and easily accessible.
The contflict situation in Syria and neighbouring Iraq provides ideal sources for
ISIL to seek and acquire chemical weapons.

Does ISIS have the technical competence and expertise to manufacture
chemical weapons?

The US intelligence analysts have assessed that the Islamic State militants in all
likelihood has an active chemical weapons research cell dedicated to building
chemical weapons. Noted British monitoring groups, the Conflict Armament
Research and Sahan Research in their internal report to the Kurdish government
in Iraq have assessed that mortar shells fired in Syria appeared to have been
manufactured in an “ISIS workshop by casting iron into mold method. The
mortar contains a warhead filled with a chemical agent, most probably chlorine”.??
The US intelligence sources ascertain that the ISIL militants are continuously
working towards developing more sophisticated chemical weapons. For this
purpose, the terrorist group is recruiting “highly trained professionals”.* These
facts indicate that the Islamic militants are undertaking “serious efforts” to grow
their chemical weapons stockpiles. According to the Australian Foreign Minister,
Julie Bishop, “Da’esh [ISIS] is likely to have amongst its tens of thousands of
recruits the technical expertise necessary to further refine precursor materials and
build chemical weapons.”? ISILs attempt to acquire WMD, including nuclear
weapons, has been emphasised upon by India. India has expressed concern that
ISIL could likely acquire a nuclear bomb from Pakistan. Interestingly, India’s
concerns echo claims made by the ISIL terrorists that they are ‘infinitely’ closer
to getting hold of a nuclear weapon, emphasising that they could buy it via corrupt
Pakistani officials.? Acknowledging the potential threat from ISIL, Home
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Minister Rajnath Singh “admitted that online recruitment by Islamic State (IS)
had become a major security challenge for India”.?” In an issue of their official
English-language propaganda magazine, Dabiq, the ISIL militants have drawn a
hypothetical operation wherein “the Islamic State [with] billions of dollars in
the bank, [will] call on their wilayah in Pakistan to purchase a nuclear device
through weapons dealers with links to corrupt officials in the region”.?® The article
suggests that such a weapon could be smuggled into the US homeland either
over land from Mexico or Canada, or by boat.

Following the June 2015 chemical attacks by the ISIL forces, Kurdish militia
had captured industrial-grade gas masks from the attacked sites confirming that
they are prepared and equipped for chemical warfare on this front.?’ The Kurdish
fighters had also gathered “makeshift chemical projectiles” fired by ISIL in Syria
as evidence that the Islamic militants are improving on their capabilities in
unleashing chemical terrorism. With steady flow of engineers and scientists as
recruits, dual-use advantages of chemical substances and widely available
knowledge to produce poisonous chemical weapons, the potential for chemical
terrorism to enter a new era of catastrophe remains significant. For example,
many of the ingredients of chemical gases are essential in peaceful applications.
The precursors and processes used for making parathion, a pesticide, can be readily
adapted to manufacture toxic nerve gases like sarin, soman and tabun. Similarly,
the knowledge to make the mustard agent is widely available and process involved
can be carried out by trained recruits. There are readily available components of
chemical weapons and there is vast commerce, in industrial chemicals, which can
provide potential pathways to terrorists seeking to obtain virulent chemicals.
Unlike their nuclear equivalent, only limited scientific and engineering knowledge
is needed to turn them into virulent weapons.

What is more challenging is that the rapid advancement in the fields of
neuroscience and in particular neuropharmacology increases the threat from
chemical substances manifold. The potential benefits for treating neurological
impairment, disease and psychiatric illness are immense; but so too are potentially
harmful applications — specifically the development of a new range of lethal, as
well as incapacitating, chemical warfare agents.>® Nanotechnology has enormous
potential in providing medical care, but it could be transformed to creating more
powerful chemical weapons. The knowledge of nanotechnology developed by
the chemical pharmaceutical industry to make more effective products could be
used to make nanotechnology-based weapons which are easier to create, more
deadly, and more insidious than conventional chemical agents.>' Besides, the
personnel including scientists, pharmacists and chemical engineers trained in
producing toxic chemicals for non-weapons purposes are a potential source that
run the risk of being suitably exploited by terrorists for nefarious purposes.
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Developing chemical weapons is no longer a formidable challenge for ISIL. With
suitable recruits, available knowledge and accessible chemical substances, it is
not a complex task to weaponise toxic chemicals. A confidential assessment by
the American intelligence analysts concludes that nearly 30,000 foreign fighters
have travelled to Iraq and Syria from more than 100 countries since 2011.% In
2014, it was estimated that about 15,000 combatants from 80 countries, went to
Iraq and Syria mostly to join the Islamic State.® This indicates that despite
concerted efforts to stem the flow, the ISIS has been successful in disseminating
its influence worldwide and gain recruits for its activities.

Do the Islamic State militants have the necessary delivery vebicles to carry
chemical bombs to the target area?

Unfortunately, the answer to this question is in the affirmative. A chemical weapon
attack can be launched in two ways — delivery and dissemination. The most
significant aspect of chemical weapons is the efficiency of dissemination of toxic
chemical agents. The most effective method of disseminating lethal chemical
weapons is by launching it through munitions which include rocket bombs,
submunitions, projectiles, warheads, and spray tanks. Chemical weapons can also
be transported through trucks, missiles, landmines, aerosol canisters, mortars,
air dropped gravity bombs or artillery shells. Dissemination is commonly carried
out by means of explosives that expel the chemical agent laterally. In this method,
the techniques of filling and storage of munitions are of critical importance to
inflict maximum damage. The principal method of disseminating chemical agents
has been through the use of explosives.*® During the Iran-Iraq War, Iraq
disseminated toxic mustard gas and tabun with artillery shells, aerial bombs,
missiles, rockets, grenades, and bursting smoke munitions. North Korea is believed
to have developed chemical warheads for its Scud-B and Scud-C ballistic missiles.
However, there are certain complex engineering challenges posed by warheads
filled with chemical agent and mounted and delivered with ballistic missiles. For
this reason missiles fitted with spray tanks would serve as particularly effective
delivery vehicles.> The evidence collected from the series of recent chemical
attacks in Syria has traces of mustard agent and chlorine gas left behind on
fragmented pieces of mortars, artillery shells, projectiles tank sprays, gas cylinders
and munitions used for delivery of nerve agents.?® The emerging potential threat
of chemical terrorism from the ISIL militants is real. With preliminary impact
achieved, ISIL now well understands the effectiveness of chemical weapons as an
ultimate weapon of terror. It is only logical to presume that it will attempt to
heighten its terror activities to the next level. Trainee terrorists studying at an
ISIL-controlled university in Iraq are feared to be planning mass casualty chemical
attacks, and miniature drones could be used to do the deed.’” Unmanned Aerial
Vehicles (UAVs) are the ideal platform that combatants may utilise to disperse
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chemical agents.*® Moreover, with the upsurge of suicide bombers, who seek
martyrdom, crude chemical weapons can be easily transported for detonation in
a densely populated area. Porous borders can increase the risks of terrorists
smuggling chemical and other WMD materials by terrorists.

Why would ISIL resort to chemical weapons as means to spread terror?

Alongside acquiring territory to establish legitimacy, the ISIS has been active in
striking terror within the Middle East. The brutality that the terror group has
displayed is gruesome. From beheadings, mass shootings to burning people alive,
ISIL has surpassed all levels of brutality. One reason for this ghastly brutality is
to seek the world’s attention and convey just how far it is willing to go to achieve
its goal of establishing the Caliphate. Given the increasing degree of lethality of
ISIS terrorists, it can be presumed that they will not hesitate to further mount
their inclination for cataclysmic terror activities. The conventional view suggesting
a minimal likelihood of terrorists using WMD has significantly evolved,
particularly with the 9/11 attacks. These attacks revised the conventional form
of thinking and led to serious thought being given to the possibility of WMD
being used outside the context of general inter-state warfare by terrorist groups.
Richard Betts has argued that Chemical, Biological, Radiological and Nuclear
(CBRN) weapons, which were considered the “frontier of warfare” and principal
weapons of powerful states, have now increasingly evolved to be “weapons of the
weak — states or groups that militarily are at best second class”.? These WMD,
which were earlier symbolic of strength, are now believed to be instruments of
vulnerability and weakness making them “the only hope for so-called rogue states
or terrorists who want to contest American power”.* Terrorist violence is a costly
form of signalling. It is difficult for them to impose their will by the direct use
of force. However, sometimes terrorists are successful in persuading their targets
to do as they wish by convincing the latter about their ability to impose costs
and their determination to do so. Given the conflict of interest between terrorists
and their targets, ordinary communication or ‘cheap talk’ is insufficient to change
minds or influence behaviour.*! If Al Qaeda had informed that it would kill
four million Americans unless they withdrew from Saudi Arabia, the threat might
have caused concern but the impact would not have been the same as with the
attacks that followed in September 2001. Since it is hard for weak actors to make
credible threats, terrorists are forced to display publicly just how far they are
willing to go. Use of chemical weapons and other WMD fits well into this strategy
of terror groups like ISIL. This presumption is not totally unfounded, as warnings
have been sounded from several quarters about ISILs intention of obtaining and
possibly resorting to the use of WMD. Experts have already warned, “The risk

of a terrorist attack using nuclear or chemical weapons has just gone up.”#

Chemical weapons are a desirable option for ISIL militants both for strategic
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and tactical purposes. Strategically, any successful act of terror by means of WMD,
including chemical weapons, would be an enormous technological achievement.
It would enable terrorists to convey to the world their technical competence,
capabilities and effectiveness in carrying out the objectives successfully. This would
invariably facilitate them to seek the attention of the international community
towards them for facilitating “suitable deals”. “From a motivational standpoint,
the acquisition of a working nuclear weapon would represent the ultimate
capability for fanatic politico-religious terrorist groups.” In tactical terms,
subnational groups, both independent and state-sponsored, could manufacture
or procure toxic chemical warfare agents to intimidate the civilian population.

As the entire populace of any nation cannot be safeguarded against massive
WMD attacks, the impact of any attack involving toxic materials could be acute.
Even though the consequences of the Aum Shinrikyo attack in Tokyo was limited,
the international community remains increasingly concerned about the use of
toxic chemicals and has been unable to come to terms with the complexity of the
problem. Given the vulnerabilities involved, chemical weapons remain an attractive
option for ISIL. Hamish de Bretton-Gordon, former commanding officer of the
United Kingdom CBRN Regiment, wrote in 7The Télegraph that ISIL has “no
boundaries in terms of its war of terror, and using chemical weapons is one of the
ultimate ways of spreading fear and panic among its enemies”.*

Islamic State militants’ penchant for chemical weapons can be analysed from
the rising statistics of terrorism fatalities. International terrorism is on the rise,
with an almost fivefold increase in fatalities since September 11, 2001 attacks.
According to the 2015 Global Peace Index report, deaths caused by terrorism
increased by 61 per cent in 2013, which resulted in almost 18,000 people being
killed in terrorist attacks. Of those deaths, 82 percent occurred in just five
countries: Iraq, Afghanistan, Pakistan, Nigeria and Syria.* The groups identified
for unleashing most of these activities are: the Islamic State in Iraq and Syria;
Boko Haram in Nigeria; the Taliban in Afghanistan; and Al Qaeda in various
parts of the world. Unfortunately, most of these terrorist groups operate in Asia.
According to the report, Syria remains the world’s least peaceful country, followed
by Iraq and Afghanistan.“® According to the Global Terrorism Index 2014 report,
the number of fatalities has steadily grown over the last 14 years, from 3,361 in
2000 to 11,133 in 2012 and 17,958 in 2013, a 61 percent increase.?’ Alongside
a rise in fatalities, terrorism has also become more widespread. The number of
countries experiencing more than 50 deaths rose to 24 in 2013; the previous
high had been 19 in 2008.%8 In 2013, more than 80 per cent of the lives lost to
terrorism occurred in only five countries — Iraq, Afghanistan, Pakistan, Nigeria
and Syria.*’ These growing fatalities bring into question the counterterrorism
strategies of the Western powers. It also emphasises upon the critical requirement
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of developing and implementing a sound strategy for combatting the threat posed
by the indiscriminate use of chemical weapons by terrorist groups like ISIL.

Conclusion

It can be established with fair degree of certainty that ISIL has the intention and
resolve to kill large numbers of innocent civilians. What further exacerbates this
threat is ISIL increasing its control over large urban territories, amassing huge
amounts of cash, and building up a global network of recruits through social
media. Reports also claim that ISIL already has sleeper cells in Lebanon. Further,
it has forged alliances with other terrorist groups. The ISIL terrorists are apparently
gaining steady access to the basic requirements for developing their own chemical
bombs. The vast global network also provides them access to radicalised recruits
who might possess technical knowledge to build crude chemical devices. ISIS
has access to vast resources that fund its terror activities. Unfortunately, there are
a number of like-minded terror groups and organisations that provide ISIL
essential funding and a global network of recruits.’® Besides occupying territories
of land in Iraq, Yemen and Syria, ISIL also controls large oil fields within these
territories. This is yet another source of monetary assets that can help ISIL bribe
corrupt officials in Russia or Pakistan in order to gain access to sensitive nuclear
or radioactive materials.

The primary objective of ISIL is to facilitate the return of the Caliphate.
Between the territory ISIL controls in Syria and its growing gains in Iraq, the
militants have managed to secure a significant swath of territory, stretching from
the outskirts of Aleppo in the west to towns in Irag’s east.’! The Indian intelligence
agencies have sounded an alarm following reports of the growing presence of the
ISIL in Afghanistan’s Farah and Nangarhar provinces.”? India apprehends that if
ISIL spreads across Afghanistan, Pakistan and Central Asia, it could “pose a long-
term threat to South Asia”.> It is clear that central to ISILs notion of developing
build its colossal army, it aspires to besiege and control territory spanning from
Morocco and Spain out to Sri Lanka and the border of China within the next
five years.”* To prevent the spread of ISILs influence and territory, the international
community must take necessary military and political steps with immediate effect.
Besides, the law enforcement and intelligence agencies must be reinvigorated with
new strategies and methods to prevent ISIL from spreading its tentacles. Efforts
must be made towards greater intelligence-sharing between the India and Pakistan
to destroy any safe havens set up by the Islamic State militants in the region.

There is no ready defence against the threat of chemical or any other form
of WMD terrorism. However, the emerging risks of chemical terrorism will escalate
if the prevailing trends remain unchecked. The terrorists failed to seize nuclear
weapons and materials in the aftermath of the political turmoil following the
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breakdown of the Soviet Union. They might see the prevailing political instability
in the Afghanistan-Pakistan region as another opportunity to realise their goal of
securing chemical weapons or materials. The critical need of the hour is an
institutionalised system of high-level guidance based on effective intelligence and
oversight to deal with the threat of emerging chemical terrorism in Asia and
other parts of the world.
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Financing of Terrorism in Asia:

Emerging Trends

Vivek Chadbpa

Terrorism has witnessed striking evolutionary trends in the last few years. The
most challenging and radical amongst these has been the rise of the Islamic State
(IS). This has also been accompanied by a number of other ideologically driven
terror groups, which have in most cases displayed levels of intolerance and disdain
for life that has come to characterise their modus operandi. These evolutionary
trends have been highlighted in region and country-specific articles of this volume.
This paper concentrates more specifically on the financing of terrorism. It is this
essential facet, which is often rightly described as the lifeblood of terrorism, given
the sustenance that it draws from a ready and sustained flow of finances.
Terrorism for all its commonalities in terms of the use of violence, exploitation
of mass media and funding systems, does have distinct characteristics, which
makes each example unique. An assessment of the emerging trends of terrorism
in Asia must therefore be accompanied by a cross-section of case studies, which
can help provide a broad-based analysis of these trends. The chapter takes up
three case studies in order to establish common trends, as well as differences that
are prevalent in the regions of Asia. The first case study of this selection includes
the funding pattern of the IS, which has emerged as the most affluent terrorist
group in the world. Its rapid rise and influence on strategic affairs makes it all the
more relevant and interesting. The second deals with the Lashkar-e-Taiba (LeT).
The LeT, which began with its focus firmly on Jammu and Kashmir (J&K) in
India, has evolved as one of the best organised and fanatical terror outfits that has
made its presence felt well beyond its initial target area. It has also established a
well-oiled and resilient funding system that has successfully withstood pressure
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from countries like the US. The third case study analyses the financing of Indian
Mujahideen (IM). Though much smaller than the previous two and with limited
funding resources at its disposal, the IM has morphed into a weapon of proxy
war for Pakistan. Given its predominant funding from its master and benefactor,
the Inter-Services Intelligence (ISI), the group has become an example of how
Pakistan has successfully exploited radical and disillusioned youth in the country
to forge an instrument of hate.

The chapter suggests that terrorist groups tend to exploit every possible
opening available to them for sourcing, transfer and utilisation of funds. It is also
evident that they remain flexible in their approach towards sourcing and transfer
of funds. As and when a source or channel dries up, alternate means are employed
to sustain the financial needs of the network. The ability of a group to sustain
itself also improves as a result of the diversity of sources employed, which provide
an inherent redundancy within the financial structure. The combination of modern
means of communicating with potential donors, globalised transfer systems and
age-old value transfer mechanisms has made the financial network of some of
these groups extremely resilient and resistant to external impact. The only
limitation that some of them like the IS face is the potential gap between demand
and supply, which can be impacted by external action against highly cash rich
sources like extraction and smuggling of oil.

There are a number of terrorist groups in Asia, however, the selection of case
studies has been based on three factors. Firsz, an attempt has been made to analyse
terrorist organisations, which carry out their funding in very distinct ways. The
methods employed by the groups are unique and establish a trend, which helps
draw relevant conclusions for the larger challenge of the financing of terrorism
as relevant to Asia. In essence, these trends reflect upon the importance of local
sourcing of funds, external support patterns, exploitation of technology and new
media as tools of terror funding. Second, besides the factor of internal funding,
which has been witnessed in the past as well, the IS presents a rare case study of
a group which physically controls a geographical area and not only exploits it for
funding but also administers it through the same resources. 7hird, while all three
groups are distinct, with their signature operational patterns, however, each of
these has either directly or indirectly impacted India and its citizens. This has
been witnessed in the form of terror strikes in case of LeT and IM, and recruitment
in case of all three — the larger challenge of radicalisation and a potent threat to
Indian national security. This makes the case studies relevant to evolving security
concerns, as they directly impinge upon present and future threat perceptions. In
a larger context, with the exception of the IM, the other two terrorist groups
assessed, are equally relevant for countries in Asia and for the world at large. The
case studies aim to provide a broad-based assessment of the sources, means of
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transfer and utilisation of terror funding. In doing so, the chapter provides a
comparative perspective of the financing of terrorism and its key differentiating
characteristics.

CASE STUDIES

Islamic State

The meteoric rise of the IS is a phenomenon which few could have forecast. It
successfully secured areas in a blitzkrieg that has few parallels amongst terrorist
groups the world over. The capacity of forces at the disposal of the group clearly
indicated a well-established and affluent system of funding operations. This is
especially the case, since the IS fought against state forces in both Iraq and Syria.
The IS also repudiated the conventional understanding that terrorist groups are
amorphous, decentralised and virtually invisible organisations, which come to
the fore only when they eventually strike at their targets. The Al Qaeda reinforced
this belief and emerged as a highly evolved model, which had the capacity to
function despite the combined force of some of the most powerful and resourceful
countries in the world. It did not believe in capturing and holding territory to
further their ideological objectives. nor did they establish physical control to
support their funding efforts.

In contrast, the IS at the peak of its power had succeeded in occupying almost
40 per cent of Iraqi territory in 2014." The area under control in Syria is an even
more shocking 50 per cent of the country.? This marked a reversion to traditional
methods employed by insurgents, wherein, they controlled areas and virtually
ran a parallel government in liberated zones. The IS decision to hold territory
and fight against national armies despite their superior capability was based on
the local support base derived from the Sunni population and erstwhile military
commanders of Saddam’s army.’ The sustenance and success was equally reliant
on the substantial financial muscle created and sustained by the IS.

The IS strategy is aimed at controlling large geographical areas both in Iraq
and Syria, thereby, giving the group the advantage of exploiting existing resources
there. The most rewarding for IS was the capture of oil wells, which was seen as
the prime asset in these areas. There are different assessments regarding funding
generated from the sale of oil. Amongst these, the Newsweek suggested that the
areas under the occupation of IS can produce 80,000 barrels of oil per day. The
control over oil resources in Syria is even larger, with a potential of 385,000
barrels, which is 60 per cent of the capacity of the country.* As per last year’s
estimates, when the IS had greater military control over its areas and the price of
oil was in the range of $ 80 per barrel, discounted sale of oil gave the IS an
estimated $ 1.5 to 3.6 million per day.’ A more conservative estimate by the
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International Energy Agency, places the total output per day at 20,000 barrels,
given the challenges of continued extraction over time.® The UN Security Council
report on the IS suggests that its earning per barrel is in the range of $ 18 to $ 35,
which translates to an income of $ 846,000 to $ 1,645,000 per day.” However,
with a drop in the price of oil, challenges of extracting oil from existing wells,
bombing of some of the wells by the US and recapture of areas, the revenues
generated by the IS could have appreciably dropped.® Despite some of Irag’s
neighbours being a part of the coalition fighting the IS, deals with the group at
discounted rates continued to be struck, which became a mutually beneficial
situation, providing the IS with the much needed market to maintain its
considerable ground forces.’

Another advantage that the IS gained through the control of territory was
the large-scale seizures of assets, especially banks. Looting of the Iraqi Central
Bank at Tikrit gave the group an estimated $ 1.5 billion. This has been
accompanied by the sale of looted valuables that the IS could sell in the
international market. The most lucrative amongst these are the ancient artefacts
from various sites, a third of which are controlled by the IS. The looting of ninth
century B.C. grand palace of the Assyrian King Ashurnasirpal II at Nimrud could
have potentially led to a large source of income.'® This has since been supplemented
by similar attempts at selling artefacts in the black market for antiquities."!

Crime as a source of income has also extended to a more traditional source
of funding by undertaking large-scale kidnappings for ransom. The trend is not
peculiar to the IS, with a United Nations (UN) estimate indicating payment of
$ 120 million from 2004 to 2012 to different terrorist groups.'? In contrast, the
IS is estimated to have earned $45 million in 2014 alone.'

The group has also been taxing the people in areas under its control. Not
only have the common people and businesses been taxed in occupied areas, the
IS has also raised additional revenues by taxing minority communities through
the levy of jizya, or minority tax."

Much like other radical groups, IS has also been funded by donations and
charities, primarily from within the Gulf region, though a percentage has also
come from Western countries.'” These collections are moved as cash across the
border to support IS activities. There is also increasing evidence of employment
of modern methods of communication like websites and social media (e.g., Twitter)
by the group to raise funds.'® Amongst the case studies that have emerged, some
suggest the exploitation of platforms like Twitter for seeking donations. Once
the response was received, the potential supporters were asked to purchase
international prepaid cards. The number of the card was sent through Skype.
This number was thereafter sold at a lower price to raise funds for the group."”
Case studies also suggest that the IS supporters have employed the concept of
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crowd funding, which is increasingly being seen as an effective method of collecting
funds for corporate projects as well as start-ups. This entailed widespread use of
social media as a medium for collections. A case study reveals the following:

On May 31, 2014, an individual was arrested and charged with two counts
of receipt and possession of an unregistered firearm silencer. On September
16, 2014, a federal grand jury in Rochester, New York, returned a seven-count
indictment charging him with three counts of attempting to provide material
support and resources to ISIL [Islamic State of Iraq and Levant], among other
charges.

According to the criminal complaint, the individual used Twitter to post and
re-post tweets expressing support to various terrorist groups and violent
extremism, and seeking donations to assist foreign fighters in Syria. The
complaint alleged that he stated that money is the largest resource for extremists
and people should fight with their money as well as with their bodies and
words. He urged people to donate money, often times a third of their salary,
as it is considered a type of jihad. These tweets would sometimes list specific
weapons and the amount needed to purchase them. One example included
asking for specific cash donations of US$ 5,000 from each family.'®

The IS has also received support and funding from private and government
sources in the region. It is appreciated that this has primarily come from Kuwait,
Qatar and Saudi Arabia. However, external pressure from the international
community has led to action being initiated by the Saudi Government. “Grossing
as much as $ 40 million or more over the past two years, ISIS [IS] has accepted
funding from government or private sources in the oil-rich nations of Saudi Arabia,
Qatar and Kuwait — and a large network of private donors, including Persian
Gulf royalty, businessmen and wealthy families.”"” The weak enforcement regime,
especially in Kuwait and Qatar has been acknowledged by the US Government,
despite these countries being its allies. Cohen feels that “a number of fundraisers
operating in more permissive jurisdictions — particularly in Kuwait and Qatar —
are soliciting donations to fund extremist insurgents, not to meet legitimate
humanitarian needs”.?’ Funds have also been collected from countries beyond
Asia. Reports have emerged from the UK, where Muslims have been pressurised
to donate for bogus charities, which are supporting the 1S.%!

There is also increasing evidence that the IS has exploited the drug trafficking
business. Russian Federal Drug Control Service suggests that the IS share of drug
money could be upto$1 billion. These are transported through the Balkan route
and also grown in Iraq.*?

The different sources of funding are complemented by adoption of equally
wide-ranging fund transfer methods. Amongst these, the most commonly
exploited options are couriers, wire transfers, hawala and exchange houses.” The
IS has also employed legal banking channels, Money Transfer Service Schemes
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(MTSS) and smuggling of valuables like gold.? The IS gained control of a number
of bank branches in its occupied territories. While the government attempted to
block international financial transactions, yet the IS has attempted to retain access
to international banking through correspond banking channels. These are
exploited to move money through routine transfers and payment for trade, in
order to circumvent existing restrictions. The IS also employs banking and other
financial networks available in vicinity of the areas under their control to further
enlarge their financial footprint and maintain the flow of funds.”

Along with modern means of fund transfer, supporters of the IS have also
been employing value transfer services like hawala, which fill a void left by banking
restrictions. These are also more difficult to regulate and monitor, especially on
an international financial platform. Cash transfers also provide very basic, yet
effective means for transferring funds. According to a recent case study:

A passenger from EU [European Union] member state arrived in Istanbul’s
Sabiha Gokcen Airport with four large pieces of luggage and two sports bags.
Upon suspicion by the competent authorities at the airport, he was interviewed
and found to be in possession of £3,500. The passenger stated that he was
visiting and would go back to his homeland in a weeK’s time. Upon search of
his luggage, many pairs of tracking boots, jeans, IS-labelled t-shirts and
sweatshirts and torches were found. He was denied entry and was added to
the Turkish no-entry list.?®

It is difficult to estimate the utilisation of funds collected by the IS. However,
it is reasonably evident that these are being employed to run the elaborate war-
waging establishment created by the IS. They are also supporting the areas captured
to support the civic amenities. In many cases, monetary compensations are being
provided to fighters and their families, depending on their expertise and special

skills.

Lashkar-e-Taiba (LeT)

The LeT is amongst the most well-organised terrorist groups, with a wide support
base, operating from Pakistan. The group was established in 1991, not surprisingly
coinciding with the early years of the disturbance in the J&K. The group was
formed by Hafiz Saeed, and was active in the J&K, by 1993, leading the foreign
component of fighters, with Pakistan having neutralised the Jammu and Kashmir
Liberation Front (JKLF), through its proxy the Hizbul Mujahideen(HM). The
LeT provided the resilient element amongst the terrorists, further introducing
the tactics of fidayeen attacks subsequently. The strength of the LeT flowed from
the support it received from the ISI, which not only mentored the group, but
also trained and oversaw its operations.

The LeT emerged as a terrorist arm in 1990, from the Jamaat-ud-Dawa (JuD),
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which was formed in 1985.% It operates under the garb of a charitable
establishment. However, this functions more as a smokescreen, with the advantage
of enlarging its base amongst the poor and illiterate, who in turn become potential
candidates for its global jihad. This image also helps create a suitable environment
for secking donations from common citizens within Pakistan, thereby providing
the LeT its biggest source of funding. The duplicity of the organisation has been
emphasised by classified US Government reports leaked in the past. It suggests
that “some of JUD’s budget, using funds raised both from witting donors and by
fraud, is dedicated to social services or humanitarian relief projects, while some
is used to finance LT operations”.?® The methods employed for generating funds
by the group include seeking hides of animals sacrificed by the people during the
holy festival of Eid-al-Adha. Stephen Tankel quotes an example wherein, a bag,
for the hide, was sent to a volunteer in Pakistan with the message, “If you support
the dominance of Islam then help us.”®® This is reinforced by yet another study,
which suggests the potential scale that can be achieved, especially given the well-
organised methods followed by the group. In 2008, more than a million goats
and sheep, as well as an equal number of cows were slaughtered. Of these the JuD
collected enough to help them raise $ 1.2 million.*® The same was reported yet
again in 2013, despite a ban on the terror group. During the year, it aimed to
collect 1000,000 hides, with each selling for approximately $ 50.%!

A simpler, open and more effective method followed by the group is placement
of donation boxes at shops in markets in Pakistan. This has been employed
consistently to support the activities of the LeT, and continues to fund its

activities.??

The LeT also collects its funds from the expatriate Pakistani and Kashmiri
community. A large percentage of the same is generated in the UK.** Similarly,
the LeT-JuD combine also exploits the humanitarian work of the group to seek
money from Saudi Arabia, which is partly utilised for building madrassas and
mosques, while its inflated billing caters for a percentage to be pumped into
terrorism.>* Fake charities have sprung up in countries like the UK, to coerce the
Muslim population to donate money, a percentage of which comes to the LeT.?
According to a report which quotes an Intelligence Bureau dossier, the LeT received
60 per cent of its funds for the Mumbai 26/11 attacks from donors outside
Pakistan, while the balance was collected from within.3°

Besides donations, LeT and its affiliates have also received funding directly
from the state in Pakistan. The Punjab government gave a grant of $ 82 million
in 2010 to the JuD for charity, which was clearly in contravention to international
perception of the JuD and its affiliates. The US Department of State had blocked
the properties of LeT, JuD and the Falah-e-Insaniyat, as part of the counter
terrorism initiative.”” This was repeated yet again in 2013, when the Punjab
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government allocated Rs 61 million to a terrorist camp Markaz-e-Taiba, near
Muridke. This is an arm of the JuD, which has been banned for its terror related

activities.>®

The JuD has also been involved in running businesses in Pakistan in order
to raise money for funding their activities. This includes hospitals, fish farms and
selling carpets. Agriculturists are asked to give 10 per cent of their earnings, a
practice called ushr.*® The LeT is also involved in drug trade, which helps it raise
substantial funding to fund its terror activities. An estimate places this figure at
5000 tons at a cost of $ 2.5 billion.*

The LeT has a large cadre strength, and it uses the funds collected to train
and pay for the cadres, as also run the organisation that supports the enterprise.
A report suggests that the LeT spends $ 330 for every recruit for the Daura-e-
Aam (basic) course and $ 1,700 for the three-month advanced course. This raises
the operating costs to beyond $ 5 million per year. A large part of this is directly
borne by the ISL.“!

In conjunction with the ISI, the LeT has also been involved in moving
counterfeit currency, thereby using the accruals to raise money for its terrorist
activities.*” This has been pumped through criminal networks and smuggled by
couriers, limiting the possibility of direct involvement of the terrorists themselves.
The LeT has employed cash, legal and hawala channels to move funds for terror
activities.” The investigation of 26/11 attacks provides an overview of the means
employed for transferring funds. This includes handing over cash of approximately
$ 40,000 to operatives like David Headley, a conspirator in the 2008 Mumbai
attacks. Money was also transferred through banking channels, exploiting branches
in the J&K. Finally, small amounts were transferred in cash to ensure that
movement of funds does not raise suspicion.

Indian Mujahideen (IM)

The IM is considered an offshoot created by former cadres of the Students Islamic
Movement of India (SIMI). It became active in 2007, ostensibly as a reaction to
the perceived wrongs against Muslims in India.*> A series of major terrorist strikes
in 2008 were attributed to the group, after which, it came into the mainstream
of terrorism in the country.

IM, much like a number of other groups operating in India, has received
active support from Pakistan in the form of safe sanctuaries, training, funding
and logistical support to undertake strikes.“ This has been accompanied by active
involvement of groups like the LeT and Harkat-ul-Jihad-al-Islami (HUJI).¥

A large percentage of funding of the IM came from extortion, which was
organised by their representatives in India and further coordinated by others in
countries like the UAE. As an illustration, “Several operatives like Noor@Anwar
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and Abdul Wahid@Khan continued to stay in the UAE in order to collect and
supply funds to the field operatives. The absconding accused Amir Reza Khan
continued to collect money for the IM through extortion from businessmen and
received amount of about nearly 10 crores in 2010, when he participated in the
extortion from Kolkata in India.”*® Extortion has been an easy and ready source
of income for the group.”

Another criminal activity the group has used for raising funds includes bank
robberies: “According to Madhya Pradesh Anti-Terror Squad (ATS), the robbery
of 13 kg gold (worth X 2.5 crore) was planned and executed by the same men.
They had robbed five banks in Dewas, Itarsi and two other places in the state,
and are also suspected to be behind the 2008 Ahmedabad blasts.”° It is also
open to the idea of kidnapping rich individuals, in order to raise large amounts
of money for supporting its activities.”!

The IM has also received funding from the ISI, which has been utilised for
not only terrorist activities, but also sustenance of individual cadres and their
families.”? The extent of funding from the ISI is indicated by the sums that have
been referred to in the charge sheet filed in the court by the NIA. By mid-2013,
the ISI had already given Rs 25 crore for supporting the cadres.”

The IM cadres have also resorted to collection of funds as part of zakat,
which is meant to support the poor, and in the name of Islam. However, a part
of this has been utilised for undertaking terrorist activities and supporting the
group in India.>t

Former SIMI members and IM cadres have also been involved in counterfeit
currency rackets. The Maharashtra Anti-Terrorist Squad arrested Asrar Ahmed
Abdul Hamid Tailor, a computer trainer in the case.”

The methods of transfer used by the IM include hawala and money transfer
services. Instead of directly getting involved in money transfer, IM utilises the
services of supporters and overground workers and has in turn used them as a
convenient conduit for channelling funds. It has also explored the potential of
creating similar networks in Nepal.®

The IM cadres have also reinforced the well-established reality that terrorist

strikes do not need large financial support and can be executed with as less as
500.%

ASSESSMENT OF CASE STUDIES

The aforementioned three case studies represent diverse regional locations,
country-specific areas of relevance, different conditions and unique environments
in which the financing of the groups takes place. While the IS is the most potent
terror group amongst the three, its impact has been limited to radicalisation of
youth and their recruitment, in some cases from the Indian perspective. However,
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its potential to have a direct bearing on India’s security could increase over a
period of time. In contrast, the LeT, has been and remains the most serious
external terror threat to India. It has been instrumental in carrying out a number
of terror strikes, with the 26/11 attack as the most well planned and potent. The
IM has faced a number of arrests in the recent past, which has adversely impacted
its capability. However, the influence of Pakistan on its funding and employment,
could become a catalyst in its eventual evolution.

The case studies suggest a diverse system of raising finances by the groups
involved. This includes external funding from countries that hope to extract
strategic mileage from the support extended, or donations by religious bodies or
individuals who support the cause. Funding is also internal from different sources.
This includes looting, kidnapping, counterfeit currency, local taxation to name
a few. In every case, though with a varying degree of expertise, the groups have
successfully been able to exploit modern tools of communication and movement
of funds to circumvent legal roadblocks. This has also been accompanied by old
and traditional methods like cash couriers and hawala (See Figure 1). Despite
these broad similarities, there are variations which distinguish the funding
characteristics of each group. It is these factors which make each of these groups
unique with regard to their funding characteristics.

Differentiating Factors

Amongst the three groups analysed, the IS alone has relied on the ability to capture
and hold ground. This has the closest resemblance to a military campaign. As a
result, the group gets unfettered access to the resources offered by the area under
occupation, in terms of oil wells, bank deposits, extortion of the population and
business and trade routes across borders. This has led to a sudden spurt of finances
in the IS coffers, making it arguably the richest terrorist group in the world.”
However, this strength could well become its weakness, as its ability to administer
the area could come under strain as and when these resources start diminishing,
as is already evident post the US bombing of oil wells and tighter restrictions on
smuggling through oil tankers into neighbouring countries. The ability of the IS
to secure funding for terrorist activities is a unique case study in the existing
environment, despite the world being far more resistant to the idea of terrorism,
as compared to the decades of the Cold War when the erstwhile USSR and USA
were supporting rival groups to seize control over regions.

Amongst the most important distinguishing factors between the groups is
the manner in which they have been created and employed. From this perspective,
the LeT is different from the IS and IM, since it has been created specifically as
a tool of proxy war against India. As a result, it receives a large percentage of its
funding from the ISI, an internal source, which is essentially an example of state
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sponsorship. Moreover, though the IM also receives its funds from the ISI, it
does so from an external source. This enhances the resilience of both groups, at
least from the perspective of funding, reinforcing their ability to sustain their
organisations and conduct acts of terrorism. In contrast, the IS may well be the
richest terrorist organisation, however, its vulnerability remains a limitation which
can be exploited by states, as seen with the bombing of oil wells by the US and
its allies.

Drug money has played an important part in funding terrorism, especially
in Asia. The three case studies suggest that it is primarily the IS and LeT, which
have employed this source, though more through its indirect exploitation as a
result of trafficking. This is based on IS and IST’s involvement in funnelling
revenues earned from its proceeds for terrorism.>® It also creates a linkage between
terror finance channels and criminal syndicates, which are exploited to facilitate
trafficking, as witnessed in Nepal and Bangladesh.® This helps diversify the sources
of funding and forces state agencies to look beyond the traditional threats
emanating from terrorism. It also enhances the resilience of terror funding as
crime increases the number of stake holders in the funding chain, thereby
sustaining funding through innovative means adopted by crime syndicates.

The degree to which an external power invests in the activities of any terror
group has an impact on its efficacy. A prime example of the same is Pakistan’s
involvement in producing and trafficking counterfeit currency, which allows both
the LeT and IM to exploit its potential to raise funding. The involvement of
state apparatus in terror funding makes its sourcing and channels more robust
and ensures a degree of reliability in funding efforts. On the other hand, the IS
controls the area under its occupation which makes counterfeit currency as a
source of funding irrelevant for them.

The utilisation of funds also throws up two areas of differentiation between
the terror groups. The IS, given the independent area under its control, spends
a percentage of its funds on governance-related activities. In contrast, the JuD is
involved in charity efforts, as part of the smokescreen created to obfuscate the
terror activities of LeT. A comparison between the two suggests that the LeT, free
from the encumbrances of funding and supporting local administration, is more
likely to sustain its activities, unlike the IS.

It is evident from the sources of funding of the three groups that there is a
combination of internal and external funding as relevant to each of these. However,
what differentiates the groups is the scale and percentage of each, which is not
revealed in the accompanying figure. The IS generates a large majority of its
funding internally through oil revenues, local taxation, looting of financial
institutions and museums and kidnapping. While it does receive donations from
abroad as also a degree of sponsorship, purely in percentage terms, it is a small
proportion of the total earnings. The LeT receives most of its funding through
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donations and charity. This, as the case study suggests, flows both from within
the country and the sympathisers abroad, thus balancing out its reliance on internal
and external sources. Similarly, the business interests of the LeT/JuD are spread
across Pakistan and beyond, which help the group source its funding. In contrast,
the IM relies on its funding primarily on external sources, in Pakistan, given the
limited influence it wields in India. This constrains its ability to raise donations
locally.

As a result of a combination of internal and external funding, the three groups
have been able to diversity their funding to varying degrees. In case of the IS, its
reliance on local sources could become a challenge, as and when its control over
the occupied territories weakens. This will adversely affect its ability to retain the
kind of influence and control that is visible at present. The IM is also primarily
dependent on Pakistan for its sustenance. Its continuing effectiveness therefore
remains captive to the flow of funds from its principle sponsor. In contrast, the
LeT has been successful in generating funds, despite a ban on the group and the
JuD. This clearly illustrates its resilience, deep roots both in Pakistani society and
prominent fund raisers abroad and finally its ability to reinvent itself in the face
of adversity. The group is therefore likely to sustain its operations and remain a
potent threat for India and the world at large. This comparison provides an
indicator for other terrorist groups in Asia as well. Groups which are successful
in diversifying their funding are more likely to sustain their activities, as compared
to others which fail in this critical endeavour.

LeT is the only group, which despite not controlling a geographical area like
the IS, runs legitimate business interests in Pakistan. This is conducted as part of
its endeavour to raise funding and support its activities. Unlike the LeT, the IM
does not have state sanction and the IS is the government in its areas of control.

Common Factors

The most prominent common factor to the three case studies is their success in
exploiting Islam or its specific sects, in order to extract donations. While the
degree of success and influence of the three groups varies, as has been discussed
in the chapters dealing with this aspect; however, they have been able to
successfully exploit prevailing sentiments and to an extent shape them. In the
case of the IS, this has been most successful, spearheaded by the use of modern
communication tools. Using Twitter, WhatsApp, Facebook, Youtube, Skype, etc.
the group has been able to turn globalisation on its head. Each of these have
become useful instruments of conflict, serving to not only influence hearts and
minds, but also loosen the purse strings of potential donors. The LeT has been
more traditional in its approach, employing some of these tools, though not with
similar success. For them, the call for saving Islam at gatherings in Pakistan and
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placement of collection boxes at shops has been a more successful method of
collecting funds. The IM’s success has been the least, though, it has made forays
into this field by exploiting the system of zakat, to misuse donations for promoting
terrorism.

The channels for fuelling funds used by the groups are similar. However, the
IS has a much larger global footprint that brings its collections and donations
from a number of countries. The LeT is the next, with sympathisers in Europe
contributing to its cause, besides the domestic support base. In both these cases,
a variety of means for transfer of funds, including cash, legal channels, MTSS
and hawala, are utilised. The reach and impact of the IM is limited in comparison,
with funds primarily moving from Pakistan in addition to local sources. This is
done through the same channels, with the possible exception of banking.

The utilisation of funds, despite the differentiating factor related to the IS,
does involve similarities. While the majority of funding is utilised for supporting
the organisational structure of the groups, a smaller percentage is employed for
terrorist attacks. This is borne out by the sheer scale of funding needed for payment
of cadres, procurement of weapons, training and logistics associated with
supporting actual acts. The proportion of this percentage varies based on the size
of an organisation and the sophistication of equipment employed. For this reason,
the IS, given its conventional weapon systems employed and cadre strength

employs the maximum for this purpose, followed by the LeT and thereafter the
IM.

Conclusion

An assessment of the aforementioned case studies clearly suggests that terrorist
groups are not bound by specific funding options. They have and will continue
to exploit any opening that is provided to them to seek funds from every possible
source. The utilisation of external and internal sources for funding, exploitation
of an age old systems like hawala, as well as modern means like money transfer
systems and banks, further supported by social media and online chats, reinforces
the view that terrorists have been successful in remaining a step ahead of
intelligence and enforcement agencies, when it comes to funding patterns.

The case studies suggest a flexible and responsive system that has been evolved
by terrorist groups in their quest for ensuring continuous supply of finances.
This has been facilitated by porous and poorly manned borders, as seen in the
case of IS, complete state complicity in case of LeT and external support witnessed
in the context of IM.

The trends also highlight the need for greater international cooperation and
pressure on countries and institutions, which are an integral part of the financial
system, yet prefer to exploit existing loopholes to further their limited strategic
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or domestic interests. The case of Kuwait and Qatar, both allies of the US and
Pakistan, in its self-destructive quest to seek parity with India, are examples of
this tunnel vision.

This limitation is also a reflection of the inability of the international
community to force substantive action against errant countries, despite concerted
efforts, especially after 9/11. Security Council resolutions 1373 and 1624 were
attempts at criminalising the financing of terrorism, freezing of funds, deny
financial support to terrorist groups and share information with member
counties.®! In addition, resolutions 1267, 1989, 2161, 2170, 2178 have attempted
to curb the financing of terrorism, including funding as a result of trade with
groups like the IS, Al Qaeda and Al Nusra Front.®? The UN Security Council
unanimously accepted action under Chapter VII of the UN Charter in order to
curb the financing of 1S.%* Though there has been a degree of impact of these
curbs on countries neighbouring Iraq and Syria, yet, it is inadequate to curb the
flow of finance to groups like the IS. This has led to differing approaches by
individual countries, which undertake action against the financing of terrorism,
according to their perceived strategic interests. Similarly, since the focus of attention
of major world powers remains on the IS, groups like the LeT and IM continue
to collect funds with impunity, as a result of the state sponsorship by Pakistan.

Despite these limitations, some of these successive UN resolutions have
certainly increased pressure on countries which were either directly involved in
funding activities to further their strategic or religious interests or willing to turn
a blind eye to individual led financing of groups not necessarily directly affecting
their national security. This has further resulted in enactment of counter-terrorism
laws and incorporation of statutes which criminalise the financing of terrorism.
It has also led to greater cooperation amongst member countries and given an
impetus to functioning of organisations like the Financial Action Task Force
(FATF), which provide the guidelines to fight the financing of terrorism.

The case studies suggest that a group which has reasonable control over an
area is ideally suited to extract financial resources from it. This is all the more
relevant when the area has a concentration of natural resources like oil fields,
which provide the potential for sustaining a group like the IS. This is facilitated
by weak and at times complicit neighbours. State sponsorship also remains a
critical factor in sustaining terrorism, as is evident in case of both LeT and the
IM. The stress on making legal channels more complicit with international
regulations has also led to relatively weakly enforced systems like money transfer
services and value transfer systems like hawala remaining relevant.
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