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Summary

DDoS attacks are posing a  formidable challenge than ever before, due to technological advancements and  other facilitating factors. When combined with other form of cyberattacks, the  impact of disruption multiplies, leading to severe consequences for digital  infrastructure.

  Introduction

 In June 2023, Microsoft identified increased traffic against some  services that temporarily impacted availability to the company’s flagship  office suite, including the Outlook email, OneDrive file-sharing apps, and  cloud computing platform. On investigating the brief interruption, Microsoft  identified a distributed denial-of-service (DDoS) operation orchestrated by a  threat actor that the company tracks as Storm-1359.1  Despite the sophistication involved in the operation, Microsoft assured  customers that there was no evidence of unauthorised access to customer data.  The company concluded that the threat actor appears to be focused on disruption  and publicity. Within hours of  the  outage, a group named ‘Anonymous Sudan’ took responsibility for the attack on  its encrypted Telegram channel with a message ending with, “We hope you enjoyed  it, Microsoft”.2  

DDoS Attacks  and Enablers

 DDoS attacks are a form of cyberattack that render websites, servers,  and other services inaccessible to legitimate users by overwhelming them with  more traffic than they can handle.3  The perpetrators in such attacks attempt to exhaust network, server, or  application resources to make them unavailable to legitimate users. In the  event of a DDoS attack, a website or service is flooded with a barrage of HTTP  requests and traffic, which originates from a coordinated network of bots known  as a botnet.4  There are several types of DDoS attacks that are carried out by using different  attack vectors. 

DDoS attacks have existed for decades; nevertheless, their prevalence  has surged exponentially in terms of volume and intensity, owing to many  factors. Threat actors are no longer limited to ‘computer geeks’ or ‘script  kiddies’ but constitute sophisticated and organised groups with varying  motivations. Advancement in technology has also been an enabler in amplifying  such cyber incidents. The ubiquity of digital devices such as the Internet of  Things (IoTs) has increased the threat landscape of DDoS attacks. The  widespread adoption of digitalisation has expanded the attack surface, while  the persistent problem of inadequate cybersecurity measures continues to  persist. 

Another facilitating factor that has contributed to the rise in the  frequency of such attacks is the ready availability of DDoS attack services,  which is narrowing the gap between skilled and amateur hackers. Not that this  is a new phenomenon of the underground market, as illustrated in 2016 report detailing  the underground hackers market. The report noted that providing DDoS remains a  popular service hackers offer on the underground market.5  The report also pointed out that most of these hackers were willing to perform  a free 5 to 10 minutes DDoS test for customers and even charged higher if the  target website had anti-DDoS protection installed. The black market also  provides rented botnet infrastructure to execute DDoS attacks. 

Motivation

 The motivation behind DDoS attacks varies with threat actors;  hacktivists may use it for ideological reasons, cybercriminals for financial  motives, and states for larger geopolitical reasons. According to an  assessment, the DDoS threat landscape in the first half of 2022 was dominated  by geopolitical events, with the financial sector being the most targeted  segment.6  The ideologically driven APTs such as pro-Russian ‘KillNet’ and pro-Ukrainian  were not only targeting the opposing nation with DDoS attacks but also  countries and organisations seen to be supporting those nations. The most  notable event was when the Vatican City website was knocked offline by a DDoS  attack, allegedly by a group sympathetic to Russia.7  Another major geopolitics-driven attack was against the key Taiwanese websites  by China-state-backed threat actors at the time of Nancy Pelosi’s visit to  Taiwan.8  

Occasionally, DDoS attacks were carried out to extort ransom payments,  colloquially known as Ransom DDoS (RDDoS) attacks. The RDDoS attack should not  be mistaken for ransomware, which may be driven by similar motivations but  employs different tactics, techniques, and procedures (TTPs). The operational  method in ransomware requires ‘denial of data’ by a malicious script, whereas  RDDoS involves denial of service, generally by a botnet.9  Running a ransomware operation requires access to internal systems, which is  not the case in ransom DDoS attacks. In RDDoS, threat actors leverage the  threat of denial of service to conduct extortion, which may include sending a  private message by email demanding ransom amount to prevent the organisation  from being targeted by a DDoS attack.10  According to a threat intelligence report, throughout the 2020–2021 global  RDDoS campaigns, attacks ranged from few hours up to several weeks with attack  rates of 200 Gbps and higher.11 

The DDoS attack can also serve as a means of reconnaissance, allowing  attackers to assess the target’s vulnerabilities and gauge the strength of its  defenses. Lately, these attacks have been incorporated into triple extortion  ransomware strategies, where data is not only encrypted and exfiltrated, but in  case the ransom fails, the attackers may initiate a DDoS attack on the targeted  services to intensify their operation.12 

The Case of  Anonymous Sudan

Anonymous Sudan best exemplifies the re-emergence of DDoS as a form of  weaponisation of cyberspace to  achieve  varying objectives. According to reports, Anonymous Sudan emerged on 18 January  2023 and swiftly initiated its operations aimed at Sweden within a week.13  The group initiated cyber attacks against the Swedish government and companies  in response to what it considered anti-Islamic actions in Sweden. Driven by  ‘religious’ motivations, the group subsequently decided to focus its efforts on  targeting Denmark and France. 

Upon creating its Telegram channel, the Anonymous Sudan account  initially engaged in minimal activity, primarily expressing its objective to  target “enemies of Sudan”.14  The account also shared posts amplifying the activities of Russian hacktivists  groups such as KillNet and Anonymous Russia.

Reportedly, on several occasions, the group has undertaken operations in  tandem with other threat actors. For instance, in May 2023, Anonymous Sudan and  an Iranian hacking collective known as Asa Musa (Persian for Moses Staff) made  a failed bid to sabotage Israeli rocket alert applications during an episode of  violence between Israel and Palestinian Islamic Jihad.15  In another incident, Anonymous Sudan, alongside KillNet (a pro-Russia hacker  group) and REvil (notorious for ransomware attacks), unveiled their plans for  attacks on the US and European Banking systems on their Telegram channels.16  A few days later, the European Investment Bank confirmed a DDoS attack  affecting its operations without attributing the incident to any threat actor.  However, the group claimed responsibility for the cyber incident on its  Telegram channel. To date, the group has targeted many countries, including Australia,  Germany, Israel, India, and the US. These countries have experienced attacks  across various sectors such as government institutions, educational  establishments, financial institutions, airports, and healthcare facilities.

Motivation  and Modus Operandi

 Anonymous Sudan has gained notoriety for engaging in DDoS attacks and  defacing websites during its nearly six months of existence. The group asserts  that it operates from Sudan and is involved in cyber activism, commonly  referred to as hacktivism. The group’s claims and announcements provide  significant insight into the ‘social’ and ‘political’ motivations driving their  operations. Nevertheless, some assessments indicate a potential association  between Anonymous Sudan and the pro-Russian hacktivist collective known as  KillNet.17  Others suggest that the group is likely a state-sponsored Russian actor pretending  to be motivated by Islamist ideologies. 

Based on its operational pattern and choice of target, the group  initially appeared as a threat actor driven by religious motives. The group  also asserted its affiliation with the larger Anonymous collective, which  gained prominence in the early 2000s by instrumentalising digital activism to  advocate for societal and political transformation. However, a detailed report  on the group refuted this claim and indicated a potential connection between  the group and the Russian hacker collective ecosystem. Other cyber threat  intelligence firms have also reaffirmed the presence of a Russian connection in  their assessments. Another sign of its close association with Russian threat  actors, if not directly with the state, is the use of Russian language in its  official Telegram channel alongside Arabic and Persian. 

During a recent interview conducted via Telegram, a ‘representative’ of  Anonymous Sudan shared some intriguing insights with the interviewers. Due to  the group’s tendency to seek publicity and make sensational claims, however,  caution must be exercised before fully believing their assertions. On being  inquired about TTPs, it was revealed that the group tailor the plan of action  depending on the target, which may vary from Layer 4 attack to Layer 7 attack  based on requirements.18  Refuting the allegations of being part of Russian cyber military campaign,  Anonymous Sudan asserted that the accusations were unfounded. Interestingly,  the interview was abruptly ended when questioned about the group’s  self-proclaimed role as the defender of Islam while also demonstrating inaction  against China’s persecution of one million Uyghurs . 

Lately, the group seems to have shifted from presenting themselves as politically-motivated  hacktivists to using extortion tactics for financial gains.19  According to reports, the group demanded US$ 3 million from Scandinavian  Airlines (SAS) to halt DDoS attacks against the airline’s website. The  underlining reason behind the shift is uncertain, but the group appears to be  well-funded. Rather than employing networks of infected or compromised  computers to launch attacks cheaply, the group opted for a different approach.  For targeting infrastructure in Denmark, the group rented 61 servers located in  Germany from IBM Corporation’s SoftLayer division to carry out their  operations.20  By doing so, they effectively concealed their activities behind multiple layers  of anonymity. Even in the recent Microsoft outage, it was observed that the  attacks likely relied on access to multiple virtual private servers (VPS) in  conjunction with rented cloud infrastructure.21  Also, it is highly improbable for a grassroots hacktivist collective to utilise  paid proxy services for carrying out their attacks, revealing subtle  indications of the state’s involvement in guiding their operations.22 

Attacks in  India

After drawing attention to its ‘religiously’ motivated attacks in the  Western world, the group shifted its focus towards targeting Indian infrastructure.  The attacks specifically targeted airports, hospitals, and other critical  infrastructure.According to a report, India ranked second in terms of being the  most targeted country by religious hacktivist groups, after Israel.23  In April 2023, a well-coordinated DDoS attack was launched against major  airports and healthcare institutions in India.24  Anonymous Sudan, which claimed responsibility for the incident, used a  combination of Layer 3–4 and Layer-7 DDoS attacks that lasted nearly nine  hours.25  


  According to the Indian Computer Emergency Response Team’s (CERT-In)  Annual Report of 2021, the agency handled 1,402,809 incidents, including  website defacements and DDoS attacks.26  Also, the Botnet Cleaning and Malware Analysis Centre (Cyber Swachhta Kendra)  under CERT-In is instrumental in tracking botnet/malware infections and  notifying end users in collaboration with internet service providers and organisations.  The Cyber Swachhta Kendra initiative is crucial as botnets, through sheer  volume, have been responsible for some of the most large-scale DDoS attacks. 

While the consequences of DDoS attacks may appear insignificant, they  should not be underestimated. These attacks can potentially incur significant  costs to an organisation regarding time, finances, and reputation. Furthermore,  they can lead to the loss or deterioration of essential services, including  critical sectors such as healthcare. A threat actor might also employ a DDoS  attack as a means to redirect focus from more sinister activities, such as the  insertion of malware or the unauthorised extraction of data.

As the government continues to spread awareness about such threats,  organisations, especially those managing critical infrastructure, must take initiatives  to prevent and mitigate DDoS attacks. Such organisations must develop a DDoS  response plan and promote a culture of cyber hygiene among their workforce. In  short, DDoS is no longer a low intensity/low impact  threat but a danger with actual loss and  cost. 

Views expressed are of the  author and do not necessarily reflect the views of the Manohar Parrikar IDSA or  of the Government of India.
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            The Russian S-70 Okhotnik (Hunter)  unmanned combat aerial vehicle (UCAV) was reportedly used on the Ukrainian  battlefield on 27 June 2023, where it struck Ukrainian military facilities in  the regions of Sumy and Kremenchuk.1  This is an important development in  the war since it showcases Russian capability to move beyond tactical and  ad-hoc equipped drones like Orlan-10, Lastochka, Forpost-R and Orion,2  commercial Chinese quadcopters (DJI and Air series)3  and the Shahed and Mohajer series loitering munitions  (LMs) imported from Iran,4  to staking a major technological  claim in the form of a UCAV. In the short term, Russia will still depend on  Iranian expertise in LMs given that a manufacturing plant has been set up  inside Russia.5  The successful strikes by the S-70,  with the option of manned–unmanned teaming (MUM-T) with the Su-57 fighter jet,  provide the country with a deployable option, still under development by other  powers like the US and the UK. 

The Okhotnik project has been  in the making since 20116  and has been envisaged as a “loyal  wingman” for the Su-57.7  A loyal wingman is a UCAV which,  using onboard AI, can collaborate with manned fighters and is seen as being  significantly low-cost than its manned counterpart.8  This expands the tasking and  deployment options for the pair (at the very least one UCAV and one manned  fighter are being considered but the numbers of UCAV can increase depending on  the cognitive load on the pilot). The project is being jointly developed by  Sukhoi and Mikoyan as a sixth-generation heavy UCAV.9  A sixth generation air vehicle has  parameters like onboard data fusion and artificial intelligence (AI)  capabilities, advanced stealth airframes, advanced variable cycle engines and  integration of directed energy weapons (DEW).10  Two prototypes have been developed so  far, the first one with a circular exhaust and the latter with a more  square-shaped one to increase stealth.11  Two more are under development and  these are supposedly similar to the ones which will finally undergo serial  production.12  

The design of the S-70 is that of a  ‘flying wing’, similar to that of the F-117 Nighthawk, the RQ-170 and the  Shahed-136.13  Okhotnik’s first autonomous  flight testing, which included a flight time of around 30 minutes, alongside an  Su-57, was conducted on 27 September 2019.14  The Su-57 has been used as a flying  laboratory for testing the Hunter’s avionics. Unguided bombs were tested in  2021,15  followed by the test-firing of Kh59 Mk2 precision guided  munition (PGM) in May 2022.16  The current version of Su-57 is a  single-seat fighter but a twin-seater variant has been flight-tested with the  Hunter where the co-pilot will be exclusively responsible for controlling and  monitoring the UCAV, with the pilot performing his/her basic functions. 

Certain other developments in this  project merit attention. When operationally ready, each Su-57 will command up  to four S-70s.17  Already, four Su-57s have been used  to conduct suppression of enemy air defences (SEAD) in Ukraine on 9 June 2022.18  The interesting part was that all four were “linked to a  single information network to destroy air defense systems through automatic  communication systems, data transmission, navigation and identification in  real-time”.19  The Okhotnik has also been trialed  with the Mig-29.20  In a standalone mode, it may also be  deployed on the still-in-development Project 23900 Ivan Rogonov helicopter  carriers, each of which has a capacity to accommodate 4 S-70s.21  Russian analysts have also dubbed the S-70 the world’s  first “outer space” drone.22  

Manned–Unmanned Teaming (MUM-T) 

The Okhotnik’s strikes in  Ukraine can act as proof of concept for the MUM-T concept, under development in  a number of countries including India. MUM-T has been defined differently by  different armed forces across the world. While the US Army Aviation Centre  (USAACE) defines MUM-T as “synchronized employment of soldier, manned and  unmanned air and ground vehicles, robotics, and sensors to achieve enhanced  situational understanding, greater lethality, and improved survivability”,23  the North Atlantic Treaty Organisation (NATO)’s  standardisation agreement (STANAG) calibrates five levels of interoperability  (LOI) between manned and unmanned platforms,24  with the first being indirect receipt  of UAV-related data, going up to level five which relates to the control and  monitoring of the UAV along with launch and recovery functions.25  

In India, the Combat Air Teaming  System (CATS) is meant as an umbrella term for a combination of manned and  unmanned assets which can reduce human casualties, perform air-to-air and  air-to-ground strikes from a standoff distance and also act as atmospheric  satellites for high altitude surveillance.26  The initial prototypes are being  tested on the Jaguar aircraft and will later be fitted on the Tejas light  combat aircraft (LCA) acting as the “mothership”.27  

Similar projects are being developed  in the US (collaborative combat aircraft or CCA)28 , Australia (air teaming system or  ATS)29  and the UK (Project Tempest).30  Within the US, a number of parallel  programs are in progress. The Air Force Research Laboratory (AFRL) is field  testing the Skyborg program with the Kratos’ X-58 Valkyrie.31  The Defence Advanced Research Projects Agency (DARPA) is  moving ahead with the air combat evolution (ACE) program,32  and in a simulation featuring a US Air Force (USAF) pilot  competing with an AI pilot under the AlphaDogFight program, had shown that AI  could beat human pilots in number of fighter manoeuvres and targeting actions.33  There were obviously some caveats and one could say that  the dice was loaded in favour of the AI. However, even granting those  advantages to the AI, the performance has been nothing short of impressive and  heralds the future of air combat. 

MUM-T, when implemented during  conventional combat scenarios, offers the advantage of combining the strengths  of manned and unmanned aircrafts, while complementing each other’s shortfalls.  The UCAV can be sent ahead in a dense air defence (AD) environment to scout for  targets, perform SEAD and force the adversary to reveal its surface to air  missile (SAM) sites. This data, most of which is computed within the UCAV using  edge processing, can be sent back to the manned fighter, already at standoff  range, and used for conducting air and ground attacks. The UCAV, when equipped  with either air-to-air or air-to-ground (AAM/AGM) missiles can also act as a  ‘flying magazine’ for the manned fighter, increasing the inventory and range of  the aircraft. 

With the number of unmanned platforms  under the pilot’s control increasing and the unmanned platforms themselves  carrying LMs, similar to what is envisaged in the CATS program, the pilot now  has the opportunity to conduct what this writer calls “simultaneous  multi-roles” (SMRs) where the capabilities of the manned fighter will  increase manifold. At the same instant, the pilot can engage air targets,  perform precision bombing against pin-point high value targets and saturate the  battlefield with LMs and conventional unguided bombs. 

Air combat is likely to undergo a  major change with the entry of UAVs of all shapes and sizes. Countries which  can proactively take advantage of this phase of air combat evolution are likely  to have a greater edge over their adversaries. As the Okhotnik trials  and later operational use shows, the combination of the human mind and  computational strength of microchips, integrated into a single system, has the  potential to impose on the adversary a major decision dilemma regarding the  system to be countered and can act as a combined arms offensive in the air.

Views expressed are of the author and do not necessarily  reflect the views of the Manohar Parrikar IDSA or of the Government of India. 
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            Following  months of speculations, a decision has finally been made—Russian President  Vladimir Putin won’t attend the BRICS (Brazil, Russia, India, China, South  Africa) Summit which is taking place in Johannesburg from 22 to 24 August 2023.  The development comes as a relief for South African officials as it helps  Pretoria dodge an awkward diplomatic and legal dilemma. Being a signatory to the  Rome Statute which governs the International Criminal Court (ICC), South  African officials would have been obliged to arrest Putin upon arrival. In  March 2023, ICC issued a warrant for Putin’s arrest over alleged war crimes  committed in Ukraine.1  Two other members of BRICS—India  and China—are not signatories to the Rome Statute. Brazil is a member but since  it wasn’t hosting the meeting, it did not have to deal with this situation.

The  moment speculations about Putin’s possible attendance began, South African  President Cyril Ramaphosa employed every possible means to diffuse the  situation and navigate his way out of the tight diplomatic spot. First, his  administration proposed Foreign Minister Sergei Lavrov lead the Russian  delegation instead of Putin. This request was denied by Moscow. Secondly,  rumors began to fuel speculations that the BRICS summit could become a virtual  summit or may even get shifted to China.2  Such rumors were  categorically denied by Ramaphosa as his administration insisted on hosting a  physical summit. Moreover, President Ramaphosa is trying to consolidate his own  domestic standing and garner support from various flanks of his ruling party,  the African National Congress (ANC), with the South African general elections  scheduled to take place in 2024. 

US Ambassador’s Allegation

The  troubled period for South African administration began on 11 May when the  United States Ambassador to South Africa Reuben Brigety held a press conference  in which he accused South African officials of allegedly loading weapons onto a  sanctioned Russian ship in December 2022.3  This triggered a long  drawn diplomatic spat between Washington and Pretoria. It was claimed that the  Russian cargo ship known as The Lady R docked at Simon’s Town naval base near  Cape Town last December with its tracking device switched off. This prompted  questions whether the ship was loaded with arms before returning to Russia. 

Even  before this development, tensions between US and South Africa were already  palpable. On the anniversary of the invasion of Ukraine in February 2023, South  African military participated in a ten-day exercise – Exercise Mosi, along with  Russia and China. This provoked criticism both at home and abroad.4  With Ambassador Brigety’s  accusation, South Africa’s officially proclaimed “non-aligned” position on the  Russian invasion of Ukraine came under scrutiny. Following the press conference,  the immediate fallout was felt in the financial markets with the South African  Rand plummeting to a record low of 19.51 to the dollar.5  

The  other implication was the possibility of South Africa being suspended from the  Africa Growth and Opportunity Act (AGOA), which is due to expire in 2023. Under  AGOA, South Africa currently enjoys preferential duty-free market access to the  US, South Africa’s third-largest trading partner. If South Africa’s  preferential status indeed gets suspended, then industries like wine, citrus  and motor would be gravely affected, leading to job losses and reduced export  revenues.6 

In  response, the South African government categorically denied US accusations and  defended its decision to participate in military exercise with Russia and China  citing its right to pursue its own international policy since it is a sovereign  nation. South Africa’s Minister of Defence Thandi Modise claimed that the Lady  R docked to deliver a shipment of ammunition for the South African National  Defence Force’s Special Forces Regiment, equipment that had been ordered prior  to Russia’s invasion of Ukraine.7  Owing to the seriousness  of the allegations and its potential impact on South Africa’s international  image, Ramaphosa established a three-person panel to investigate the incident.8  However, the timeline for  completing the investigation and providing a final report remains undetermined  for the time being.

South Africa’s Rhetoric of  Non-Alignment 

The  paradox of being formally neutral on Russia’s invasion of Ukraine, yet  parallelly deepening military relationship with Russia is continuing to strain  US–South Africa relations. Right from the start, South Africa has insisted that  it supports the “peaceful resolution” of the conflict.9  Pretoria along with a  group of five African countries volunteered to visit both Moscow and Kyiv and  constitute a “peace mission”. The delegation put forward a 10-point plan that  stressed on unimpeded grain exports through the Black Sea. Yet in practical terms,  Africa’s peace mission failed to yield meaningful results.10  The delegation faced  several logistical and security challenges.

Problems  with the US have been further complicated with South Africa continuing to  abstain on voting at the UN General Assembly resolutions calling for an end to  the war and Russia’s withdrawal from Ukrainian territory. India has followed a  similar path whereas China has voted against such resolutions. Although there  are no cultural or linguistic ties between South Africa and Russia, the  former’s support for the latter could be attributed to the roots of the ANC.  Being Africa’s oldest liberation movement fighting against white minority rule  in South Africa, the ANC relied heavily on support from the erstwhile Soviet  Union. The armed wing of the ANC—known as Umkhonto we Sizwe—received  arms, ammunitions, and military training from the Soviets in 1960s. With such  historical affinities, it is understandable why South Africa would be standing  on the fence on the Russia–Ukraine conflict. However, the question of whether  South Africa has been able to substantiate its doctrine of non-alignment or  usage of the term non-aligned is debatable.11 

Additionally,  the West had raised the stakes for South Africa to pursue a course of action  tantamount to economic sabotage. Apart from potential suspension from AGOA,  Putin’s arrival and South Africa’s failure to arrest him would have subjected  Pretoria to penalties such as exclusion from various Western payments platform  and protocols. On 9 June 2023, US Congressional leaders also issued a  bipartisan letter urging President Joe Biden to question South Africa’s  eligibility for continued inclusion in the AGOA and to consider moving the  venue of 2023 AGOA Forum from South Africa to another country.12  

Apart  from these challenges, the principal line of argument coming from South African  officials relates to its own role in negotiation and mediation on peace and  security issues. Currently, there are not many states that have access to both  President Putin and President Volodymyr Zelensky and can engage with the two  parties simultaneously. This sentiment has been echoed by South Africa’s  Minister for International Relations and Cooperation Dr Grace Naledi Pandor.  However, by being a signatory to the Rome Statute, South Africa has  inadvertently put itself in a difficult position when it comes to hosting  leaders in the future. Unless the Rome Statute of 2002 is amended, the question  of any future state visit by the President of Russia to South Africa will  remain in question. With South Africa slated to host the G20 Summit in 2025,  similar kind of diplomatic pressure may continue to be applied unless the  statue is amended.

Views expressed are of the author and do not necessarily reflect the views of the Manohar Parrikar IDSA or of the Government of India. 
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            Seven technology companies including  Microsoft, OpenAI, Anthropic and Meta, with major artificial intelligence (AI)  products made voluntary commitments regarding the regulation of AI at an event  held in the White House on 21 July 2023.1  These eight commitments are based on  three guiding principles of safety, security and trust. Areas and domains which  are presumably impacted by AI have been covered by the code of conduct. While  these are non-binding, unenforceable and voluntary, they may form the basis for  a future Executive Order on AI, which will become critical given the increasing  military use of AI.  

The voluntary AI commitments are the  following:

	Red-teaming (internal and external) products to be released  for public use. Bio, chemical and radiological risks and ways in which barriers  to entry can be lowered for weapons development and design are some of the top  priorities. The effect on systems which have interactions and the ability to  control physical systems needs to be evaluated apart from societal risks such  as bias and discrimination; 
	Information sharing amongst companies and governments. This  is going to be challenging since the entire model is based on secrecy and  competition; 
	Invest in cybersecurity and safeguards to protect  unreleased and proprietary model weights; 
	Incentivize third party discovery and reporting of issues  and vulnerabilities; 
	Watermarking AI generated content; 
	Publicly report model or system capabilities including  discussions of societal risks; 
	Accord priority to research on societal risks posed by AI  systems; and 
	Develop and deploy frontier AI systems to help address  society’s greatest challenges.2  

The eight commitments of US’s Big Tech  companies come a few days after the United Nations Security Council (UNSC) for  the first time convened a session on the threat posed by AI to global peace and  security.3  The UN Secretary General (UNSG)  proposed the setting up of a global AI watchdog comprising experts in the field  who would share their expertise with governments and administrative agencies.  The UNSG also added that UN must come up with a legally binding agreement by  2026 banning the use of AI in automated weapons of war.4  

The discussion at the UNSC can be seen  as elevating the focus from shorter term AI threat of disinformation and  propaganda in a bilateral context between governments and Big Tech companies to  a larger, global focus on advancements in AI and the need to follow certain  common standards, which are transparent, respect privacy of individuals whose  data is ‘scraped’ on a massive scale, and ensure robust cybersecurity. 

Threat posed by AI 

Lawmakers in the US have been  attempting to rein in the exponential developments in the AI field for some  time now, since not much is known about the real impact of the technology on a  longer-term basis. The reactions to the so-called danger of AI have been  polarizing, with some even equating AI with the atom bomb and terming the  current phase of growth in AI as the ‘Oppenheimer moment’5 , after the scientist-philosopher J.  Robert Oppenheimer, under whom the Manhattan Project was brought to a fruitful  conclusion with the testing of the first atomic bomb. This was the moment that  signaled the start of the first nuclear age—an era of living under the nuclear  shadow that persists to this day. The Oppenheimer moment, therefore, is a  dividing line between the conventional past and the new present and presumably  the unknown future. 

Some academics, activists and even  members of the Big Tech community, referred to as ‘AI doomers’ have coined a  term, P(doom), in an attempt to quantify the risk of a doomsday scenario where  a ‘runaway superintelligence’ causes severe harm to humanity or leads to human  extinction.6  Others refer to variations of the  ‘Paperclip Maximiser’, where the AI is given a particular task to optimise by  the humans, understands it in the form of maximising the number of paperclips  in the universe and proceeds to expend all resources of the planet in order to  manufacture only paperclips.7  

This thought experiment was used to  signify the dangers of two issues with AI: the ‘orthogonality thesis’, which  refers to a highly intelligent AI that could interpret human goals in its own  way and proceed to accomplish tasks which have no value to the humans; and  ‘instrumental convergence’ which implies AI taking control of all matter and  energy on the planet in addition to ensuring that no one can shut it down or  alter its goals.8  

Apart from these alleged existential  dangers, the new wave of generative AI9 , which has the potential of lowering  and in certain cases, decimating entry barriers to content creation in text,  image, audio and video format, can adversely affect societies in the short to  medium term. Generative AI has the potential to birth the era of the  ‘superhuman’, the lone wolf who can target state institutions through the click  of his keyboard at will.10  

The use of generative AI in the hands  of motivated individuals, non-state and state actors, has the potential to  generate disinformation at scale. Most inimical actors and institutions have so  far struggled to achieve this due to the difficulties of homing onto specific  faultlines within countries, using local dialects and generating adequately  realistic videos, among others. This is now available at a price—disinformation as a  service (DaaS)—at the fingertips of an individual, making  the creation and dissemination of disinformation at scale, very easy. This is why the voluntary commitments  by the US Big Tech companies are just the beginning of a regulatory process  that needs to be made enforceable, in line with legally binding safeguards  agreed to by UN members for respective countries. 

Military Uses of AI    

Slowly and steadily, the use of AI in  military has been gaining ground. The Russia-Ukraine war has seen deployment of  increasingly efficient AI systems on both sides. Palantir, a company which  specialises in AI-based data fusion and surveillance services,11  has created a new product called the  Palantir AI Platform (AIP). This uses large language models (LLMs) and  algorithms to designate, analyse and serve up suggestions for neutralising  adversary targets, in a chatbot mode.12  

Though Palantir’s website clarifies  that the system will only be deployed across classified systems and use both  classified and unclassified data to create operating pictures, there is no  further information on the subject available in the open domain.13  The company has also assured on its  site that it will use “industry-leading guardrails” to safeguard against  unauthorized actions.14  The absence of Palantir from the  White House declaration is significant since it is one of the very few  companies whose products are designed for significant military use. 

Richard Moore, the head of United  Kingdom’s (UK) MI6, on 19 July 2023 stated that his staff was using AI and big  data analysis to identify and disrupt the flow of weapons to Russia.15  Russia is testing its unmanned ground  vehicle (UGV) Marker with an inbuilt AI which will seek out Leopard and Abrams  tanks on the battlefield and target them. However, despite being tested in a  number of terrains such as forests, the Marker hasn’t been rolled out for  combat action in ongoing conflict against Ukraine.16  

Ukraine has fitted its drones with  rudimentary AI that can perform the most basic edge processing to identify  platforms like tanks and pass on only the relevant information (coordinates and  nature of platform) amounting to kilobytes of data to a vast shooter network.17  There are obviously challenges in  misidentifying objects and the task becomes exceedingly difficult when  identifying and singling out individuals from the opposing side. Facial  recognition softwares have been used by the Ukrainians to identify the bodies  of Russian soldiers killed in action for propaganda uses.18  

It is not a far shot to imagine the  same being used for targeted killings using drones. The challenge here of  course is systemic bias and discrimination in the AI model which creeps in  despite the best intentions of the data scientists, which may lead to  inadvertent killing of civilians. Similarly, spoofing of the senior commanders’  voice and text messages may lead to passing of spurious and fatal orders for  formations. On the other hand, the UK-led Future Combat Air System (FCAS)  Tempest envisages a wholly autonomous fighter with AI integrated both during  the design and development phase (D&D) as well as the identification and  targeting phase during operations.19  The human, at best, will be on the  loop. 

Conclusion 

The military use of AI is an offshoot  of the developments ripping through the Silicon Valley. As a result, the  suggestions being offered to rein in the advancements in AI need to move beyond  self-censorship and into the domain of regulation. This will be needed to  ensure that the unwarranted effects of these technologies do not spill over  into the modern battlefield, already saturated with lethal and precision-based  weapons. 

Views expressed are of the author and do not necessarily  reflect the views of the Manohar Parrikar IDSA or of the Government of India. 
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Summary

While India has made progress on polar research, it lags  behind other Asian countries in terms of infrastructure, research capabilities,  and international collaborations in the Arctic. India needs to strengthen  domestic capacity and capabilities to effectively engage with the evolving  dynamics of the Arctic and contribute to scientific advancements, economic  opportunities, and regional strategic engagements.

Introduction

Capacity  building and capability enhancement remain central to India’s Arctic  endeavours. While ‘capacity’ refers to material adequacy, ‘capability’ refers  to the possession of domain-specific qualifications, expertise, and skills.  While capacity can be built rapidly, capability is realised incrementally over  a period of time through the intellectual and educational processes of  training, learning, operational experience, and equipment exploitation. An  important consideration as regards national capacity and capability is that in  the former case, the timelines can be shortened through acquisition, such as by  buying an ice-class research vessel off-the-shelf or by renting such a vessel.  However, capability – particularly in critical and niche domains, is acquired  by nations over time.

India’s Arctic Policy 2022

The relevance of  the Arctic for India can be broadly explained under three categories: Scientific  Research, Climate Change and Environment; Economic and Human Resources; and  Geopolitical and Strategic reasons.1  Geopolitically, the Arctic is significant for India because it is an arena of  strategic contestation for two of its most important strategic partners, the US  and Russia and its principal adversary, China. The  sheer range of the issues that impact the Arctic – from climate change,  connectivity, resource development, and big power confrontation, have  significance for the whole world, including India. 

India’s Arctic Policy (hereinafter  Policy), issued in 2022, is cognisant of our inadequacies in the Arctic and  has, hence, rightfully designated National Capacity-Building as its sixth  pillar. The other five pillars also include aspects related to capability  enhancement and capacity building. The Policy aims to enhance India’s  capacities in the Arctic through the development of a robust human,  institutional, and financial base.2  This  is sought to be achieved by strengthening the National Centre for Polar and  Oceanographic Research (NCPOR) and other relevant academic and scientific  institutions in the country, identifying nodal institutes, and promoting  partnerships among institutions and agencies. 

The  policy also intends to promote research capacities in Indian universities in  Arctic-related fields; broaden the pool of experts in  Arctic-related sectors such as mineral, oil, and gas exploration, blue-bio  economy, and tourism; strengthen training institutions for training seafarers  in polar/ice navigation and develop region-specific hydrographic capacity and  skills required to undertake Arctic transits;  develop  indigenous capacity for building ice-class ships; expand India's trained  manpower in maritime sectors; and  build  broad institutional capacity for the study of Arctic-related maritime, legal,  environmental, social, policy, and governance issues. India’s  Arctic Policy also hopes to promote a larger pool of experts in the government  as well as academia and also create capacities for research in the country on  Arctic governance and geopolitics.3  

Mapping India’s Current Arctic Engagements 

India, China, Japan, South Korea,  and Singapore are the five Asian countries who joined the Arctic Council as  Observers in 2013. A comparative analysis of India, China, Japan, and  South Korea's capacity building activities can help in understanding why capacity  building is crucial. 


Table 1: Arctic Capacity Building Activities Comparison
	
Event

	
India

	
China

	
Japan 

	
South Korea


	
Svalbard    Treaty

	
19204 

	
1925

	
1920

	
2012


	
1st    Research station 

	
2008

	
20045  

	
1991

	
2002


	
2nd    Research Station

	
-

	
2018

	
-

	
-


	
International Arctic    Science Committee

	
2012

	
1996

	
1991

	
2002


	
1st    Expedition to the Arctic

	
2007

	
1999

	
1998

	
1999/2010


	
1st    NSR Voyage

	
-

	
2012

	
20116 

	
20137 


	
1st    Nordic Summit

	
2018

	
-

	
19978 

	
20089 


	
Arctic Policy

	
2022

	
2018

	
201510 

	
201311 


	
Observer    Status

	
2013

	
2013

	
2013

	
2013


	
1st    Polar Research Vessel

	
 

	
1999

	
199812 

	
200913 


	
Svalbard    Integrated Arctic Earth Observing System

	
Associate    Partner

	
Formal Partner

	
 Formal Partner

	
Formal Partner


	
Central Arctic    Ocean (CAO) fisheries agreement

	
-

	
2015

	
2015

	
2015


	
Uarctic  (University of Arctic)   Affiliations

	
3

	
13

	
1

	
2







As can be  seen from the above table, India has the leading rank only on two  occasions.  In 1920, India, as a dominion  of the British, along with Japan, was one of the original 14 High Contracting  Parties to sign the Svalbard Treaty. Thereafter, in 2013, we became Observers  together with the other four Asian states. 

To be  sure, India has made tremendous strides in polar research, being one of two developing  nations to have a research station in the Arctic. India has lagged behind the  other three Asian Arctic Observer countries, however, as regards the first  expedition to the Arctic or setting up of a research station or the release of  an Arctic Policy.

Table 2  compares India’s participation in Arctic Council Task Forces with the other  Asian Observer states, except Singapore. Japan figures in the highest at six,  China and South Korea are at five each, while India has participated in three  Task Forces. 

Table 2: Participation in Arctic  Council Task Forces


Source: Author’s  tabulations from The  Arctic Council 

Table  3 compares country-specific chapters in the Arctic Yearbook for a 10-year  period from 2012. China tops the list with 19 mentions, Japan is placed second  with four mentions, while India is placed third with one mention. This reflects  the inadequacy of Arctic-related research, economic and political activity  being undertaken in India and indicates the lack of capacity and capability on  the Arctic in the country. 

Table 3: Research Trends in Arctic Yearbooks


Source: Arctic Year Book, Various Years.




Table 4: Key International  Collaborations
	
India 

	
China 

	
Japan 

	
South Korea 


	
-Norway  

	Norwegian Polar Institute and 
	Nansen Environmental    and Remote Sensing Center 

-Japan  

	National Institute of    Polar Research has partnership agreements with NCPOR and IIGM 

-Canada


        MoU with Polar Knowledge 


        - Russia 


        Bilateral dialogue 

	
- Trilateral Dialogues with Japan and Korea 

	 
	- Bilateral dialogues 
	Russia, USA, Norway,    Denmark, UK, France  
	 
	China-Nordic Research Centre (CNARC) 
	 
	China-Iceland Arctic    Science Observatory 
	 
	China Remote Sensing    Satellite North Polar Ground Station, Sweden 

	
-Arctic Challenge for Sustainability 


      -National Institute of Polar Research (NIPR), Japan 


      -Hokkaido University Arctic Research Center 


      -Polar Cooperation Research Centre (PCRC), Kobe University 


      -Japan Agency for Marine-Earth Science and Technology’s  Institute of Arctic Climate and    Environment Research (IACE) 


      -Japan consortium for Arctic Research 

	
-Arctic Partnership Week 


      -Arctic Science Fellowship programme 


      -KOPRI and KMI Collaborations 

	North Pacific Arctic Conference 

-Korea Arctic Research Consortium 


        - Korea Polar Portal Service (KPoPS) 



Source:  Author’s Tabulation Based on Open Source Information.



Table  4 shows the key international Arctic-related collaborations and activities of  India, Japan, China and South Korea. While India has a bilateral dialogue with  Russia on the Arctic, the MoU with Polar Knowledge with Canada was signed in  2020. There are also engagements with institutions in Norway and Japan, albeit  on a smaller scale. In comparison, however, international collaborations and  Arctic-related activities of China, Japan and South Korea are far more  developed. For instance, the three countries have a trilateral dialogue.

China  also has bilateral dialogues on the Arctic with Russia, US, Norway, Denmark,  UK, and France. Additionally, there is a China-Nordic Research Centre (CNARC) which is an international consortium initiated by the Polar  Research Institute of China (PRIC) in collaboration with respective institutes  in the Nordic countries to promote and facilitate China-Nordic cooperation for  Arctic research.14  China has also established an Arctic Science Observatory in Iceland, a joint  project by Chinese and Icelandic research institutions to further the  scientific understanding on Arctic phenomena.15  China’s first overseas land satellite receiving station – China Remote Sensing  Satellite North Polar Ground Station (CNPGS), has also been established in  Sweden.16 

Table 5: Researchers per Million  Inhabitants



Source: “Science, Technology and Innovation”, UNESCO  Sustainable Development Goals. 

Table 5 shows comparative data of  researchers per million inhabitants (RPMI) of India with China, Japan and South  Korea, as well as US and Russia. The RPMI is UN Sustainable Development Goals  (SDG) Indicator 9.5.2 and is defined as the number of professionals engaged in  the conception or creation of new knowledge (who conduct research and improve  or develop concepts, theories, models, techniques instrumentation, software or  operational methods) during a given year expressed as a proportion of a  population of one million. In 2018, India had 252.7 RPMI, one fifth of the  world average of 1265 RPMI. The corresponding figures for China, Russia, US,  Japan and South Korea are 1307.1, 2784.3, 4748.8, 5331.1, and 7980.4  respectively.

India and Polar Research

Presently, India’s polar research  for Antarctic, Arctic, Southern Ocean and Himalayas is budgeted under the  umbrella of Polar Science and Cryosphere (PACER) programme of the Ministry of  Earth Sciences (MoES).17  The total financial allocation (BE) under the PACER programme for 2018–19,  2019–20 and 2020–21 was Rs 365 crores.18  For 2022–23, the demand for grants under PACER is Rs 140 crores, while that for  NCPOR is Rs 23.67 crores.19  This amounts to approximately US$ 17.5 million for the overall PACER programme  and approximately US$ 3 million for the NCPOR for the year. Considering that  India’s Antarctic Programme is about five times bigger20  than its Arctic programme, it is estimated that allocations for the Arctic are  approximately Rs 10–15 crores per year or between US$ 1.5–2 million annually. 

It is noteworthy that the  entire MoES budgeted expenditure for FY 2022–23 is Rs 2,653.51 crores (~US$ 350  mn). This includes the budgets for the Ministry Headquarter in New Delhi; the  two attached offices—the Centre for Marine Living Resources and Ecology (CMLRE)  and the National Center for Seismology (NCS); two subordinate offices—the  India Meteorological Department (IMD) and the National Centre for Medium Range  Weather Forecasting (NCMRWF); and five autonomous institutions—National  Institute of Ocean Technology (NIOT), National Centre for Polar and Ocean  Research (NCPOR), Indian National Centre for Ocean Information Service  (INCOIS), Indian Institute of Tropical Meteorology (IITM) and National Centre  for Earth Science Studies (NCESS).

This meagre budget of approximately  US$ 350 million caters for provision of national services for weather, climate,  ocean and coastal state, hydrology, seismology, and natural hazards. It also caters  for exploring and harnessing of marine living and non-living resources in a  sustainable manner and to explore the three poles of the Earth (Arctic,  Antarctic and Himalayas).

To contextualise the MoES’ Arctic  budget, it is pertinent to highlight the South Korean example. The Korea Polar  Research Institute (KOPRI) is the primary (government sponsored) research institute for the national polar  programme in South Korea. KOPRI runs a research station in Svalbard and has a  number of pan-Arctic observation sites. It is involved in around 20 Arctic  (large and smaller) projects, sends around 200 expeditioners a year to the  Arctic and has an investment of approximately US$ 13 million (in research  grants). This is just one of the Korean institutions engaged in Arctic  Research.  The Korea Arctic Research Consortium is yet another  new initiative (launched in 2015), with 30 partner institutions and a  secretariat at KOPRI that aims to strengthen collaboration in Korean Arctic  research and bring together science, industry and policy.21 

A 2018 commentary in Nature claimed that China  has earmarked US$ 3 billion for polar research over the next decade. China also raised its financial inputs in Antarctic  research. From 2001 to 2016, China invested 310 million yuan (about US$ 45  million) in related projects, which is 18 times the total for the period 1985–2000.

In terms of research capacities,  against a world average of 1.9 per cent of GDP on research, India’s expenditure  at under 0.7 per cent is less than half. The corresponding figures for China,  Japan and S Korea are 2.4 per cent, 3.2 per cent, and 4.8 per cent  respectively. There are 13 Chinese institutions affiliated to the University of  the Arctic (UArctic) against three from India, of which two became members recently  (in May 2023).22  

Polar studies also remain largely  absent from schoolbooks for secondary and senior secondary levels. About 25  Institutes and Universities are currently involved in Arctic research in India  and about a hundred peer-reviewed papers have been published on Arctic issues  since 2007.23   India’s academic capacity needs to be  substantially augmented at all levels, from primary and secondary  education to higher education and post-doctoral studies, in order to compete  with China, Japan, and South Korea.

On 28  June 2023, the Union Cabinet approved the introduction of the National Research  Foundation (NRF) Bill 2023 in the Parliament that will seed, grow and promote  Research and Development (R&D) and foster a culture of research and  innovation throughout India’s universities, colleges, research institutions,  and R&D laboratories. With an initial budget of Rs 50,000 crore over five  years, the NRF aims to address the lack of funding for R&D in India.24  Modelled  after the National Science Foundation (NSF) of the United States, the NRF will  cover various fields, including natural sciences, engineering, social sciences,  arts, and humanities, with a focus on finding solutions to societal challenges  in India.

The  establishment of the NRF is seen as a major milestone for science in India,  aiming to improve research capabilities, promote a research culture, and link  research to society and industry. The setting up of NRF will address a  long-standing policy gap and if managed well, has the potential to address the  inadequacies in India’s scientific research sector. The NRF will be  administratively housed in the Department of Science and Technology (DST) and will  be overseen by a governing board and executive council with funding for  research projects shared between the DST and industry. It will foster  collaboration between academia, government, and research institutions. It is  hoped that India’s Arctic research efforts will also get a boost and new  horizons for Artic research will be opened

Policy Recommendations

Whole-of-Nation Approach

India’s 2022 Arctic Policy was  intended for a whole-of-government approach. It is crucial to adopt a  whole-of-nation approach to build capacities and  enhance capabilities, with active participation of industry, academia, and  think tanks.

Interdisciplinary Research

It is essential to adopt an  interdisciplinary research approach in order to understand not only the climate  change-induced changes in the Arctic environment, but also the geo-strategic  contestation that are underway, which have many scientific and policy  implications. To conceptualise and conduct policy-relevant research on the  Polar Regions, a multidisciplinary group of specialists need to collaborate  closely within a single academic unit to develop viable research projects and  academic programmes. 

Domestic research capacities need to  be promoted by expanding programmes in Arctic-related earth sciences and  climate change in Indian universities. For this, Polar Research Chairs, faculty  and facilities in select Indian universities would need to be established.  Introduction of a Master of Science and PhD programmes in Polar Studies by  institutions such as the NCPOR can further generate research capabilities.

In addition, expanded cooperation  with the various Arctic science and research institutes and Indian institutes  such as the Himalayan Science Council and IITs can enhance capabilities.  Knowledge and expertise on Arctic maritime legal issues, for instance, can help  us examine issues like the implication of opening of Northern Sea Route in the  context of China’s Malacca Dilemma. 

Expedite Acquisition of Polar  Research Vessel

The lack of a dedicated Polar  Research Vessel (PRV) is a serious impediment in the growth of India’s polar  activities. On 29 October 2014, the Cabinet Committee on Economic Affairs had  approved the acquisition of a PRV at a cost of Rs 1,051.13 crore within 34 months.  The vessel, however, is yet to be acquired. 

Enhance International Arctic Cooperation

China, Japan and South Korea  undertake trilateral cooperation on Arctic. India could discuss Arctic  bilaterally with Russia and Japan and thereafter have separate discussions on  the Arctic with the Nordics, as part of the India-Nordic Summit, not just at the  Track 1 level but at Track 1.5 and Track 2 levels as well. As India completes 10  years as AC Observer, like its counterparts, India should consider hosting AC  events to increase its engagement with the Council members.

Rename MoES as Ministry of Ocean and  Earth Sciences (MOES)

This can generate greater public  consciousness of the oceans, especially to mitigate some effects of  sea-blindness in the land-centric bureaucracy. Although it could be argued that  Earth Sciences includes Ocean sciences, the word Earth is largely identified  with land rather than oceans which cover 70 per cent of the earth’s surface. It  may be recalled that the erstwhile NCAOR was renamed as NCPOR, to convey a  wider geographical coverage. Three of MoES’ autonomous institutions have the  word Ocean in their names and it is only right that the ministry also reflects  the primacy of Oceans in the work that it undertakes. The NCPOR obviously needs  to be suitably strengthened and fresh recruitment of scientists exclusively for  Arctic research needs to be undertaken.

Establish a Think Tank for Earth  Sciences, Oceanographic and Polar Affairs

The think tank, under the aegis of  the MOES, could work on India-specific Arctic and Antarctic-related projects  apart from the scientific field, polar and oceanographic affairs and earth  sciences. Aspects related to geo-politics, governance, maritime law, connectivity,  energy security and trade, among others can be given focussed attention.

Include members from the Academia,  Think Tanks and Industry in the EAPG

The execution and implementation of  India’s Arctic Policy is being undertaken through an inter-ministerial  Empowered Arctic Policy Group (EAPG).25  The EAPG ought to include members of the academia, think tanks and the industry  to broad base Arctic-related endeavours in India. 

Conclusion

India's engagement in the Arctic  requires significant efforts to build capacity and enhance capabilities. While  India has made progress in polar research, it lags behind other Asian countries  in terms of infrastructure, research capabilities, and international  collaborations in the Arctic. Limited budgetary allocations for Arctic research  and low expenditure on R &D indicate the need for increased investment and  resources.

To address these gaps, India must  prioritise the acquisition of necessary infrastructure, invest in R &D, and  strengthen training institutions. This includes the acquisition of a dedicated  PRV, promoting interdisciplinary research approaches, and expanding programmes  in Arctic-related fields at Indian universities. Collaboration with Arctic  science and research institutes, as well as international partnerships, should  be fostered to enhance India's presence and contributions in the region.

Furthermore, India needs to adopt a  whole-of-nation approach – involving industry, academia, and think tanks, to  build a comprehensive institutional base on Arctic issues. By strengthening  domestic capacity and capabilities, India can effectively engage with the  evolving dynamics of the Arctic and contribute to scientific advancements,  economic opportunities, and strategic engagements in the region. 

Views expressed are of the  author and do not necessarily reflect the views of the Manohar Parrikar IDSA or  of the Government of India. 
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Summary

It is essential for the government to convey to the  countries hosting separatist Khalistani elements that they cannot  simultaneously have good relations with India while allowing anti-India  separatist movements on their soil. India will also have to build a  constructive and sustained engagement with the Sikh diaspora, dispel the  misinformation propagated by the Khalistani separatists and showcase the sense  of contentment prevailing in Punjab.

Introduction

  Khalistani  separatist activities in Western countries have been on the rise. On 2 July  2023, the Indian Consulate in San Francisco was set on fire (causing minor  damage) by a group of pro-Khalistani separatists. In another incident, ‘Sikhs  for Justice’, a separatist organisation, put out posters instigating the  radical elements to kill Indian top diplomats in Canada, the United States, the  United Kingdom and Australia. The advertising poster of the rally featured a  tagline ‘Kill India’. These posters were in response to the death of Hardeep  Singh Nijjar in June 2023 in British Columbia, Canada, with separatists  charging Indian agencies as responsible for the killing. In addition to these  two incidents, Khalistani supporters in Brampton, Canada carried out a 5-km  long parade which displayed a float depicting the assassination of former Prime  Minister Indira Gandhi by Khalistani militants. 

Intensification of Khalistani Activities Overseas

Although  such incidents have taken place intermittently in the last two decades, the  Khalistani activities overseas have intensified in last couple of years.  Besides the attacks on state symbols, the separatists’ activities across major  Western countries broadly include attacks on temples and consulates, and  coordinating referendums for a separate State of Khalistan in multiple  countries.

Attacks on Religious Symbols

In  October 2022, Khalistan separatists and Indian supporters, approx. 400–500 in  numbers clashed in Mississauga, Ontario, on the eve of Diwali. While one group  waved the Indian flag, the other carried the Khalistan flag and shouted anti-India  slogans. In January 2023, in a series of incidents, three Hindu temples  (ISKCON, BAPS Swaminarayan Mandir and Shri Shiva Vishnu Temple) in Australia  were defaced and anti-India slogans were sprayed on the walls. Similar  incidents have been reported intermittently in Australia, with the most recent  incident happening just before Prime Minister Narendra Modi visited that  country in May 2023. Similarly, Canada has witnessed several incidents related  to the defacement of Hindu temples, often with the slogan ‘Khalistan Zindabad,  Hindustan Murdabad’ sprayed on the walls.

Referendum for separate State of Khalistan

Besides these  events, the ‘Sikhs for Justice’ conducted its ‘Referendum 2022’ for separate  State of Khalistan in the UK, Canada, the US and Australia, where a sizable  Sikh population reside. Canada witnessed participation of 1 lakh people out of  total population of 5 lakh. This does reflect the failure of separatists to  garner full support for their agenda. The Indian diaspora have been vehemently  opposing the activities of the Khalistanis. During the referendum in late  January 2023 in Australia, a scuffle broke out between Khalistanis and  pro-India supporters at the voting site, Federation Square, Melbourne.1 

Attack on Indian High Commission  and Consulates

The Khalistanis  have also targeted Indian consulates in a coordinated manner. In February 2023,  the separatists in Australia targeted the Honorary Consulate in Brisbane and  installed the Khalistani Flag inside the premises. In a similar incident in  March, pro-Khalistani protesters stormed the Indian consulate in San Francisco,  raised Khalistani slogans and installed two pro-Khalistan Flags inside the  consulate premises. On 19 March, a group of Khalistan separatists vandalized  the Indian High Commission in London, taking out the Indian flag and tried to  replace it with the Khalistan flag.

Activities inside India

The  Khalistani separatists have been trying hard to reignite the Khalistani  separatist movement in India as well. Two major incidents which saw  active involvement of Khalistan elements were the farmers’ agitation in 2020  and the emergence of Amritpal Singh as an advocate of a separate state of  Khalistan. As intelligence reports have suggested, the farmer’s protest did  witness the involvement of declared terrorist organisations operating from  abroad.2  The incident of 26 January 2021, when protesting farmers entered the vicinity  of the Red Fort and hoisted Nishan Sahib Flag, gives more credence to such  reports. The US-based banned pro-khalistani group, Sikh for Justice, announced  the reward of USD 350,000 (INR 25 million) for unfurling ‘Khalistani Flag’ at  the Indian parliament.3  

In case of  framers protest, it was later established that Amritpal Singh visited the  protesting sites to lay the grounds for his separatist activities a year later.  In February 2023, at an incident in Ajnala, thousands of Amritpal’s supporters  broke through the police barricades and secured the release of Lovepreet Singh  Toofan, an aide of Amritpal Singh. In an attempt to appeal to the separatists  sentiments in the state and revive the issue of Khalistan, Amritpal also imitated  Jarnail Singh Bhindranwale. He was finally arrested on 23 April. His arrest  provided another rallying point for the overseas Khalistan separatists to  intensify their propaganda. On 19 March 2023, Indian High Commissioner to  Canada had to cancel an event in British Columbia as nearly 200 protestors  gathered in front of the venue entrance (some wielding swords) to protest  against the arrest.

West’s reluctance and refusal to act 

That multiple  Khalistan separatist organisations and individuals could spearhead such an  anti-India campaigns as discussed above, indicates the unwillingness of the  Western countries, especially Canada, to act against these separatist elements. 

During the  period of the Punjab militancy in the 1980s, the behaviour of the Western camp  led by the US was guided by the then prevailing international systemic order  reflected in the Cold War dynamics. India at the time was perceived as a  Soviet-leaning state, and therefore belonging to the enemy bloc. The end of the  Cold War and the opening up of the Indian economy for outside investors altered  the perception of the Western countries about India’s ideological leanings. 

Further, the  attack on the World Trade Centre in September 2001 and the subsequent war on  terror led these countries to crack down on terrorist organisations. However,  two decades since, vote bank politics appears to have influenced these Western  countries, explaining their tolerance towards anti-India activities by the  Khalistani separatists on their soil. When confronted by India, the Western  countries hide behind the veil of their so-called democratic credentials, and  highlight the principles of ‘freedom of expression’ and ‘peaceful protests’. Hence,  Khalistanis are allowed to protest peacefully. 

However, lately,  the inaction of Western countries and their unwillingness to rein in the  Khalistani separatists in their respective countries have been straining their  relations with India, especially for countries like Canada. 

Khalistan factor in Canadian politics

Canada is home  to the second-largest Sikh population in the world, after India. In terms of  their population, they form more than 2 per cent of the total population of  Canada, with nearly 8,00,000 people. They are also the fastest-growing and  fourth-largest religious community in Canada. Over the years, Canada has seen  several phases of Sikh migration. They have now developed into a robust and  economically flourishing community. Earlier in the 1980s, Canada had provided  sanctuary to several dreaded terrorists, including Jagjit Singh Chauhan and  Talwinder Singh Parmar, among others. Presently also, several ‘designated  terrorists’ like Arshdeep Singh Gill alias Arsh Dalla of Khalistan Tiger Force  (KTF) are residing in Canada. As stated earlier, while Canada’s actions  during the 1980s were guided by Cold War dynamics, its present actions are  influenced purely by vote bank politics.

In the 2019  Canadian federal election, Prime Minister Justin Trudeau’s Liberal Party got  157 votes, 13 short of a majority. Hence, they had to form a coalition  government with the ‘New Democratic Party’ led by Jagmeet Singh Dhaliwal, a  pro-Khalistan leader. Jagmeet has, in the past, made provocative statements in  favour of Khalistan and the human rights situation in Kashmir. Out of 338 seats  in the Canadian parliament, Sikhs are elected on 18 seats which speak of their  political influence. The Trudeau-led government is under political compulsion  to not antagonize their coalition partners. 

Trudeau has been  restrained in confronting the Khalistan separatists’ anti-Indian activities.  His soft peddling on the Khalistan issue was quite evident when, in the  aftermath of the 'Kill India' posters incident, he stated that “We have an  extremely diverse country, and freedom of expression is something that we have.  But, we will also make sure that we are pushing back against violence and  extremism in all its forms.”4  

Khalistani Activities in Other Countries 

The Khalistan  activities are not only limited to Canada. The influence of terrorist  organisations like Sikh for Justice extends to the section of Sikhs residing  predominantly in the UK, the US and Australia.

Khalistan  separatists’ foothold has been prominent in the UK. The Sikh community got  established in the UK almost immediately after India’s independence. It was in  the UK that the first overseas Sikh organisation, ‘Sikh Home Rule Movement’,  was formed under the leadership of Sardar Charan Singh Panchi. The movement was  organised to take up the grievances of the Sikh community with the authorities  in the UK. Later on, the Sikh Home Rule Movement was taken over by separatist  leader and self-proclaimed President of Khalistan, Jagjit Singh Chauhan, who  moved to the UK in 1970. 

Presently, more  than 520,000 Sikhs reside in the UK, comprising nearly 0.88 per cent of the  total population. They are the fourth largest religious community in the UK. The  Canadian Sikh separatists and organisations like Sikhs for Justice have a  presence among the Sikhs in the UK, as well. Recently, a report released by the  UK Government reflects the increasing influence and subversive actions of some  pro-Khalistan elements.5  Unfortunately, the UK government appears to react slowly to the activities of  the Sikh separatists as was evident from the March 2023 incident in which the  Khalistan separatists stormed the Indian High Commission in London and removed  Indian National Flag. The Sikh separatists continued to protest with impunity  days after this incident. 

Khalistan  activities have also intensified in the US, home to some of the designated  terrorist organisations and individuals in India. During the 1980s, Khalistan  activities thrived under successive US Administrations. As per reports, in  1971, The New York Times carried an advertisement  of the declaration of a separate state of Khalistan by Jagjit Singh Chauhan.  This advertisement was reportedly funded by Pakistan’s Inter-Services Intelligence  (ISI). The driving force behind US behaviour was the Cold War dynamics and the  US-Pakistan strategic alliance against the Soviet Union in Afghanistan.

Over 500,000  Sikhs reside in the US, amounting to 0.2 per cent of the total population. Although  the Sikh population is not substantive numerically, it does have a connection  with the Sikh separatists of Canada as can be evidenced by the fact that within  four month, the Indian Consulate in San Francisco witnessed two incidents of  arson by the Khalistani separatists. The so-called Khalistani flag was also  installed inside the Consulate premises. In recent years, Australia has also  witnessed several anti-India activities by Khalistani separatists as discussed  in pervious sections. 

All the above incidents  reveal that the Khalistan sympathisers and anti-India elements operate from  these Western countries with impunity. 

Indian Government’s  Response 

The Indian  Government is consistently taking up the matter with respective governments,  highlighting concerns about the adverse impact their inaction will have on  bilateral relationships. For example, in July 2023, External Affairs Minister S  Jaishankar said, “We have requested our partner countries like Canada, the US,  the UK and Australia, where sometimes Khalistani activities happen, not to give  space to Khalistanis. Because their radical, extremist thinking is neither good  for us nor them nor for our relations.”6  

The Indian  Government is taking these concerns seriously and trying to convey them in high-level  bilateral discussions as well. For instance, after the Brampton incident,  Jaishankar expressed his long-standing concern regarding pro-Khalistan  activities in Canada and blamed the Canadian government for playing vote bank  politics. On 6 July 2023, he denounced Canada for propagating violence in the  name of freedom of expression. In a statement, Jaishankar said, 

“It is a matter of concern  that freedom of expression and speech is once again being misused by anti-India  elements based in Canada and elsewhere… Let me make the larger point that the  issue is not about freedom of expression but its misuse for advocating  violence, for propagating separatism and for legitimizing terrorism.”7  


India strongly  urged Canadian Government to take appropriate action against the anti-India  ‘Khalistan Freedom Rally’, which was to be conducted on 8 July 2023. In a media  interaction, the External Affairs Ministry termed the posters inciting violence  against diplomats as “unacceptable” and condemned them in the strongest terms.8  

National  Security Advisor Ajit Doval met his British counterpart on 7 July 2023 and took  up the matter of intensified activities by Khalistan separatists. At the 5th  India-UK Home Affairs Dialogue,9  the Indian Government reiterated their concern regarding the Khalistan issue  and the misuse of UK’s asylum status by the pro-Khalistani elements to aid and  abet terrorist activities in India. The security breach at the Indian High  Commission in London was also discussed. 

It is important  to note that in response to the inaction of the UK Government against  Khalistani separatists in the London incident, New Delhi removed the outer  security cover of the British High Commission and High Commissioner’s  residence. India was compelled to take such an action to strongly communicate  to the British Government the need to take the security of the Indian High  Commission in London seriously.

The Indian  Government has issued similar statements to express its displeasure about the  arson incident at Indian consulate in San Francisco. India also firmly  denounced the vandalism of temples in Australia. While rejecting the so-called  Khalistan referendum as a politically motivated exercise by extremist elements,  the government requested the Australian authorities to “ensure the safety and  security of the members of the Indian community and their properties.”10 

Conclusion

The Government  of India has vigorously communicated its concerns regarding Khalistani  activities to the highest political authority in these countries. India’s  constructive engagement with the Western governments did bear some positive  results. However, more needs to be done. The Khalistanis are intensifying their  activities abroad, and given that the host countries seem to be looking the  other way, India needs to redouble its effort to prevent the reoccurrence of  such incidents.  It is essential for the Government to effectively  convey to the host countries that they cannot simultaneously have good  relations with India while allowing anti-India separatist movements on their  soil. At the same time, India will also have to build a  constructive and sustained engagement with the Sikh diaspora, dispel the  misinformation propagated by the Khalistani separatists and showcase the sense  of contentment prevailing in Punjab.

Views expressed are of the author and do not necessarily  reflect the views of the Manohar Parrikar IDSA or of the Government of India.
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            On 7 May 2023, India's National Security  Advisor Ajit Doval participated in a meeting with his counterparts from the US,  the UAE, and Saudi Arabia in Riyadh.1  A  White House readout of the meeting noted that the purpose was to advance their  shared vision of a more secure and prosperous Middle East region interconnected  with India and the world. Earlier, in October 2021, External Affairs Minister S.  Jaishankar during his visit to Israel had participated in a quadrilateral  meeting with the Foreign Ministers of Israel, the US and the UAE, focussing on  closer economic cooperation in infrastructure, energy and food security.2  Since then, the grouping has come to be known as the I2U2. 

Over the last two years, India’s  participation in mini-lateral frameworks together with the US and its West  Asian allies has been a transformative development in its West Asia policy. 

US mini-lateral turn in West Asia

Mini-laterals, where small number of  states with better understanding of each other’s needs and strengths,  collaborate to find practical solutions to their shared challenges first and  foremost emerge from strong bilateral partnerships and convergences between  states.3  I2U2 therefore, culminated from India’s deepening strategic partnerships with  the UAE, the US, and Israel. 

Secondly, the US-brokered 2020 Abraham  Accords, which normalised ties between Israel and the UAE and Bahrain and  several other Arab countries, opened the space for US-led regional initiatives  with participation from Israel. To allay fears among its regional allies about  the US disengagement from the region, the Biden administration has prioritised  fostering greater regional cooperation, and  integration of its “unrivaled network of allies and partners” from Middle East  and Indo-Pacific. The US National Security Strategy 2022 noted that it  was time for the United States “to eschew grand designs in favor of more  practical steps that can advance U.S. interests and help regional partners lay  the foundation for greater stability, prosperity for the people of the Middle East  and for the American people”.4  

In doing so, the US has sought to recalibrate  its traditional role as the external security guarantor through bilateral  alliances to that of an ‘integrator’ of regional  mechanism that will act as bulwark against domination of the region by rival  powers like China and Russia. This strategy is visible in the post-Accords US-backed regional mini-lateral/multilateral  initiatives involving Israel such as the Negev Summit (March 2022), the East  Mediterranean Gas Forum, and the I2U2. 

I2U2: A trade and technology cooperation initiative

Over the last two years, the I2U2 has  emerged as a Trade and technology cooperation initiative leveraging relative  strengths and trade synergies between the four countries, namely the UAE’s  capital, Israel’s technological prowess, India’s market-size and production  capacity. At the first I2U2 virtual summit during US President Joe Biden’s  visit to Israel in July 2022, consensus was reached on advancing joint  investments and initiatives encompassing the six areas of energy, food  security, health, space, transportation and water.5  Three of these areas, namely energy, food security, and water, can be bracketed  under technology-energy-climate change nexus, where India has been cooperating  with the UAE and Israel on a bilateral basis. 

In 2020, as the COVID-19 pandemic  further drove home the importance of resilient supply-chains for food security,  under the India–UAE Food Corridor, major companies such as Dubai-based Emaar  group, DP World and other private sector players committed investments up to US$  7 billion over next three years in integrated mega food parks, related  warehousing and logistics infrastructure, in various Indian cities.6  

Israel, which has established itself as  a leader in climate tech, has been cooperating with India in tackling  climate-change related challenges to food security and agriculture. The Indo-Israel  Agricultural Cooperation Project, which was started in 2008, has been a success  story, with 30 ‘Centres of Excellence’ jointly established across India  disseminating best agricultural practices, and capacity building through  professional training programmes.7  

To build on these synergies, following  the I2U2 Summit, the UAE pledged to invest  US$ 2 billion to develop a series of integrated food parks across India, with  the involvement of US and Israeli private sector to lend their expertise and  innovative solutions to contribute to the overall sustainability of the  project. The second joint project announced at the I2U2 summit was a US$ 300  million hybrid renewable energy project (300 MW of wind and solar capacity) in  Gujarat. Subsequently, a joint business coalition of the I2U2 was established  in April 2023, to mobilise private sector capital and expertise for joint projects  in sustainable and renewable energy, areas where the UAE is focussing in the  run-up to hosting of the COP-28.8  

India–US Convergence in West Asia

What is noteworthy  about these ‘mini-laterals’ is that they are issue-specific in nature. They are  not to be confused with alliances, which entail enduring security commitment  between allies, and usually have a broader remit including economic,  technological, and diplomatic components. Delhi’s participation in these  quadrilaterals underscores India–US regional convergence in West  Asia based on their shared vision of an ‘interconnected’ or networked region. 

Given that small  regional states like the UAE and Israel, who are determined to simultaneously  deepen ties with constellation of powers such as the US, China, India, and  Russia, mini-laterals are flexible and informal mechanisms and do not entail  significant political costs, while at the same time strengthening their ability  to manoeuvre great power competition.9  Mini-laterals  such as I2U2 serve to strengthen the capabilities of regional states in dealing  with shared challenges. At the same time, as a regional mechanism, they can  limit the potential hegemonic designs of great powers making inroads into the  region. 


  Further, India’s participation in I2U2  framework alongside Israel indicates that New Delhi has not only de-hyphenated  its bilateral ties with Israel and Palestine, but is playing a crucial role in  integrating Israel with the region on mutually beneficial terms. From Israel's  point of view, to make this de-hyphenation permanent, it seeks to deepen and  broaden the ties across the board so that the relationship with Israel will  become so widely accepted and beneficial that it remains unaffected through the  change of government in New Delhi, just as is the case in Washington.10  

The issue-specific, and  flexible nature of ‘mini-laterals’ also implies that countries can align with  different sets of countries on different issues. Therefore, for India,  participation in these frameworks is unlikely to impinge on its traditionally  balanced approach towards the region. In Riyadh, Doval discussed with Saudi  Arabia and the UAE about a railway network among Gulf States which will be linked  to an Indian port in the Arabian Sea and Israeli port on the Mediterranean, namely  the India-Arab- Mediterranean corridor. 

A week before that, Doval  had visited Tehran to hold consultations with top Iranian officials, including  President Ebrahim Raisi. Their talks focussed on the situation in Afghanistan, the  possibilities for reviving trade ties by activating the rial-rupee mechanism, and  cooperation in Chabahar port, which is being jointly developed by India and  Iran as a key transit hub between the Persian Gulf and Central Asia. 

As India finds common  ground with the US in advancing a regional approach for addressing shared  development challenges, it will continue to maintain its independent  strategic vision of its extended neighbourhood in West Asia.

Views expressed are of the  author and do not necessarily reflect the views of the Manohar Parrikar IDSA or  of the Government of India. 

	1. Suhasini Haidar, “In New ‘Quad’ Meet with U.S,  Saudi and UAE, Doval Discusses Infrastructure Initiatives in Gulf”, The Hindu, 8 May 2023.
	2. Suhasini Haidar, "India, Israel, UAE, U.S. Decide  to Launch Quadrilateral Economic Forum", The Hindu, 19 October 2021.
	3. Moises Naim, "Minilateralism", Foreign Policy, 21 June 2009.
	4. “Biden-Harris Administration's  National Security Strategy”, The White House, October 2022.
	5. “First I2U2 (India-Israel-UAE-USA)  Leaders’ Virtual Summit”, Ministry of External Affairs, Government of India, 12 July 2022.
	6. “India Poised for  Major Investments from the UAE in the Food Sector”, Consulate General of India-Dubai, 10  December 2020.
	7. “Envoy Gilon Inaugurates  30th Indo-Israel Centre for Excellence, Calls it “Significant Milestone” for Diplomatic  Ties”, ANI, 22 January 2023.
	8. Jack Sutton, "US, India, UAE, Israel Announce Creation  of I2U2 Joint Business Coalition", Al-Monitor, 19 April 2023.
	9. Nickolay  E. Mladenov, “Minilateralism: A Concept That Is  Changing the World Order”, Gulf News, 13 April 2023.
	10. Herb Keinon, “What is India's De-hyphenation Policy  Toward Israel and Why Does It Matter?”, The Jerusalem Post, 18 January 2018.

          	
            Eurasia & West Asia          	
            India, West Asia, United States of America (USA)          	
            system/files/thumb_image/2015/india-west-asia-thumb.jpg          
	
            Hybridity in Warfare: A Compelling Dimension in Modern Wars          	
            July 21, 2023          	
                      	
            Harinder Singh          	
            The Cold War symbolised a strong deterrent posture.  Both the West and the Soviet Union, while maintaining formidable conventional  military capabilities, successfully deterred each other by deploying strong  nuclear forces. The fear of a military conflict spiralling into a nuclear  holocaust prevented both these blocs from going to war, thereby reinforcing the  salience of nuclear weapons in maintaining robust deterrence. However, the Soviet  Union’s sudden collapse in the nineties brought a revelatory change in the  world order, thus partly diminishing the importance of nuclear weapons to deter  adversaries and future conflicts. 

In the Cold War era, while inter-state wars took a  backseat, the non-state and third-party actors became important disrupters in  the geo-strategic environment. Proxies became the new tools in the hands of  global powers to leverage power and influence. At a broader level, warfare was  reduced to ideological power plays and shifts, motivated regime changes, proxy  wars and insurgencies, resource exploitation, and imposition of trade  monopolies and sanctions. For almost a quarter of a century following the end  of the Cold War era, the world witnessed the uncontested primacy of the United  States. This order is yet at another inflection point, where it is often argued  that neither the history has ended nor has the ideological competition  diminished any bit.

With the rise of China and other regional powers which  are as disruptive as the rising ones, inter-state wars seem to be re-emerging  as a pre-eminent form of conflict, albeit in a newer form. Conventional wars  are returning with little regard to a nuclear overhang, but surely in the  shadows of a newer form of conflict, which is largely hybrid in nature and has  the potential to re-write the nature and character of future wars. 

The Digital Age and Warfare 

Hybridity in warfare is becoming the defining feature  of this century. Arguably, the digital age is shaping the geopolitics and  future of warfare, in ways the nuclear weapons shaped deterrence and conflict  in the 20th century This raises the question of whether the growing competition  in the field of cyber and other digital technologies has the potential to  produce a comparable impact on the emerging international world order, and in  turn a deterrent effect on war and conflict. 

The Ukraine conflict highlights the increasing  salience of hybridity in warfare which is driven by an unprecedented revolution  in new-age technologies and the corporatisation of warfare by global  tech-giants. Today, a surfeit of technologies from cyber to aerospace,  precision munitions to unmanned platforms, hyper-sonics to autonomous systems,  AI and quantum computing to blockchain technologies is driving hybridity in  warfare. The uniqueness of battlefield sensors, the stealth of non-crewed platforms,  the power of computing and algorithms, and the open-source revolution have  brought us to a point where a sea of data can be accessed and stored. 

Relying on AI, and its incredible manipulative power,  these inconceivable amounts of information and geo-data are being routinely fed  into machines to connect the dots and predict the battle outcomes.  

Tech Competition in Warfare 

A secure and reliable cyber space is the key to  national security. Be it the economy, food, health, energy, infrastructure,  banking and financial sectors, all of these domains contribute to the security  and well-being of the state. But there is nothing as significant as cyber  security, which no country can manage alone, thus necessitating hi-tech  cooperation and collaboration at a trans-national level. The fact that  cyber-security has become the foundational layer to all domains of national  security can no longer be ignored, as it impacts  national security planners and practitioners  across the public policy spectrum.  

Nation-states perforce have no choice but to  strengthen their cyber security capabilities for a few reasons. First, the  boundaries between wartime and peacetime needs have blurred due to the fading  distinction between kinetic and non-kinetic domains, resulting in enhanced  scope and necessity for national security. Second, the management of cyber  security threats is no longer a matter of concern for the governments in power  alone, but also of utmost interest to non-governmental agencies and business  corporations. And third, the cyber-attacks are often organisation-neutral,  which highlights the importance of strong collaboration between the government,  the military and the private sector in terms of information sharing, response  and mitigation. 

The security implications of an increasing cyber and technological  rivalry between adversarial states are therefore immense. For instance, any  disruption in the key information infrastructure or hi-technology related  production lines can have severe implications and consequences for national  security. This challenge calls for like-minded states, allies and partners to  be resilient by remaining competitive, and innovative in key war-fighting  technologies and domains. Whether it is AI, or computing power, or satellite  imagery and secure data transmission, or round the clock transparency on the  battlefield, these new-age niche technologies are revolutionary to the future  planning and conduct of warfare. 

In order to maintain a pre-eminent position in these niche technologies,  there is a need to collaborate with like-minded countries and mega-tech  corporations pioneering in innovation. The private sector leads the  cutting-edge of innovation and development of hi-tech platforms required to  shape and fight future wars. The manner in which militaries could leverage  these niche technologies to coerce or defeat an adversary is creating a new  dilemma amongst security planners and practitioners. This fear is also partly  redefining the salience of nuclear weapons to deter future wars and conflict. 

Threats, Terrain and Technologies 

Three aspects, i.e., the hybrid threats, the continuously expanding  terrain of hybrid warfare and the niche technologies, are increasingly shaping  our understanding on the nature and character of future wars. 

First, security threats are evolving at an unthinkable pace. From  well-defined and clear-cut conventional threats, several shades of hybrid  warfare are defining the new-age security threats. Historically, the threats  have always been evolving over time, but what is new is the sheer expanse and  reach of these new-age threats in the digital domain. Deep fakes, real-like  videos and disinformation campaigns are manifestly overwhelming the national  security planners, thereby making it difficult to discern truth from fiction.  With generative AI emerging as another important threat actor, the role of  cyberspace in warfare and its real impact on the battlefield cannot be  precisely predicted or defined. Simply put, these new-age threats need a new  definition much beyond the normally explained constructs of external, internal  or human security.

Second, wars are increasingly turning trans-national, if not  trans-continental or trans-corporation. The Ukraine war is reflective of this  novel and emerging trend in warfare. The new-age wars strengthen the notion of  a collaborative and collective effort to deter, fight and defeat a mutual  adversary. No country has the necessary money, mind-space, manpower, machines  and material to tackle these new-age threats and their sheer expanse and  technological dimension. This not only necessitates like-minded countries to  come together, but also bring the private sector led by the global tech giants  closer to the government and the military, to increase their involvement.  War-fighting is stepping into an era, where military and non-military personnel  will have to ideate, plan and fight alongside to win hybrid wars. This be a  compelling policy choice rather than an exception.

And third, with the increasing range and dimensions of hybrid threats,  governments and militaries have to operate in an ever-expanding security  environment and landscape. This is leading to increased experimentation with  hybrid war-fighting technologies that might or might not produce durable battle  outcomes. As generative AI expands in theory and practice, both the defender  and the offender will struggle to shape and direct new attack vectors.  Harmonising this `kill-chain` amongst a range of emerging kinetic and  non-kinetic war-fighting technologies will be doctrinal challenge. For  instance, Search and Seek, Strike and Scoot, and Survive to Strike are a few doctrinal dyads that would necessitate seamless  integration of new-age technologies to produce battle winning effects. At yet  another level, future wars may well translate into AI versus AI wars, with each  side trying to outwit the adversary on the digital battlefield. Warfare in the  long term might translate into a story of innumerable hybrid hits and misses,  till one or the other side establishes mastery over these technologies and  threats.

The Modernisation Challenge 

Nation-states are pursuing military modernisations to meet a range of  security challenges at speed and cost as never before. The capability  development paths adopted by most military powers often intersect in terms of  preferred new-age or legacy technologies and indigenous industrial bases, thus  providing an opportunity for like-minded governments and militaries to  collaborate in tackling both  new-age and  age-old threats. The fundamental shift in hybrid threats due to the rise in  cyber and technological competition amongst adversarial states requires policy-makers  and practitioners to recalibrate modernisation programmes from the earlier  focus on traditional military capability needs to a mix of kinetic and  non-kinetic war-fighting capabilities. 

The real challenge lies In quantifying the inter-se requirement of  kinetic or non-kinetic capability needs. Though earlier, the challenge was  related to sharing available resources amongst the traditional pillars of  national security, now the need has arisen for equitable sharing of the same  resources in the development and fielding of hybrid and non-hybrid  capabilities. It therefore requires a quantification of all new-age security  threats—hybrid or otherwise—against a model or theoretical construct that  satisfies both conditions. This is the new risk to the military modernisation challenge. 

In the absence of any credible planning data, governments and militaries  are likely to mis-define the requirement of non-kinetic hybrid competencies,  resulting in an imbalance between the two requirements. Military planners and  practitioners often tend to over-estimate or under-estimate the non-kinetic  capability needs and there lies the need for caution and precision. With  increasing budgetary allocations to India’s military modernisation effort, a  policy alignment might be necessary to maintain the right balance in the  development, production and fielding of required kinetic and non-kinetic  war-fighting capabilities. 

In the current digital age, policy, process and preparedness on  traditional and non-traditional security threats to a nation-state will have to  be a healthy mix of sound ideas, capital and coordinated action between the  public and private sectors. Nation-states are today moving towards a nature of  war governance where the political leadership and the state bureaucracies—both  civil and military—will have to co-opt the civilian technological expertise and  `nationalist` hi-tech corporations in the planning and conduct of future wars.

Views expressed are of the author and do not necessarily  reflect the views of the Manohar Parrikar IDSA or of the Government of India. 

          	
            Military Affairs, Strategic Technologies          	
            Hybrid War          	
            system/files/thumb_image/2015/hybrid-warfare-thumb.jpg          
	
            US Cluster Munitions for Ukraine: Military Context and Legal Considerations          	
            July 14, 2023          	
                      	
            Abhay Kumar Singh          	
            
Download [PDF]

Summary

The US decision to supply cluster munitions to Ukraine  has been criticised by several human rights groups and several US allies like  Germany, the United Kingdom, Canada, New Zealand, and Spain. It is pertinent to  note that the US, Ukraine and Russia are not signatories to Convention on  Cluster Munitions while Russia has also used various types of such ammunitions  in the current conflict with Ukraine. These types of ammunitions are expected  to aid Ukraine’s counter-offensives against Russian fortifications. 

On 7 July  2023, the US Department of Defense (DoD) announced additional security  assistance to meet Ukraine's critical security and defence needs. The package  included additional air defence munitions, armoured vehicles, anti-armour  weapons, and other equipment. In addition, the package will provide Ukraine  with additional artillery systems and ammunition, including the highly  effective and reliable dual-purpose improved conventional munitions (DPICM), a  type of cluster munition.1  

This  decision to transfer DPICM to Ukraine has become controversial as more than 100  countries have outlawed this type of munitions under the Convention on Cluster  Munitions (CCM).2  The decision was quickly criticised by human rights groups. Several US allies  including Germany, the United Kingdom, Canada, New Zealand, and Spain also  expressed their unease with the decision being signatories to the Cluster  Munition Convention which has outlawed the use, production, storage and  transfer of cluster munition.3  The  US, Ukraine and Russia are not signatories to CCM.

The US DoD  claimed that the decision to transfer DPICM was arrived at after extensive  consultations with the US Congress and US allies and partners. Jake Sullivan,  the US National Security Advisor, argued that the US allies which are  signatories to the Oslo convention indicated that they understand the US  decision and recognised the difference between the use of cluster munitions by  Russia, the aggressor, and Ukraine, which is defending itself.4  Further, the Ukrainian government has assured the US of the “responsible use”  of DPICM, including that it will not use the rounds in civilian-populated urban  environments.5   In an interview with CNN, President Joe Biden  said that his decision to provide Ukraine with cluster munitions was a  “difficult decision”.6 

The Brief examines  the military context of the extant transfer of DPICM to Ukraine along with  relevant legal considerations. 

Cluster Ammunition and its  operational value

Cluster  munitions can, in general terms, be defined as “weapons that open in mid-air  and disperse smaller sub-munitions—anything from a few dozen to hundreds—into  an area. They can be delivered by aircraft or from ground systems, such as  artillery, rockets and missiles”.7  They contain sub-munitions or bomblets with impact fuses designed to detonate  on impact with the ground or hard surface.   They could also be fused to create an air burst at a prescribed height  from the ground. A typical Cluster munition ordnance, depending on its design,  can release explosive sub-munition ranging from several dozen to over 600.

Cluster  munitions have emerged as weapons of choice for militaries due to their ability  to create destructive effects over an area much larger than the one created by  the effects of equivalent munitions with singular warheads.8  The criteria of ‘economy of force’ is accomplished through the use of cluster  munition since one munition can be used to suppress, kill or destroy multiple  targets within its impact area. Employment of such area weapons needs fewer  platforms (aircraft, artillery tubes, etc.) delivering fewer munitions for  desired effects which reduces the logistics burden and the exposure of forces  to hostile fire. Similarly, cluster munitions allow a numerically smaller force  to engage and degrade a larger adversary.

Cluster  munitions have evolved since their initial use in World War II and their  employment has shifted from countering mass infantry attacks to attacking  massed armour and vehicle formations. The changes in operational employment  have contributed towards technological enhancements in submunitions design for  enhanced terminal effects and delivery, leading to the development of  dual-purpose and combined-effects munitions. The design of these new  sub-munitions incorporated a shaped charge to penetrate armour or entrenched  targets. The metal casing of some submunitions was also scored to produce  uniform fragment sizes and patterns to enhance the anti-personnel effect.

Cluster  munitions were deployed extensively in the Vietnam War. During that conflict,  the US dropped some 260 million of them on neighbouring Laos, making it the  country with the world's highest level of cluster munition contamination. The  US Army also used the ‘Steel rain’ of DPICM to break Iraqi’s soldier’s will to  fight both during the Gulf War of 1991 and the invasion of Iraq in 2003.9 

Dual-purpose improved  conventional munition (DPICM)

DPICM is a  general category of ordnance with the US Army and includes various types of  artillery shells and rockets loaded with a variety of sub-munitions. It  includes shells for 105mm, 155mm, and 203mm howitzers, as well as 227mm  artillery rockets that can be fired from the M270 Multiple Launch Rocket System  (MLRS) and M142 High Mobility Artillery Rocket System (HIMARS) launchers.10 

DPICM is an  evolved version of the Improved Conventional Munition (ICM) series of cluster  munitions. ‘Dual-purpose’ denotes the fact that the DPICM sub-munitions, also  referred to as ‘grenades’, are designed to be effective against both armoured  vehicles, as well as soft-skin unarmored vehicles and troops.

Though  there are multiple types of DPICM sub-munitions, they are all designed in the  same basic way, with a shaped charge intended to defeat armour surrounded by a  casing specifically structured to send lethal fragments flying in all  directions. The sub-munitions are similar in size and weight to a typical hand  grenade. DPICM-filled artillery rounds and other munitions generally eject the sub-munitions  from the rear of the projectile or warhead after it reaches a set point in its  trajectory.11 

US Army Briefing Slide on DPICM-XL projectile

Source: Joseph Trevithick, “What DPICM Cluster Munitions Are  And Why Ukraine Wants Them So Bad”, The Drive, 6 July 2023. 

DPICM  munitions which are being supplied to Ukraine are newer versions with GPS  guidance for precision. These are also “lethality-enhanced ordnance” whose  warhead effect has been tailored through computer modelling for its intended  effect and also to limit unexploded ordnance (UXO) hazards. The munition is  designed to detonate at a preset altitude and release bomblets as per the  computer-generated pattern.12 

Why Ukraine needs it?

As a result  of extensive Russian fortifications, particularly minefields and extensive  trench lines, Ukraine's counteroffensive has so far been difficult to get  rolling.13  When classical artillery fires round with unitary warheads, for example,  trenches may withstand this type of indirect fire very well. Even less  effective is direct fire, such as that from cannons and tank guns. To saturate  them from above, it may require a sizable number of unitary high-explosive  artillery rounds launched indirectly. Even then, they may not be as effective  against well-entrenched forces. 

According  to sources, Ukraine's employment of artillery has had to be reduced or limited  as a result of munitions shortages. There are reports that Ukraine has been  compelled to cut or limit the use of artillery because it has shortages of  munitions. The resultant ‘artillery’ or ‘ammunition’ diet has been attributed  as a critical factor hindering the progress of the Ukrainian counter-offensive.  Ukraine’s forces need to create gaps in the Russian defence line to push  through with armoured  formations. 14 

Ukrainian  artillery is essential for suppressing Russian indirect and direct fire,  allowing Ukrainian infantry to assault Russian trenches and break the defence  line. Therefore, one of the most important factors in determining how the fight  will turn out is increasing the effectiveness of Ukrainian artillery fire.15 

Cluster  munition artillery shells and rockets can cover much more ground and do so  faster with a smaller number of total shells. Combine this with the fact that  the submunitions that are deployed from them can fall directly into trenches,  resulting in devastating effects. The effectiveness of artillery fire against  entrenched infantry is substantially multiplied by DPICMs fired from 155mm  howitzers and multiple-launch rocket systems. Since each DPICM can discharge up  to 88 bomblets over a field-sized area, they are especially useful against  infantry and artillery that are on open terrain. Additionally, they might be  employed to deliver suppressive fire, which would aid Ukrainian sappers in  clearing the extensive minefields defending Russian defensive lines.16 

Why Cluster Munition is  Controversial 

The  fundamental criticisms of cluster munitions are that they disperse large  numbers of sub-munitions imprecisely over an extended area, that they frequently  fail to detonate and are difficult to detect, and that sub-munitions can remain  explosive hazards for decades. Cluster munitions’ bomblets are generally  designed to explode or ignite upon hitting the ground, but historically their  failure rate is the highest among all classes of weapons, with lasting and  often devastating consequences for civilians. Civilian casualties are primarily  caused by munitions being fired into areas where soldiers and civilians are  intermixed, inaccurate cluster munitions landing in populated areas, or  civilians traversing areas where cluster munitions have been employed but  failed to explode.17 

Two  technical characteristics of submunitions—failure rate and lack of a  self-destruct capability—have been at the core of the criticism of cluster  munition. There exist significant discrepancies among failure rate estimates.  While a few manufacturers claim a submunition failure rate of 2 to 5 per cent,  field reports have recorded failure rates of 10 to 30 per cent. Several factors  influence submunition reliability. In addition, factors impacting higher  failure rates of submunition include delivery technique, age of the  submunition, air temperature, landing in soft or muddy ground, getting caught  in trees and vegetation, and submunition being damaged after dispersal, or  landing in such a manner that their impact fuzes fail to initiate. In addition,  submunitions without a self-destruct capability are of specific concern since  they can remain an unexploded ordnance (UXO) hazard for decades, thereby  increasing the potential for civilian casualties.18 

In order to  address humanitarian concerns about UXO, some nations are developing ‘smart’ or  sensor-fuzed weapons with greater reliability and a variety of self-destruct  mechanisms intended to address the residual hazard of submunitions. The US has  argued that DPICM shells being sent to Ukraine are an improved version of  ammunition and has an estimated failure rate of 2.35 per cent or less, far  better than the usual rate that is common for cluster weapons.19  However, the cluster munitions in question contain older grenades which as per  the US DoD's study are known to have a failure rate of 14 per cent or more.20  

International Attempts to  Regulate Use

All weapons  carry a certain amount of risk, but cluster bombs have been said to represent a  special danger to people since they routinely leave behind a lot of unexploded  bomblets and have a huge area of effect. These unexploded bomblets can continue  to pose a threat for decades after combat has ended.21 

To address  these humanitarian concerns, the States-Parties to the U.N. Convention on  Prohibitions or Restrictions on the Use of Certain Conventional Weapons (CCW), based  on recommendations of the Group of Experts, decided in 2006 to “negotiate a  proposal to address urgently the humanitarian impact of cluster munitions”.22  Negotiations to evolve rules, norms and technical solutions to minimise  humanitarian concerns emanating from cluster munition were held in 2008 and  2009, but the parties did not reach an agreement on a new proposal. The  experts' group continued negotiations in 2011 based on a Draft Protocol on  Cluster Munitions. However, the CCW states parties could not reach a consensual  agreement on a protocol during their November 2011 review conference.23 


  Described  as “frustrated with the CCW process”, several CCW members—led by Norway, initiated  negotiations in 2007 outside of the CCW to ban cluster munitions. On 30 May  2008, they reached an agreement, Convention on Cluster Munitions (CCM), to ban  cluster munitions. The US, Russia, China, Israel, Egypt, India, and Pakistan  did not participate in the talks or sign the agreement. On 3–4 December 2008,  94 states signed the convention in Oslo, and four of those signatories also  ratified it at the same time. France, Germany, and the United Kingdom were  among the 18 NATO members who are signatories of the CCM. Six months following  the deposit of the thirty-first ratification, the convention was supposed to go  into effect. On 16 February 2010, the UN received the 30th ratification,  and the agreement became effective on 1 August 2010.24 

The CCM,  inter alia, bans the use of cluster munitions, as well as their development,  production, acquisition, transfer, and stockpiling.25  The convention exempts ‘Smart Cluster Munitions’ that can detect and engage a  single target or explosive sub-munitions equipped with an electronic  self-destruction or self-deactivating feature. 26 

Conclusion 

DPICM  availability will not only improve Ukrainian military performance against  Russian forces that are entrenched, but it will also aid in reducing Ukrainian  and wider NATO ammunition shortages and barrel shortages. Even before the  extant controversy about DPICM, cluster munitions have been employed during the  ongoing Ukraine war by both belligerents. Since the invasion of Ukraine on 24  February 2022, the Russian military has been reported to have extensively  employed at least six types of cluster munitions: missiles for multiple rocket  launchers ‘Hurricane’, ‘Smerch’, ‘Tornado-S’, missile systems ‘Tochka’ and ‘Iskander-M’,  as well as RBC bombs (500 with PTAB-1M submunitions). Ukrainian forces were  also noted to have used Soviet-origin cluster munition at least three times in  the war.27 

Notwithstanding  provisions of CCM and rather widespread humanitarian concern, cluster munitions  remain a legitimate weapon of war. Legal prohibition of production,  stockpiling, transfer and use remains applicable only to signatories of the  conventions even though members of CCM such as the Cluster Munition Coalition  (CMC) continue to campaign for the widespread accession to and ratification of  the CCM.

In any case,  CCM provisions are not relevant in the extant case of DPICM supply to  Ukraine.  The Convention has never been  ratified by the US, Ukraine, or Russia. Additionally, the treaty was never ratified  by Poland and Romania, two NATO members through whom weapons would presumably  pass to reach Ukraine. Therefore, in the context of the Ukraine war, parties involved  in the supply, transit or future use of these weapons are not constrained by  any specific legal prohibition against their use, including restrictions  imposed under provisions of CCM.

Views expressed are of the  author and do not necessarily reflect the views of the Manohar Parrikar IDSA or  of the Government of India. 
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Summary

The initiation of the democratic  process in 2011 marked a pivotal moment for the media in Myanmar. However, the  2021 coup led to increased polarisation. Constitutional  amendments and legal frameworks have been used by the military junta to exert  control over the media. While many journalists have been detained, some have  been punished with long prison sentences also.     

The  media landscape in Myanmar has undergone significant transformation in recent  years, particularly following the 2021 military coup, leading to increased  polarisation. New phenomena have emerged in Myanmar's media extending beyond  the state-owned and ‘independent’ media. The new category of media outlets are predominantly  pro-military and often are controlled and managed by former military personnel  or ultranationalist individuals and organisations. The military regime in  Myanmar has employed the route of constitutional amendments and legal  frameworks to exert control and monitor the media. The Brief examines the  significant transformations within the media ecosystem in Myanmar.

Military and Media 

The  characteristics and role of media in Myanmar are deeply intertwined with the  country’s historical context of military rule. In 1988, when the country was  under military rule for 26 years, the military regime of Myanmar (formerly  known as Burma) faced an unexpected wave of peaceful protests.1  The military took stringent measures, resulting in a surge of human rights  infringements and tragic loss of lives.2  

In 2011, the military junta disbanded  itself and initiated a democratic process. This marked a pivotal moment, as it  heralded a new beginning for the media in Myanmar. Numerous media outlets, including few  news agencies that fled the country subsequent to the crackdown as a result of  the pro-democracy uprising in 1988, returned to Myanmar under the  administration of U Thein Sein in 2012. After the 2012 reforms, the government  undertook several significant measures, including abolishing aspects like pre-publication  censorship, removed restrictions on the content of newspapers before their  release and granted licenses to diverse media outlets.3  

In February 2021, however, military  leaders staged a coup. In  the general elections held in 2020, the pro-military political party ‘Union  Solidarity and Development Party’ (USDP) faced defeat.4  Subsequently, the junta—officially called the State Administration  Council—detained leading opposition political party leader and pro-democracy  Aung San Suu Kyi and key party members and activists on charges of election  rigging and other corruption charges. Many of them have been kept under house  arrest since then. 

While media restrictions  in Myanmar are not unusual, they have been formalised and integrated into the  legal system through numerous amendments to the criminal laws. BBC for instance  expressed concerns due to the newly amended ‘Electronic Transactions Law (Law  No. 7/2021),’5  which deemed negative comments about the military government as criminal  offenses. In April 2023, BBC news received its first visa since the military  coup in February 2021. The visa authorisation letter included a warning that  prohibited speaking to any proscribed groups, which now encompassed a significant  category of individuals.6 

Myanmar's State  Administration Council (SAC), established by the military after February 2021, has approved a series of legal changes that criminalise  peaceful demonstrations. The Junta has also made amendments to  the ‘Cybersecurity Law’ by modifying the ‘Electronic Transactions Law’. The  revised ‘Electronic Transactions Law’ 27(C) grants government agencies,  investigators, or law enforcement authorities the right to access personal data  concerning ‘cyber-crimes’, ‘cyber misuse’, or any criminal investigation.7  

In particular, Articles 38(d) and (e)  impose criminal penalties for unauthorised or “without permission” access to  online material.8  This provision creates a situation that enables the targeting and “prosecution  of whistle blowers, investigative journalists, or activists who utilize leaked  material in their work”.9  Section 38C of the 'Electronic Transactions Law' criminalises the dissemination  of “misinformation or disinformation with the intent of causing public panic,  loss of trust, or social division in cyberspace”.10  The most significant aspect of these provisions is their direct impact on the  exercise of online expression. It is noteworthy that these amendments were  enacted subsequent to the occurrence of the 2021 coup.

In June 2021, the Ministry of  Information issued directives to foreign news agencies, instructing them to  refrain from using the terms 'military council' or 'military junta' and to  desist from spreading inaccurate information to the international community.11  The  ministry's directive contained a warning that any incorrect usage,  misquotation, or dissemination of false news and information would result in  legal repercussions in accordance with existing laws.”12 

After February 2021, the military  regime in Myanmar made amendments to the law pertaining to accessing user  internet/broadband data and issued directives to mobile service operators.  Furthermore, internet service providers have begun to restrict access to  specific websites and virtual private networks (VPNs) that can bypass internet  filtering.13  The military has requested that internet providers block platforms like  Facebook in order to maintain stability.14   

Journalists under Threat

The Global Investigative Journalism Network states that  approximately four journalists have been killed, as of February 2023, in the  two years after the coup, with 145 journalists having been arrested and  approximately 60 remaining in detention.15  The Committee to Protect Journalists  has described the situation of Myanmar as the third worst country worldwide for  jailing journalists.16  Statistics  from the Assistance Association for Political Prisoners (Myanmar) as of 30 June 2023, the number of political  prisoners has reached 23,651. Since February  2021, 3,736 political  prisoners have died, while 19,295 are  still in detention or have been sentenced.17 

As for journalists,  more than 180 have been detained.18  These include freelancers, editors, photographers, citizen journalists, and  social media reporters, as well as correspondents employed by various media  outlets. About 41 of these journalists have been  punished so far, with sentences as long as 15 years. About 38 news professionals are still under  trial, the rest have been released after months of arrest (as on 30 June 2023).19  

The Burmese service of ‘Voice of America’ notes that there  are “still about 40 journalists locked up in prisons across Myanmar (till  February 2023)”.20  According  to the International Press Institute's (IPI) Database of Killed Journalists,  four journalists have been killed in Myanmar since February 2021.21  As per the official ‘information  sheet’ of the military regime, a total of 1,563 individuals (from 27 January  2022 to 27 June 2023) are currently facing legal action for “making incitements  and propagating disruptive content on social media, with the intent to disturb  the peace and stability of the state”.22  

Split Media: State, Friendly and ‘Independent’ Media

Media outlets have become sharply divided  following the coup in Myanmar.23  There  are those which supports the regime. These include state-run media such as  newspapers, digital platforms, and television channels. Those that previously  identified as mainstream media but are now in exile oppose military rule.  Additionally, according to reports, there is a third group of media outlets  with military backgrounds24  or  supported by those ideologically-aligned with military regime. 

The  following section examines news coverage by media segments as against official  version of news events. It seeks to show the imposition of selective perception  to shape the understanding of domestic and global audiences. On 11 April 2023, for instance, the  Myanmar Air Force carried out a bombing in the village of Pazigyi, located 148  km west of Mandalay.25  The  attack targeted a large crowd of people who had gathered for the opening of a  local office belonging to an opposition movement. The military's spokesperson,  Maj Gen Zaw Min Tun, acknowledged in a statement phoned to state television  MRTV that ‘the Office of NUG of PDF Terrorist Groups’ had been attacked. He said  “the People's Defense Forces—the armed wing of the National Unity  Government—had terrorized residents into supporting them, killing Buddhist  monks, teachers and other people, while the military sought peace and  stability”.26  

The Global New  Light of Myanmar, one of the most popular state-backed newspapers, did not  report on this airstrike in its editions on 11 April or 12 April. The incident  received extensive coverage from various non-state media outlets. The Irrawaddy stated that “the  jet fighter dropped two bombs on a house in Pazi Gyi where a housewarming  ceremony was being held by local residents and village defence members tasked  with protecting residents’ properties and safeguarding the village”. 27  

In another  example, there was a news items about a violent attack in the Mon state of  Myanmar on 12 October 2022. This attack was reported by one of the state’s  print media outlets The Global New Light  of Myanmar28  as ‘In a brutal attack, the  Karen National Liberation Army (KNLA) Brigade-1 and a group ‘so called PDF  terrorists’, associated with the ‘National Unity Government (NUG)’ and the  ‘Committee Representing Pyidaungsu Hluttaw (CRPH)’, killed three pilgrims and  injured 19 others at the Kinmunchaung bus terminal in Kyaikto Township, Mon  State. The People's Defense Teams (PaKhaPha/PDTs) were involved in the  incident. According to Myanmar Now report, “three women from Yangon were shot and killed at the foot of Kyaiktiyo  Hill in Mon State after a clash broke out nearby between the Myanmar army and  resistance forces on Wednesday morning (12 October 2022)”.29  

An official  statement30  in state media described the  coverage of this incident by non-state media as ‘fabricated information’. The government’s  press release charged news organisation like The Irrawaddy and BBC News of turning turn a blind eye to  the ‘correct information’. It further threatened action against ‘these new  agencies under the communications law, news media law and under the existing  laws for the accusation of security forces’. 

In  March 2021, Myanmar’s military regime revoked the licenses of at least five  media outlets, namely Myanmar Now, 7 Day, Mizzima, Democratic Voice of Burma (DVB) and Khit Thit.31  DVB, Mizzima and 7 Day are VOA  affiliates.32  In addition to these,  several local media outlets such as the Myitkyina  News Journal in Kachin State, the Delta  News Agency in Ayeyarwady Region, the Tachilek  News Agency in Shan State, the Zayar  Times News Agency in Sagaing Region, the Kantarawaddy News Agency in Kayah State, and the Independent Mon News Agency were also  banned.33  Several media outlets such as The Irrawaddy, Mizzima, DVB, and Myanmar Now, have relocated to other  countries. However, the Burmese services of Voice of America (VOA), British  Broadcasting Corporation (BBC), and ‘Radio Free Asia’ (RFA) still operate from  Myanmar. 

According  to The Irrawaddy, there are “more  than two-dozen pro-junta media outlets run by former military officials,  members of regime-friendly political parties and ultra-nationalists”.34  Thuriya Nay Won (The Sun Rays) is one  of the major media outlets of Myanmar, which publishes magazines, journals and other  periodicals. Moe Hein, the proprietor of this media organisation, has made  frequent appearances on television channels such as Myawaddy TV (owned by the  military) and MRTV (the state  broadcaster).

Myanmar Hard Talk is another prominent media outlet of  Myanmar and it has close ties to the military-aligned Union Solidarity and  Development Party.35  The chief editor of Myanmar Hard Talk is Aung Min, a former military officer who defected to the opposition during  the 2021 Myanmar coup d’état. News outlets like Neo Politics News Agency are headed by Kyaw Myo Min, seen as a military  regime-friendly face.36  The news agency Myanmar National Post has been pro-junta in its projection of  narrative and ideological stance. The  Irrawaddy has reported that this news agency is backed by ultranationalist  group ‘Ma Ba Tha’.37  These examples highlight media outlets that either align themselves with the  military junta or have affiliations with the military, including connections  with former lawmakers from the military’s proxy Union Solidarity and  Development Party, former military personnel, and ultranationalists.

Conclusion

In the aftermath of the 2021  coup, the media landscape in Myanmar has witnessed major changes, including the  presence of pro-military media, alongside state-owned media, citizen or local  journalists, and the use of social media as a tool for content dissemination. Consequently,  the boundaries between truth, fake news, and half-truths have become  increasingly blurred. These phenomena have created a significant disruption and  reversed the significant freedoms given to the media after the 2012 reforms.

Views expressed are of the author and do not  necessarily reflect the views of the Manohar Parrikar IDSA or of the Government  of India.
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