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hows and know-whys and therefore will not enable the development of 
indigenous innovation, design and development capability. 

Technology espionage is undoubtedly illegal, but not unheard of. In 
the technology acquisition/introduction/pre-concept stage, the Chinese 
defence science and technology system employs open-source information 
collection and espionage activities to overcome the restrictions imposed 
on transfer of defence-related technology due to the various arms control 
regimes.65 Technology espionage has also been reported in other parts 
of the world and was probably even state driven during the Cold War 
period.66 In the current age of networking and cyber warfare, continuous 
attempts are made to hack into the systems of adversaries, with the 
acquisition of their technology being the significant objective. However, 
the aim here would possibly be to acquire knowledge on their weaknesses 
and not the entire design and manufacturing process.

Challenges

The article has covered the numerous avenues of ToT and dwelt a bit on 
their strengths and weaknesses as well as obstacles that they may face. 
There are, however, a few challenges of a general nature and relevant to 
India, which have not been covered so far and need a look.

The US International Traffic in Arms Regulation (ITAR) and 
similar regulations in other advanced countries place strong controls 
on the export of technology to other countries. These also are in line 
with the WA, which is a multilateral export control regulation to which 
most advanced countries are signatories. The stringent nature of these 
regulations can be gauged from the fact that even briefings to foreign 
visitors are to be controlled and specifically authorised under its best 
practices on intangible transfers of technology.

Since successful technology transfer requires willing and whole-
hearted delivery (especially for the component of tacit knowledge residing 
in the developers) from one party to another in return for commensurate 
returns, it is imperative that the relationship between the two is initiated 
and then sustained as a win-win one.67 Advanced countries will need 
to trust that Indian scientists, agencies and private firms will abide by 
agreements to protect their IPR. Unfortunately, India has a dismal rating 
on IPR protection. In February 2017, India was ranked 43rd out of 45 
countries, according to a report by the US Chamber of Commerce’s 
Global Intellectual Property Center (GIPC). The report stated India’s 
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key areas of weakness as the National IPR Policy, which does not address 
fundamental weaknesses in India’s IP framework, the limited framework 
for protection of life sciences IP, and patentability requirements being 
outside international standards, among others. The GIPC also recently 
re-emphasised how India would have to build twice the standards required 
by TRIPS to enable large scale innovation and investment in India.68 
Clearly, a lot needs to be done for India to build the trust and confidence 
of foreign OEMs that is necessary for successful R&D collaborations as 
well as for attracting ToT through FDI.

Besides the two above-mentioned major challenges, there are a few 
others which deserve a thought. One is the work culture of ‘jugaad’, 
which encourages quick innovations for short-term and cheap solutions, 
thereby assigning a lower priority to delivering quality and long-term 
capability building. An aspect that many of the foreign OEMs have 
stressed is that long-term relationships deliver better products and help 
build solid capabilities. Also, foreign OEMs have perfected their work 
systems and practices over decades to deliver complex weapons such 
as fighter aircraft and missiles which have a high degree of reliability. 
The Indian defence industry, on the other hand, is much less developed 
and will need to assimilate the work cultures of the foreign OEMs to 
successfully deliver products of world-class standards. How these work 
cultures can be assimilated, especially by the state-run OFs and DPSUs, 
is something their leadership will need to deliberate upon.

Yet another challenge is the risk-averse attitude in the Indian 
government and public sector environment, especially in defence matters. 
A spate of scandals in defence purchases over the past three decades has 
taken a toll, leading to a state of almost decision paralysis in the earlier 
government. The technology development fund initiative of the DRDO 
to bring the private sector into R&D by funding them has taken over 
eight years to materialise probably because of the apprehension on how 
proposals would be selected and the risk involved. Investments in steps 1, 
2, 3 and 5, as described in Figure 1, all entail significant risks. How these 
risks will be absorbed in the Indian defence system of accounting, which 
is founded on ‘making every rupee pay’, is a question which will need to 
be answered by the top leadership in the Finance Ministry. Fortunately, 
the current political leadership has been encouraging risk-taking of late, 
and a way ahead might soon appear.

And finally, there is the challenge of the quantum of investment 
needed. Being the largest buyer of defence equipment in the world, in a 
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buyer’s market, may enable the leveraging of orders for benefits upto 10–
20 per cent of their value. But the investment needed for pursuing many 
of the avenues listed in this article will exceed this value many times over. 
Building up a strong and sound business case will hence be required, and 
it may be worthwhile employing the most competent, experienced and 
dependable agencies for this. These too may not be available in India and 
there may be no recourse but to turn to those abroad for this vital task. 

Conclusion

Along with the conventional modes and the potential technology transfer 
opportunities, there exist numerous other unconventional avenues to 
gain technology or useful knowledge related to and required for the 
evolution of a technological product. Every avenue varies in focus, depth 
of application, effectiveness, investment, and the risk involved, and each 
also pertains to different steps in the path to evolution of the defence 
system. An aligning of the different modes with each step is attempted in 
Table 1. An additional step has been added to those in Figure 1, indicating 
the exploitation of the system and its technology. This step is home to 
many lighter, unconventional forms which precede serious ToT activity. 

Current efforts in the Indian defence technology environment 
essentially focus on the latter steps, with the production agencies using 
PToT at step 6 and the DRDO targeting systems design and integration 
at step 5. The DRDO’s valid emphasis on acquiring the know-whys69 of 
design instead of just know-hows of production, from foreign technology 
sellers, is an effort to move upstream into step 5. Such an acquisition of 
know-whys will indeed serve to build more self-reliance through design 
and development of indigenous systems. However, pursuing the design 
know-whys of step 6 PToT delivered systems is akin to ‘tail chasing’, with 
India forever trying to catch up but inevitably staying a generation or two 
behind the leaders.70

If India desires to achieve technology leadership, or at least 
technology competence, it needs to move upstream and build world-class 
capabilities in the earlier steps of technology evolution. If indigenous 
efforts to build such capabilities are not fruitful, then avenues to import 
it could be explored. This import is not a simple purchase from a seller. 
Neither is it free of risks. It can only be achieved through painstaking 
effort and meticulous planning over a considerable period of 10–20 
years, maybe more. To reduce the risks, specific fields of technology 
could be targeted where India possesses some indigenous resources and 
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Table 1  Step-wise Categorisation of Different Modes/Avenues of ToT

Step
Technology Transfer Modes and Avenues

Modes and Avenues 
Available in the Step

Opportunities for 
Acquisition After Step

1.	Fundamental 
Research: Wide 
focus, low 
investment, high risk.

Sponsored research, co-
research, collaboration 
in international research 
networks, sponsored Indian 
student and researchers, 
hiring of foreign scientists.

Import of 
fundamental research 
output.

2.	Applied Research: 
More focused, high 
investment, high risk.

Co-development, sponsored 
Indian scientists, hiring of 
foreign scientists, import 
of special machinery for 
R&D, sub-contracting 
(B2S).

Import of product 
designs.

3.	Development of 
Manufacturing 
Process: Focused, 
moderate investment, 
moderate risk.

Co-development of process, 
hiring of foreign engineers, 
turnkey projects by foreign 
firms for building of an 
industrial plant and transfer 
of process technology, sub-
contracting (B2D).

Import of process 
technology.

4.	Mass Production 
of Parts: Focused, 
moderate investment, 
low risk.

Sub-contracting (B2P), 
training on production 
and maintenance, co-
production, technical 
collaboration in 
production, acquisition of 
factories,import of special 
machinery for production 
and testing.

Import of parts.

5. Integration into 
systems: Moderate 
focus, high 
investment, high risk.

JVs for co-development of 
systems, hiring of foreign 
scientists/engineers through 
consultancy, outright 
purchase of design and 
development capability.

Import of system 
designs.

is placed at an advantageous or at least even footing with others. And 
finally, investments in these areas will need to exceed the ‘critical mass’ 
necessary to bring results.
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